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Abstract

Cellular networks serve as the backbone of global communication, providing critical
access to telephony and the Internet, often in regions lacking alternatives. However,
the growing complexity of these networks, driven by architectural innovations (e.g.,
Voice over IP, eSIMs) and commercial dynamics (e.g., roaming, virtual operators, zero-
rating), remains poorly understood due to the lack of open, scalable, and geographically
diverse measurement tools and independent measurement studies.

Moreover, access to mobile networks today is no longer limited to the traditional
radio interface. Technologies like Voice-over-WiFi (VoWiF1i) offer alternative con-
nectivity paths via third-party Internet infrastructure, extending operator reach into
environments with limited cellular coverage. At the same time, over-the-top (OTT)
messaging services such as WhatsApp and Signal have become central to modern
communication, accounting for a substantial share of global messaging and voice traffic
while bypassing traditional operator-controlled channels entirely.

This dissertation addresses these challenges by introducing new approaches for
independent, scalable, and reproducible measurements of mobile communication sys-
tems without requiring cooperation from network or platform operators. We design,
implement, and open-source measurement platforms that enable controlled experi-
ments across cellular radio networks, operator-provided services, and OTT messaging
applications. Using these tools, we conduct multi-layer empirical studies and uncover
security- and privacy-relevant weaknesses, including inconsistencies in roaming billing
and traffic classification, insecure VoWiF1i configurations, and metadata leaks in widely
used messaging platforms that enable silent user monitoring and denial-of-service
attacks. Overall, this dissertation demonstrates that independent, active measure-
ments are essential for understanding the evolving cellular communication system.
It provides practical tools and empirical evidence that increase transparency and
support future research into the security and privacy of modern mobile communication
systems.






Kurzfassung

Mobilfunknetze bilden das Riickgrat der globalen Kommunikation und ermdéglichen
den Zugang zu Telefondiensten und dem Internet, héufig auch in Regionen, in denen
keine alternativen Zugangstechnologien verfiigbar sind. Die zunehmende Komplexitét
dieser Netze, bedingt durch architektonische Innovationen (z. B. Voice over IP, eSIMs)
sowie durch kommerzielle Dynamiken (z. B. Roaming, virtuelle Netzbetreiber, Zero-
Rating), ist jedoch bislang nur unzureichend erforscht. Ein wesentlicher Grund hierfiir
ist das Fehlen offener, skalierbarer und geografisch diverser Messwerkzeuge sowie
unabhéngiger empirischer Messstudien.

Dariiber hinaus ist der Zugang zu Mobilfunkdiensten heute nicht mehr ausschlieftlich
auf die klassische Funkschnittstelle beschriankt. Technologien wie Voice-over-WiFi
(VoWiF1i) erméglichen alternative Zugangspfade iiber das Internet und erweitern damit
die Reichweite von Netzbetreibern auf Umgebungen mit eingeschrinkter Netzabdeck-
ung. Gleichzeitig haben sich sogenannte Over-the-Top-(OTT-)Messaging-Dienste
wie WhatsApp und Signal zu zentralen Bestandteilen moderner Kommunikation
entwickelt. Sie tragen einen erheblichen Anteil des weltweiten Nachrichten- und Sprac-
hverkehrs, ohne dabei auf die traditionellen, von Mobilfunkbetreibern kontrollierten
Signalisierungs- und Abrechnungsstrukturen zuriickzugreifen.

Diese Dissertation adressiert die genannten Herausforderungen durch die FEn-
twicklung neuer Ansétze fiir unabhéngige, skalierbare und reproduzierbare Messungen
mobiler Kommunikationssysteme, ohne eine Kooperation mit Netz- oder Plattformbe-
treibern vorauszusetzen. Hierzu werden Messplattformen entworfen, implementiert
und als Open-Source-Software veroffentlicht, die kontrollierte Experimente {iber Mo-
bilfunkzugangsnetze, betreiberseitige Dienste sowie OTT-Messaging-Anwendungen
hinweg erméglichen. Mithilfe dieser Werkzeuge werden umfassende empirische Studien
durchgefiihrt, die sicherheits- und privatsphérerelevante Schwachstellen aufdecken,
darunter Inkonsistenzen bei Roaming-Abrechnung und Traffic-Klassifikation, un-
sichere VoWiFi-Konfigurationen, sowie Metadatenleaks in weit verbreiteten Messaging-
Plattformen, die eine unbemerkte Uberwachung von Nutzer:innen und Denial-of-
Service-Angriffe ermdglichen.

Insgesamt zeigt diese Arbeit, dass unabhéngige, aktive Messungen unerlasslich
sind, um das sich wandelnde Mobilfunkkommunikationssystem zu verstehen. Sie
stellt praxisnahe Werkzeuge und empirische Erkenntnisse bereit, die die Transparenz
erhohen und zukiinftige Forschung zur Sicherheit und zum Schutz der Privatsphére
moderner mobiler Kommunikationssysteme unterstiitzen.
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1 Introduction

Cellular networks are a primary access technology for both the public telephone
system and the Internet — often the only available option in many parts of the
world [SB24]. Beyond their role in personal and business communication, they are
vital for crisis response and emergency scenarios. Technologies such as roaming, virtual
network operators (MVNOs), and travel (e)SIMs interconnect previously isolated
infrastructures, forming a compound system embedded in a complex global web.
Free-roaming agreements — most notably within the European Union — further blur
national boundaries, offering users a seamless and unified mobile experience across
borders.

Despite their critical role in today’s society, cellular networks remain among the least
transparent and least independently measurable components of the global Internet.
This limited measurability is not a consequence of limited adoption, but of the absence
of controlled and scalable measurement tools that reflect the unique architecture and
global scope of cellular access networks. As a result, independent insight into provider
practices — particularly under roaming conditions — remains severely limited.

In addition to traditional 3GPP-specified telephony and messaging, third-party
instant messaging platforms such as WhatsApp play a central role in today’s mobile
communication ecosystem. Although they carry a substantial share of message traffic,
these services are developed and controlled by private companies, introducing similar
transparency and auditability challenges at the application layer, and ultimately
requiring a significant degree of blind trust.

To improve transparency, security, and resilience in this sector, independent and
accessible measurement tools are urgently needed — tools that can serve researchers,
regulators, and industry stakeholders alike for auditing and controlled testing. As
complexity increases, so do potential vulnerabilities and corner cases. Without proper
tools to introspect and analyze the inner workings of these networks and applications,
critical issues may remain undetected, compromising both security and infrastructure
resilience.

To address this gap, this dissertation proposes new measurement tools and presents
independent empirical studies of mobile communication systems, examining multiple
layers of the ecosystem, from the radio access layer to VoWiFi and third-party instant
messaging services, with the common goal of enabling independent and reproducible
measurements and strengthening security and privacy.

1.1 Thesis Statement

This dissertation argues that democratized, independent measurement (i.e., controlled
and scalable experiments without operator cooperation) enables the systematic discovery
and quantification of security, privacy, and policy failures across mobile communication
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layers—failures that have direct consequences for end users and would otherwise remain
tnwisible.

Across the presented case studies, the key methodological contribution is not merely
measurement at scale, but independent measurement: experiments that remain feasible
even when operators or platforms do not collaborate, and that can be replicated across
countries, providers, and time. Concretely, this dissertation argues that democratized
measurement enables:

e coverage across operators, countries, and deployment settings,

e control over experimental conditions without privileged operator access or
platform cooperation, and

e comparability of results across technology-defined layers through standardized,
repeatable experiments and shared artifacts.

These properties enable systematic discovery and quantification of vulnerabilities
and risks that are unlikely to surface through documentation or the operators and
platforms themselves.

1.2 Cellular Network Research Gap

To evaluate the thesis statement across layers, this dissertation combines reusable
measurement artifacts with empirical studies. Each layer, defined by its underlying
technology, implies different trade-offs in independence, control, and scale and exposes
distinct security and privacy risks.

For measurements in the cellular network domain, we distinguish between passive
and active measurements.

Measurements with passive data are often conducted with the help of industry
partners, e.g., Internet Service Providers (ISPs) or Mobile Network Operators (MNOs).
These measurements rely on data collected from operational networks, typically at a
large scale. However, such data is rarely publicly accessible and generally requires
privileged access to core infrastructure. As a result, passive measurements are largely
inaccessible to independent researchers or early-stage academic efforts.

On the other hand, active measurements have proven to be a vital tool for
conducting independent and open research. The two most common practices for
active measurements include (i) in-situ- or in-vivo measurements, and (ii) exclusive
measurement setups.

App-based approach. In-situ (“at location”) and in-vivo (“within the system”)
measurements often run on a (volunteer’s) phone that is also used for other tasks.
This method increases coverage by reducing the financial burden of participating in a
given study, thereby adding more measurement units. While appropriate for, e.g., user
studies, this method might impact the accuracy of technical measurements since the
non-exclusivity blurs the distinction between measurement (signal) and background-
or user activity (noise). The user’s mobility also interferes with the common goal of
steady (consistent and repeatable) measurement environments. Volunteers also bear
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responsibility for any billing charges incurred during the experiment, rendering this
approach impractical for certain scenarios, particularly those involving roaming or
phone calls. Moreover, the measurement operator often lacks full control over key
parameters, such as the access technology in use (e.g., 3G, 4G, or 5G), and has limited
visibility into critical data. For instance, billing statements are typically accessible only
to the volunteer, restricting opportunities for external validation and comprehensive
analysis.

Deploying dedicated hardware. Exclusive measurement setups require a separate
test unit in a controlled environment. While some external factors (such as the
network’s utilization or radio noise) are commonly outside of the researchers’ sphere
of influence, other factors can be controlled; this includes the distance to a cell tower,
the used access technology, and background data usage.

While deploying, operating, and maintaining a large fleet of distributed measurement
probes remains a logistical challenge, such platforms can, in principle, be democratized
and scaled through community-driven efforts. This model has proven successful in
the context of independent fixed-line Internet measurements, most notably through
community-driven efforts like RIPE Atlas [RIP15, [AWR14].

Replicating this model in the cellular domain, however, presents fundamental
challenges. Requiring the probe host to supply and manage their own SIM card
introduces billing liability, which not only deters participation but also severely limits
the number of network operators measurable from a single probe. Supporting a diverse
set of SIM cards across different locations or within roaming scenarios does not scale,
thereby impeding broader deployment and coverage.

Taken together, these constraints create a structural barrier for independent re-
search, particularly for academic groups, regulators, and researchers without privileged
operator access. Meaningful security and privacy analysis of cellular networks requires
controlled, repeatable, and globally diverse measurements, precisely the properties
that existing approaches fail to provide. Without these properties, security flaws,
billing inconsistencies, and privacy leaks may remain systematically invisible.

In summary, existing measurement approaches force researchers to trade off scalab-
ility, control, and independence. Consequently, none of these approaches is sufficient
for conducting controlled, repeatable, and globally diverse measurements of cellular
networks without operator cooperation.

1.3 Research Questions

Motivated by the limitations of existing measurement approaches and guided by the
thesis statement above, this dissertation investigates the following research questions:

RQ1 How can cellular networks be measured independently, in a controlled manner,
and at scale, without requiring cooperation from network operators?

RQ2 How do roaming scenarios, alternative access technologies, and operator billing
mechanisms interact in real-world cellular network deployments?
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RQ3 How do security and privacy properties, as well as measurement capabilities,
differ across layers of the mobile communication ecosystem, ranging from cellular
access networks to operator-provided services and OTT messaging platforms?

RQ1 and RQ2 focus on how independent measurement can characterize operator
behavior and operator-provided services without requiring cooperation. RQ3 applies
the same measurement perspective to increasingly centralized OTT messaging plat-
forms, where Internet-scale observation can reveal ecosystem-wide attack surfaces and
privacy risks.

RQ1 is addressed by Chapters (measurement platforms and scalability).

RQ2 is addressed by Chapters [3H6| (roaming, billing, alternative access).

RQ3 is addressed by Chapters (cross-layer security/privacy properties and ob-
servability). Chapter [4] departs from cellular measurements and demonstrates how
a distributed community-driven measurement platform (RIPE Atlas) can reveal In-
ternet centralization that affects anonymity in Tor, reinforcing the dissertation’s
broader theme of democratized, independent measurements and the risks introduced
by centralization in global communication systems.

1.4 New Measurement Approaches and Results

To answer these research questions, this dissertation introduces new approaches to
large-scale (i.e., international) security and privacy measurements in cellular networks
and mobile communication systems. It follows a multi-layer measurement perspective,
where each layer targets a different part of the mobile communication ecosystem and
exposes distinct measurement challenges and security properties. This progression from
radio access networks to VoWiFi and ultimately to OTT messaging platforms mirrors
the ongoing shift of control and observability from decentralized, operator-bound
infrastructure toward globally centralized, Internet-based platforms.

Figure illustrates the three complementary research perspectives considered
in this work: the cellular radio access layer, the Voice over Wi-Fi (VoWiFi) layer,
and third-party instant messaging services. Each angle exposes a different form of
centralization, opacity, or control.

1.4.1 Democratizing Radio Layer Measurements

Large-scale and controlled experiments at the cellular radio access layer require a local
point of presence to interact with base stations, making such measurements difficult to
scale across operators, countries, and roaming scenarios. Existing approaches typically
rely on physically co-locating subscriber identities (i.e., SIM cards) with measurement
devices, which introduces significant logistical and operational constraints. As a
result, repeatable radio-layer measurements remain largely inaccessible to independent
researchers.

To address this gap in dedicated measurement platforms for cellular networks,
this dissertation introduces the MOBILEATLAS framework [GMWD23]|, based on low-
cost hardware (e.g., a Raspberry Pi 4 and a COTS cellular modem). Conceptually,
MOBILEATLAS is inspired by RIPE Atlas: both aim to democratize measurement



1.4 New Measurement Approaches and Results

Angle 1 Angle 2 Angle 3
N
«é» =
°
Radio Layer VoWiFi Layer Instant Messengers
Access via cellular network Access via Wi-Fi AP Access via Wi-Fi AP
Backend by operator Backend by operator Backend by third party

Figure 1.1: Overview of the three research angles addressed in this work. Large-scale
measurements at the radio access layer require a local point of presence for
connectivity to cellular base stations, which imposes significant logistical
and deployment challenges, while Wi-Fi calling and instant messaging rely
on standard Internet connections. Although the first two technologies are
standardized by 3GPP, all three lack adequate tooling for comprehensive
auditing and independent security testing. The progression from radio
access networks to VoWiFi and finally to OTT messaging platforms reflects
an increasing degree of centralization, in which control and observability
shift from decentralized, operator-bound infrastructure toward globally
centralized, Internet-based services.

by enabling distributed experiments from many independent vantage points. As
shown in Figure MOBILEATLAS geographically decouples the SIM card from the
modem by tunneling the SIM card’s protocol over the Internet and emulating its
signal at the modem. With this approach, measurement probes and SIM cards can be
at different locations and thus flexibly shared with other participants, without the
need for permanently installed SIM cards or any physical movement of components.
A SIM card hosted at a fixed location can be virtually connected to measurement
probes around the world within seconds, each offering a local breakout to its respective
cellular infrastructure. This enables the SIM to be quickly evaluated within diverse
network environments. Additionally, the platform utilizes Linux namespaces to isolate
the modem connection from any background activity and provide sterile measurement
access for fine-grained measurements.

While SIM tunneling inherently introduces additional round-trip latency, authentic-
ation and session key generation remain robust to such delays, as they are designed
to tolerate network congestion and retransmissions caused by weak signal conditions.
We validate this robustness experimentally across a wide range of operators, including
intercontinental tunneling scenarios.

Furthermore, since all ISO 7816 [ISO06] APDU commands between the modem
and SIM card are relayed through the tunnel, the corresponding traffic can be
inspected to gain further insights into protocol behavior and SIM-card interactions
(e.g., proactive SIM commands). The resulting measurement platform provides a
controlled environment, scalability, and cost-effectiveness. Moreover, it is extensible
and fully open-sourcﬂ enabling other researchers to contribute locations, SIM cards,

"https://github.com/sbaresearch/mobile-atlas
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Traditional Approach

éLocation A
SIM Card Modem
Decoupling
iLocation A iLocation B
SIMCard | i Modem
SIM Tunnel i sIM Emuiation
SIM Reader Measurement
Probe

Figure 1.2: SIM card and modem are geographically decoupled via a SIM tunnel
relaying the protocol over the Internet.

and measurement scripts.

In an initial study [GMWD23|, we use the platform to inspect and compare network
configurations in both domestic and (home-routed) roaming scenarios. This analysis
revealed weak firewall configurations during operator migrations from Carrier-Grade
NAT (CGNAT) to IPv6-based architectures. Additionally, we uncovered instances
of hidden SIM card activity, such as silent SMS messages to the operator sent via
proactive SIM commands. To further investigate signaling behavior, we generated test
calls and analyzed subtle variations in ringback tones. These differences enable detailed
fingerprinting of mobile operators and can inadvertently reveal a user’s operator and,
by extension, their country-level location.

Moreover, we use the platform for fine-grained traffic experiments, investigating
operators’ billing mechanisms under differential pricing schemes (i.e., zero-rating
offers) [GMW22]. Our analysis reveals potentially problematic behavior (i.e., inad-
vertent billing of zero-rated traffic) at nearly all operators examined and identifies
possible vectors for free-riding attacks (e.g., spoofed Host- or SNI- headers).

Low-cost SIM tracing. Since the SIM tunnel relies on low-cost, readily available
peripherals (i.e., a UART interface and GPIO ports), we further reduce the economic
barrier by implementing and publishing the design for the Raspberry Pi Pico [GFD25].
This enables SIM-tracing capabilities (i.e., inspecting, rewriting, and relaying traffic)
at a hardware cost of as little as 5 USD. In addition to supporting physical SIM cards,
our system also supports in vitro analysis of eSIMs by leveraging the SIM Access
Profile (SAP) [blu03| available on Android devices.

1.4.2 Leveraging Alternative Access Technologies

In current cellular network generations (4G, 5G) the IMS (IP Multimedia Subsystem)
plays an integral role in terminating voice calls and short messages. Many operators
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Figure 1.3: (Simplified) LTE network architecture for VoOLTE and VoWiFi. The ePDG
server is exposed to the Internet.

use VoWiFi (Voice over Wi-Fi, also Wi-Fi calling) as an alternative network access
technology to complement their cellular coverage in areas where no radio signal is
available (e.g., rural territories or shielded buildings). In practice, VoWiF1i is often
prioritized over VoLTE, making it a primary calling path in many deployments and
increasing its relevance for communication security and privacy. Since this technology
requires operators to publicly expose parts of their infrastructure to the Internet, it also
creates a new measurement vector for large-scale cellular measurements (cf. ePDG in
Figure . We leverage these alternative access technologies by conducting Internet-
based scanning and reconnaissance measurements, thereby offering a comprehensive
global perspective on current deployment states and operational practices.

Our work evaluates the current deployment status of VoWiFi among worldwide
operators and uses commercial VPN subscriptions to analyze existing geoblocking
measures on the IP layer [GEW24b|. More specifically, we show that a substantial
share of operators implement geoblocking at the DNS- or VoWiFi protocol level, and
highlight severe drawbacks in terms of emergency calling service availability.

Moreover, we found critical vulnerabilities in commercial VoWiFi implementa-
tions (e.g., security downgrade attacks |[GHF*24]) and configurations (e.g., outdated
ciphers [GEW24al, private-key reusage |GHF™24]), both affecting the communication
security and privacy of hundreds of millions of users.

We open-source both our VPN-driven scanning solution for rapid distributed
Internet measurementsﬂ and our scripts to evaluate global VoWiFi deployments
and conﬁgurations{ﬂ

1.4.3 Evaluating Over-the-Top Messaging Applications

Beyond the radio layer and operator-controlled services such as VoWiFi or RCS, a
significant share of voice and messaging traffic is now carried by OTT messaging
platforms. Popular applications like WhatsApp, iMessage, and Signal account for a
large portion of global communication volume, bypassing traditional signaling infra-
structures and operator billing mechanisms entirely. Evaluating the security, privacy,

Zhttps://github.com/sbaresearch/scanywhere/
3https://github.com/sbaresearch/vowifi-epdg-scanning
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and network behavior of these platforms is essential, as they shape user experience
and often serve as the primary channel in regions with censorship, surveillance, or
restricted network access. However, since many of these applications are closed-source
and developed by commercial entities, comprehensive auditing and in-depth evaluation
of their security and privacy properties remain challenging. Although OTT platforms
are not cellular technologies, they now dominate user-facing mobile communication
and must therefore be included in any realistic and comprehensive security analysis.

Despite offering end-to-end encryption (E2EE), our measurements show that many
widely used messaging applications remain susceptible to privacy leaks. For example,
refilling mechanisms for ephemeral encryption keys can unintentionally expose a
user’s online status on individual devices [GEGJ25| and reveal information about
their used operating system. In addition, global synchronization issues in backend
infrastructures can lead to denial-of-service (DoS) conditions for targeted users. To
support independent verification and raise user awareness, we open-source a research
prototype that enables querying key bundles for arbitrary numbers registered on
WhatsAppf]

Moreover, acknowledgment messages for successful message transmission (i.e., de-
livery receipts) can be used to silently, precisely, and consistently monitor a victim’s
connection round-trip time (RTT), thereby leaking activity states or behavioral pat-
terns that may disclose a person’s location or routines [GGM™25|. Such silent pings
can also be abused for resource exhaustion attacks, allowing adversaries to drain a
user’s battery or consume mobile data quota without their awareness.

Recent work shows that dominant OTT messaging platforms (such as WhatsApp)
may increase centralization and give rise to enumeration vulnerabilities, exposing
roughly 3.5 billion phone numbers and corresponding to a significant fraction of the
global mobile user base |GFG™26).

These findings highlight the close interplay between OTT applications and cellular
networks and underline the need to examine both layers as part of a comprehensive
security and privacy analysis.

1.5 Contributions

This dissertation advances the state of independent cellular network measurement
by developing new measurement approaches and providing empirical insights into
modern mobile communication systems across multiple layers. In line with the thesis
statement, it shows that democratized, controlled, and scalable measurements can
reveal and quantify cross-layer security, privacy, and policy failures without operator
cooperation. Collectively, these contributions establish a general methodology for
independent, scalable security measurements in mobile communication systems. The
main contributions of this work are as follows:

e A scalable and independent platform for radio-layer cellular measure-
ments. This dissertation introduces MOBILEATLAS, a low-cost, open-source
measurement framework that enables controlled and repeatable cellular meas-
urements without operator cooperation by geographically decoupling SIM cards

4https://github.com/sbaresearch/prekey-pogo
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from measurement probes.

e Empirical analysis of roaming behavior and billing mechanisms. Using
MOBILEATLAS, this work provides fine-grained measurements of domestic and
roaming scenarios, uncovering inconsistencies in IP addressing, firewall config-
urations, proactive SIM behavior, and traffic classification under zero-rating
schemes.

e Large-scale evaluation of VoWiFi availability, geoblocking, and security.
This work presents a global-scale analysis of commercial VoWiFi deployments,
revealing deployment gaps, geoblocking practices, and security-relevant miscon-
figurations affecting service availability, emergency calling, and user privacy for
subscribers worldwide.

e Systematic exposure of security and privacy weaknesses in prevalent
OTT messaging applications. This dissertation investigates widely used in-
stant messaging applications, showing how protocol design and backend behavior
can leak metadata, enable silent monitoring, and expose users to denial-of-service
and enumeration risks.

e Open-source tools and datasets for reproducible mobile network re-
search. Measurement platforms and analysis tools developed in this dissertation
are released as open source, enabling independent validation, reuse, and extension
by the research community.
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Annual International Conference on Mobile Systems, Applications and Services
(MobiSys), 2024.
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[GHE"24]
Gabriel K. Gegenhuber, Florian Holzbauer, Philipp Frenzel, Edgar Weippl,
Adrian Dabrowski. Diffie-Hellman Picture Show: Key Exchange Stories from
Commercial VoWiFi Deployments. In 33rd USENIX Security Symposium
(USENIX Security), 2024.

[GGM™25]
Gabriel K. Gegenhuber, Maximilian Giinther, Markus Maier, Aljosha Judmayer,
Florian Holzbauer, Philipp E. Frenzel, Johanna Ullrich. Careless Whisper: Ea-
ploiting Silent Delivery Receipts to Monitor Users on Mobile Instant Messengers.
In 28th International Symposium on Research in Attacks, Intrusions and De-
fenses (RAID), 2025. Distinguished with the Best Paper Award.

[GFGJ25]
Gabriel K. Gegenhuber, Philipp E. Frenzel, Maximilian Giinther, Aljosha Jud-
mayer. Prekey Pogo: Investigating Security and Privacy Issues in WhatsApp’s
Handshake Mechanism. In 19th USENIX WOOT Conference on Offensive
Technologies (WOOT), 2025.

[GEG™ 26|
Gabriel K. Gegenhuber, Philipp E. Frenzel, Maximilian Giinther, Johanna Ull-
rich, Aljosha Judmayer. Hey there! You are using WhatsApp: Enumerating
Three Billion Accounts for Security and Privacy. In 33rd Annual Network and
Distributed System Security Symposium (NDSS), 2026. Complementary
work, not part of the thesis.

1.7 Workshops, Extended Abstracts, and Posters

[GFW24a]
Gabriel K. Gegenhuber, Philipp E. Frenzel, Edgar Weippl. Never Gonna Give
You Up: Exploring Deprecated NULL Ciphers in Commercial VoWiFi Deploy-
ments. Poster & Extended Abstract. In 17th ACM Conference on Security and
Privacy in Wireless and Mobile Networks (WiSec), 2024.

[GF25]
Gabriel K. Gegenhuber, Philipp E. Frenzel. Scanywhere: Distributed Internet
Scanning Leveraging Commercial VPN Subscriptions. Poster & Extended Ab-
stract. In 9th Network Traffic Measurement and Analysis Conference (TMA),
2025. Distinguished with the Best Poster Award.

[GFD25]
Gabriel K. Gegenhuber, Philipp E. Frenzel, Adrian Dabrowski. SIMulator:
SIM Tracing on a (Pico-)Budget. Poster & Extended Abstract. In 18th ACM
Conference on Security and Privacy in Wireless and Mobile Networks (WiSec),
2025.

[Geg25]
Gabriel K. Gegenhuber. Security and Privacy Measurements in Cellular Net-
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works: Novel Approaches in a Global Roaming Context. Extended Abstract
(Doctoral Symposium). In 32nd ACM Conference on Computer and Communic-
ations Security (CCS), 2025.

[GLHS25]
Gabriel K. Gegenhuber, Leonid Liadveikin, Florian Holzbauer, Sebastian Strobl.
A Relay a Day Keeps the AirTag Away: Practical Relay Attacks on Apple’s
AirTags. Poster & Extended Abstract. In 41st Annual Computer Security
Applications Conference (ACSAC), 2025.

1.8 Artifacts and Impact

This dissertation follows an artifact-driven research approach, where measurement
studies are accompanied by open-source tools and responsible disclosure procedures.

1.8.1 Open Source Projects and Artifacts

mobile-atlas! Cellular measurement platform for scalable roaming measurements
scanywhere: Global Internet scanning solution driven by commercial VPN solutions

vowifi-epdg-scanning: Evaluating VoWiFi cipher and key exchange methods in
commercial networks

mbn-mcfg-tools: Parsing and packing proprietary Qualcomm MBN files (used for
modem configurations)

prekey-pogo: Requesting device directory and prekey information of arbitrary
WhatsApp users

device-activity-tracker: Monitoring WhatsApp devices via silent pings. This
project is based on our publication, but was developed by an external party.

1.8.2 Impact and Responsible Disclosure

Prior to the public release of the publications and artifacts included in this dissertation,
all identified security and privacy issues were reported to the affected parties in
accordance with responsible disclosure practices.

The findings of this work were subsequently shared with the broader security research
and practitioner community through presentations at two DEF CON conferences, one
Black Hat conference, and several additional venues (e.g., in front of the GSMA Fraud
and Security Group).

In addition, the disclosed vulnerabilities and their implications were reported by
high-profile international media outlets, contributing to broader public awareness of
security and privacy risks in mobile communication systems.

The following vulnerability identifiers and disclosures are directly associated with
the results presented in this dissertation:

CVE-2025-20647 (medium severity): MediaTek, VoLTE/VoWiFi Denial of
Service due to NULL Pointer Dereference at SIP
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CVE-2024-22064 (high severity): ZTE, Private-Key Sharing among Global
Operators

CVE-2024-20069 (high severity): MediaTek, Downgrade Vulnerability at VoWiFi
IKE Protocol

CVD-2024-0089: GSMA, Deprecated VoWiFi Configurations and Coordinated
Disclosure of CVE-2024-22064, CVE-2024-20069

Signal: The official Signal GitHub repository contains an ongoing discussion regard-
ing potential countermeasures against silent ping attacks.

WhatsApp: Security reports submitted as part of this work were acknowledged by
WhatsApp and are currently in the process of being addressed.

1.9 How to Read This Dissertation

This dissertation is a cumulative thesis. Chapters correspond to peer-reviewed
publications that are included verbatim to preserve their original technical context and
reproducibility. Readers primarily interested in the overarching narrative can focus on
Chapter (1] (motivation, thesis statement, research questions, and contributions) and
Chapter @] (synthesis and outlook), and consult Chapters selectively for technical
details and empirical evidence.

A multi-layer measurement perspective. This dissertation adopts a layered view of
the mobile communication ecosystem. Across these layers, the central methodological
goal is to enable independent, controlled, and scalable measurements without requiring
cooperation from operators or platform providers. This progression reflects a shift in
where control and observability reside: from decentralized, operator-bound infrastruc-
ture at the radio access layer, to operator-managed services exposed via the public
Internet (e.g., VoWiFi), and finally to globally centralized OTT messaging platforms.

Chapter dependencies and reading order. Chapters [2 and [3| introduce and opera-
tionalize the dissertation’s core measurement capability at the radio layer, enabling
repeatable experiments across countries, providers, and roaming conditions. Chapters|[j
and [6] study operator-controlled VoWiFi services using Internet-based measurement
vectors that complement radio-layer experiments. Chapters [7] and [§] extend the same
measurement mindset to OTT messaging applications, exposing ecosystem-wide attack
surfaces and privacy risks. Chapter [4] deliberately departs from cellular measurements.
Using a community-driven measurement platform, it shows how Internet centralization
can be exposed and how such centralization affects anonymity in Tor. This chapter
provides an external validation of the dissertation’s main theme: that accessible,
large-scale measurements can uncover otherwise hidden weaknesses and risks.

Research questions and evidence. The research questions stated in Section [1.3] are
addressed as follows. RQ1 is addressed by Chapters (measurement platforms
and scalability). RQ2 is addressed by Chapters (roaming, billing, alternative
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1.9 How to Read This Dissertation

access technologies). RQ3 is addressed by Chapters (cross-layer security /privacy
properties and observability), with Chapter |4 providing complementary evidence
of how democratized measurements can reveal centralization effects in a different
ecosystem.

Artifacts and reproducibility. This dissertation follows an artifact-driven research
approach: measurement studies are paired with released tooling and responsible
disclosure where applicable. Section lists the open-source projects and artifacts
that support the presented experiments and facilitate independent validation, reuse,
and extension by other researchers.

Scope. Although the chapters cover multiple layers and technologies, this dissertation
does not aim to provide an exhaustive survey of mobile standards or deployments.
Instead, it focuses on concrete measurement capabilities and empirical case studies
that collectively support the thesis statement: that independent measurements enable
systematic discovery and quantification of security, privacy, and policy failures across
layers.
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Abstract once or longitudinal from different vantage points, (ii) they
allow to quickly measure the scale of a found or known prob-
lem, i.e., gauge the real-world impact, and (iii) they function

complex compounds for roaming purposes make them an?s @ test_k_)e_d to rapidly develop ano! .tESt potential security
vulnerabilities on a large scale. Additionally, tools such as

attractive research target in their own right. Their promise of . . .
g g P ZMAP [17] provide the ability to routinely make Internet-

providing a consistent service with comparable privacy and ~. .
security across roaming partners falls apart at close inspectionwIde scans, Wh.'Ch became a staple for papers on measurement
Thus, there is a need for controlled testbeds and measure"Elnd security alike. . .
ment tools for cellular access networks doing justice to the These platforms and tools share that in accordance with
technology’s unique structure and global scope. Particularly,the Igyered network mpdel they are access technology ag-
such measurements suffer from a combinatorial explosion of nostic. Howevgr, mobll_e networks, unlike any other access
operators, mobile plans, and services. To cope with these chalgetwork’ combine multiple access techr_lologles _and genera-
lenges, we built a framework that geographically decouples tions on top of each other. Furt_hermore, since Mobile Network
the SIM from the cellular modem by selectively connecting Operators (MNOs) are only given a small geographlcgl area
both remotely. This allows testing any subscriber with any (_usually a country) _to operate n, they form vast roaming al-
liances to allow devices (and their traf c) to traverse through

operator at any modem location within minutes without mov- ltio| works. Thi t | d svst
ing parts. The resulting GSM/UMTS/LTE measurement and mulliple NEWorks. 'his creates complex compound systems
where entities of different operators handle different aspects

testbed platform offers a controlled experimentation environ-
of the user traf c.

ment, which is scalable and cost-effective. The platform is . . .
To explore such systems, physically moving devices (or

extensible and fully open-sourced, allowing other researchers .
to contribute locations, SIM cards, and measurement scripts>'M cards)h%e_:t_ween C(:]untgeiﬂfolr\lgacg (:4ase adds ahstgg-
Using the above framework, our international experiments gering, prohibitive overhead. MONROE [45] approache

in commercial networks revealed exploitable inconsistencies th's. problem _by dupllga_tlng each SIM car_d set at e_ach lo-
in traf c metering, leading to multiplephreakingopportu- catlon_ effectlve_ly realizing the comblnatorla_l explosion of
nities, i.e., fare-dodging. We also expose problematic IPv6 gountrlest moglle_ plansfarr”;aach operator with tremen-
rewall con gurations, hidden SIM card communication to ous cgs S hindering growtn. .

the home network, and ngerprint dial progress tones to track " this paper, we present a different approach. The key

victims across different roaming networks and countries with NSightis that by geographically decoupling the SIM from the
voice calls. device, we can work with just one set of devices in the eld

and virtually connect them to one set of SIM cards without
multiplying our SIM arsenal for each location. To this end,
1 Introduction we tunnel the SIM card protocol from one of the SIM cards
to any of our remote-controlled devices in different countries
Large-scale measurement platforms and distributed testbedgnq territories and have them connect selectively to speci ¢
such as RIPE Atlas [36] and PlanetLab [34] contributed to gperators as if the subscriber SIMs were actually there.
the secyrlty and privacy research community in at least th.ree This enables us to test security and privacy-relevant aspects
ways: (i) they allow the measurement of network properties f itferent operators and combinations of operators as well as
Supported by the UniVie Doctoral School Computer Science Docs.  Perform large-scale international studies and investigations.
Partly as postdoc at University of California, Irvine. We implemented the method MOBILEATLAS, based on

Cellular networks are not merely data access networks to
the Internet. Their distinct services and ability to form large
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Figure 1: Simpli ed technology neutral structure of a cellular 3GPP network with roamingylBy@lLEATLAS’s primary focus

low-cost off-the-shelf hardware to facilitate easy deployment, services. A subscriber database and a billing system manage
deployed it in ten countries, and added an orchestration &the customers at the home operator. A session management
management interface to encourage other researchers to joirsystem allocates network services of a given quality for a
As an open and scalable tool, we hope it will help researchers,given subscriber, e.g., Internet access at a set speed over a
but it could also be used by operators or regulatory bodies tohigh-latency tunnel, a voice channel on a low-latency low-

validate local or roaming network properti@dOBILEATLAS bandwith tunnel/channel, a phone number, etc. A mobility
is versatile enough to handle data, voice, SMS, and USSD management unit keeps track of the UE’s position within the
services as well as capture hidden SIM communication. network and can page (call out) the UE if necessary. It makes

We demonstrate the capabilities and exibility of this sure the session tunnels are rerouted accordingly when the
framework with ve security- and privacy-related use cases UE changes location.
in three different domains: (i) high-scalable, isolated network
measurements in domestic & roaming scenarios, (ii) voice 2.1.1  Services
connections with and between roaming partners, and (iii) low-
level SIM communication analysis. The results demonstrate Today, cellular networks offer three main services to cus-
how to leak a traveling callee’s country and operator as well tomers: data, voice, and SMS (i.e., text).
as transmit free data by bypassing traf ¢ accounting. Data services are provided via a data tunbebgersince
The remainder of this paper is structured as follows: Sec-LTE) that follows the subscriber and (typically) terminates
tion 2 and 3 introduces the background and related work.the traf ¢ via a public-Internet-facing gateway.
In Section 4, we analyze the problems and requirements of In GSM and UMTS, voice is a different network service

measureme_nt systems. In Section 5, we d_escrlbe the gen(_erqhan data. It uses a different type of tunnels and channels
system design, followed by the concrete implementation in %

Section 6. W in Section 7. di circuit-switched, priorities, and endpoints. On LTE and 5G,
ection - Ve pr.esent current use casesin . ection 7, discusgyicq (Voice over LTE, VOLTE) is IP traf ¢ and transported
our work in Section 8, and conclude in Section 9.

via the same type of tunnels as Internet data, although with a
different priority. Those tunnels terminate at an IMS-Server
2 Background (IP Multimedia Subsystem) that can route calls to the public
. phone network. Networks often operate two separate voice
2.1 Cellular Networks and Roaming infrastructures, one for VOLTE and one for legacy circuit-
For the sake of space, we describe a 3GPP-style cellular netswitched calls. The network can use Circuit-Switched Fall
work (i.e., GSM, UMTS, LTE, 5G) in a simpli ed structure  Back (CSFB) to move 5G/LTE voice calls to UMTS or GSM.
and with technology neutral terminology (Figure 1).

The SIM card (physical or as embedded SIM) is |s_sued 2.1.2 Roaming
by the home operator and holds secret cryptographic keys.
Any device (i.e., UE, User Equipment) successfully passing Frequencies for cellular networks are typically given exclu-
authentication based on those keys is recognized as a speci csively to a selected number of operators in each country or
subscriber. The SIM itself does not encrypt the data over theterritory. To provide services outside of the physical coverage
air interface (RAN, radio access network), it only provides area, an MNO arranges a roaming agreement with one or
the session keys. more MNOs in another area.

An MNO operates a large number of base stafidhat are In the roaming case, a UE uses a mixture of services
connected via the core network to centralized or decentralizedf,om the two involved operators: thésiting operator(where

unstructured Supplementary Service Data codes are user dialable mesthe subscriber is physically located) and Hweme operator
Sanggl to C?"tm' Pf_OVideSrtS:%fViCS%Segg J#slz tfé _diSS't\?/lli g” éallJlgvAVirding- (where the subscriber got their SIM from). From the sub-
NodeaB‘Sgr sf:r?gzlgsgﬁnaligg, gNodeBiﬁ SOG:eTlI:a reader1 may excuse SCI?IbeI’S VIeW’. both operators fL_Jse 10 a single system tha.t
that we will use a high-level technology neutral terminology to focus on the Strives to provide the same services as the home operator in
structure and not on a particular implementation. their home territory.
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2 Relaying SIM Communication for Cellular Network Measurements

Data Internet data can be roamed in two waysi@cal outside the researchers’ sphere of in uence, other factors can
Breakout(LBO) terminates the traf ¢ at the visiting oper- be controlled; this includes the distance to a cell tower, the
ator’s Internet gateway. A customer will therefore receive direction of the antenna, and background data usage.
an IP address from their visiting country which may effect
website localization and geoblocked services. Billing records
are collected by the visiting operator. (ii) Withome Rout- 3 Related Work
ing (HR), the visiting operator hands over all subscriber data  Measurements for Security Measurement of the impact
traf ¢ to the home operator (usually via an Internet intercon- of a found vulnerability is part of many network-related se-
nection), where it is billed and routed to the Internet with a ¢yyity papers. ZMAP [17] and other similar tools became a
home operator’s IP address. staple for evaluation of Internet phenomena and especially

Legacy Voice and LTE's CSFB  The visiting operator  gecurity vulnerabilities.
assigns a temporary local phone number, i.e., from the visited  \jeasurement of and in cellular networks An example
country. Voice calls take the same infrastructure as the visiting oy 4 passive measurement is Lutu et al.’s [27] insights into a
operator's own subscribers, with the exception that the out-j5rge |P exchange provider (IPX-P). They analyzed passively

going caller ID is matched to the original visiting customer's g|lected data and gathered operational insights regarding,
number. In this regard, it is similar to the local breakout data gmong others, global data roaming.

roaming case. Incoming calls are handled by the home opera- |, 2019, Li et al. [26] developed an actie-vivo mo-
tor, which redirects the call to the temporary foreign phone pje application calledVeheto gather more than one million
number by opening another phone call. crowdsourced measurements. They identi ed traf ¢ differ-
VOLTE roaming VOLTE roaming can be handled as engiation at 30 ISPSMOBILEATLAS can, in addition, use
LBO, HR, or a combination of those that involves both IMS. frther mobile network capabilities to conduct measurements,
However, because the complexity of the underlying SIP pro-¢ o SMS, calls, and USSD. It provides a controlled measure-
tocol and the large number of settings, e.g., for bitrate and yent environment with no background noise from other apps.
codec, the standardization and interoperability is still in its in- Thus, our technique is well suited for longitudinal observa-
fancy. Many operators usgircuit-Switched Fall BackCSFB)  tjons under stable conditions and can measure ne-grained
for roaming, and some (such as AT&T in the U.S.) stopped gifferentiations.
providing voice roaming altogether. In 2015, Alay et al. [2] presented the MONROE measure-
ment platform and later re ned the architecture and node de-
2.2 Types of Measurements sign [1]. MONROE is an open, European-scale, and exible
For measurements in the mobile network sector, we differen-measurement platform for mobile broadband networks. How-
tiate between (i) passive and (ii) active measurements. Pasever, each node is physically connected to the measured SIM
sive measurements often require elevated network access andard, leading to maintenance and hardware overhead. Similar
are therefore collected with the help of network operators, to MOBILEATLAS, MONROE is an exclusive measurement
e.g., Mobile Network Operators (MNQOs) or Internet Service platform that also supports roaming. HoweWdioBILEAT-
Providers (ISPs). This data is seldom publicly available. LAS improves scalability by reusing one single SIM card at
In contrast, many active measurements work with a different nodes. We contrast those architectures in Figures 2
customer-grade access and are a vital path for independenand 3.
and open research. The two most common practices for active Distributed Measurement Networks Landline and
measurements include (i) in-situ or in-vivo measurements and xed Internet measurement platforms matured over the
(i) exclusive measurement setups. decades and are a staple of empirical Internet research. For
In-situ- ( at location ) andin-vivo ( within the system) instance, the RIPE Network Coordination Centre introduced
measurements often run on a (volunteer’s) phone that is alsathe RIPE Atlas measurement platform [36,37] in 2010, where
used for other tasks. This method increases coverage by lowa large number of simple measurement probes allows a dis-
ering the nancial burden of participating in a given study tributed execution of a small set of network commands, e.g.,
and thus adds more measurement units. While appropriateraceroute. Users can create self-de ned measurements that
for, e.g., user studies, this method might impact the accuracyget accounted for through platform-speci c credits. RIPE
of technical measurements since the non-exclusivity blurs theAtlas has continuously improved [6] over the last decade
distinction between the signal (that is to be measured) and theand consists of approximately 12,000 measurerpesties
noise (created by user activity or background processes). Theand 800anchors(February 2023). It is utilized by numerous
user's mobility also interferes with the common goal of steady research projects, covering issues such as network routing
(consistent and repeatable) measurement environments.  information [5], various protocol measurements [22] and cen-
Exclusive measurement setups require a separate test unitirsorship detection [4]. However, RIPE Atlas is focused on
a controlled environment. While some external factors (such xed Internet connections and only allows a small set of pos-
as the network’s utilization or radio noise) are commonly sible measurement command$1OBILEATLAS replicates
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Figure 2: Traditional approach with poor scalability: Every Figure 3: Decoupling the station from the SIM via tunneling
new location needs a new set of all SIMs and mobile plans. requires only one set of SIMs.

these (and other) capabilities in the cellular world.

Kakhki et al. [23, 24] studied traf ¢ differentiation in mo-
bile hetworks, using an app-based record-replay approach to
identify traf ¢ differentiation based on mobile application traf-
¢. MoBILEATLAS could improve these results because our
probes are fully controllable and the provisioning of different
SIM cards to test geographical differentiation is possible.

Voice Interconnection Security and Fraud In 2016,
Sahin and Francillon [39,41] measured so-catiedr-the-top
(OTT) bypass fraud, i.e., telephone calls that get fraudulently
redirected to OTT services, bypassing terminating operators.
The authors detected OTT fraud using Test Call Generation
{TCG) networks to initiate tens of thousands of phone calls.
This approach is helpful for incoming bypasses, whereas out-

going routes would require an international network. In addi- Resources scale quadratically by coveragéa cel-

tion to their TCGs, Sahin et al. had to geographically move
phones with their SIM cards between different countries and
operatorsM OBILEATLAS supports voice calls and can there-
fore automate OTT and other fraud [40] detection.

Decoupling and Redirecting cellular subscribers Sam-
sung Call & Message Continuity (CMC) [42] is a way to
seemingly transfer calls and chats between devices on the .
However, CMC does not change the transfer point with the
cellular network, it just acts as a relay to forward data. SIM
Banks or SIM Pools are mainly used in OTT fraud [39] to
distribute and shuf e subscriber SIMs between different exit
points domestically via SIM tunneling to circumvent roaming.
In contrastM OBILEATLAS moves SIMs internationally, to
actively trigger roaming. SIM Banks are occasionally avail-
able from AliExpress and other sites but use an undocumented
transmission protocol.

Air Interface Attacks  Cellular network research is often
harrowly considered as research of the air interface or radio
access technology. Certainkake Base StationdBS) or
IMSI Catcherd3,13,29,32,49] are one of the most prominent

ones. FBS are a major building block for a large number of fur-

ther cellular network exploits [38M OBILEATLAS can partly
work as Fake Base Station detection, but would need a much
denser distribution pattern to cover single base stations (Sec-
tion 6.3) and is therefore not a goal at this stage (Figure 1).

4  Analysis

As brie y touched above, current measurement platforms suf-
fer from one or more of the following problems or challenges:

Access technology obliviousnesSome measurement

systems are ignorant regarding the underlying properties
and features of the access network. In many cases, the
transparent layering of a network stack from the physical
layer up to the application layer is a desirable property,
e.g., receiving e-mail should work regardless of Wi-Fi,
3G, LTE, or roaming. However, for measurements, the
layering may hide crucial information and de ning char-
acteristics.

Without full access to domain-speci ¢ parameters (e.g.,
Cell- & Location IDs) and features (e.g., voice calls),
a measurement system may lack suf cient insights to
successfully audit complex mechanisms (e.g., roamed
hilling) within cellular networks.

lular device and a mobile plan (mediated through the
SIM card) are treated as a single unit, they are location-
bound. Devices and mobile plans (i.e., SIM cards) need
to be duplicated at every location to allow for location-
independent measurements (Figure 2), e.g., for interna-
tional roaming measurements. Alternatively, SIM cards
can be shipped around and switched manually.

The rst approach scales @(jPj j §),whergiPj is the
number of probes, and is the number of SIMs. The
second approach binds human resources at every location
and limits the number of possible time-shared measure-
ments. Additionally, SIM orchestration (i.e., physically
provisioning SIMs to other locations) and provider mo-
bile plans (e.g., one contract per location) are the highest
cost- and maintenance drivers in a measurement sys-
tem [2].

Thus, a measurement system without exible switching
between SIM cards at target locations does not meet the
requirements for large-scale cellular measurements.

Background noiseSome measurement frameworks lack
exclusivity regarding the network interface. This is not a
problem in many gualitative measurement settings (e.g.,
IPv6 capabilities); however, exclusivity is required for
most quantitative measurements {(e.g., how IPv6 is me-
tered). Especially metering is often unavailable in real-
time and requires careful coordination with other tests.
Depending on the target, even a tiny amount of back-
ground traf ¢ (e.g., DNS lookups) can in uence the re-
sults and call for sterile access to the network interface
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and other cellular services.

4.1 Goals and Requirements

Based on these problems, we identi ed the following require-
ments for a new system:

Scalability. A proper, scalable system must deal with a

multi-dimensional combination space of different mobile
providers, access technologies, carrier products, tariffs
all of these in many different countries and with ev-
ery roaming partner. Thus, manually managing these
components is tedious and costly.
The system should achieve complete coverage of all com-
binations without manual work, duplication of hardware
setups, or multiple identical mobile plans. Security mea-
surements need a exible and easy-to-deploy base that
enables security investigations of edge-cases, where un-
habitual processes or actors are involved (e.g., roaming).
Given the profound impact on the completeness and va-
lidity of results, we identify scalability as the essential
requirement.

Control of SIM communicationSIM cards are a sig-

ni cant component in the cellular network stack. These
often underestimated microcontrollers can receive over-
the-air (OTA) updates from the operator, load custom
SIM applets, and proactively send commands to the mo-
dem they are connected with. Moreover, they contain
the key material that is the baseline to generate session
keys for radio and also VOLTE connections. Smartphone
operating systems and their network stacks hide low-
level SIM communication from the application layer.
Without the ability to observe and possibly change com-

munication, any measurement system lacks fundamental®

insights into the access network.

noise-free (or -reduced) environment is paramount for ac-
curate measurements and conclusions. Only application-
and traf c-exclusivity with tight control over the network
stack and possible background data will provide the re-
quired data quality. Additionally, only a geographically
stationary system can provide the environment to gather
stable and comparable longitudinal data.

Breadth. Networks and all their components are very
complex. This also holds true for the interplay between
different access technologies as well as networks, both of
which can have unintended or unanticipated side effects.
The handling of such corner cases is often not covered
by standard procedures (e.g., billing), and, in some cases,
not even the network operator might be aware of these
effects. Root causes might be ad-hoc decisions during
network design and setup or the fact that the operator
lacks means to test traf c ow through all combinations
of foreign networks.

To enable security inspection of complex corner cases,
a newly developed system should provide a broader
overview than a single network operator has.

Low-cost, self-managing, open-desigrhe geographi-

cal and functional breadth can only be achieved through a
simple deployment by an (easily recruitable) community
of station caretakers. Neither they nor the overall orga-
nizers should need to invest a lot of resources to enhance,
grow, or maintain the system. Furthermore, low-cost de-
sign and off-the-shelf hardware reduce the entry barrier
for further research and may lower the barrier for testing
known security risks in advance.

System Design

In this section, we rst describe the key design elements and

To gain these insights and to enable security- and privacy-then provide a system overview

related auditing of the opaque communication stream

between SIM card and modem, we identify control of g q Geographical Decoupling of SIM Cards

SIM communication as one of our design goals.

Utilization of the full feature spectrumA cell phone

connection is much more than just an Internet outlet. The
selection of speci ¢ operators, cells, and access technol-
ogy shapes the properties of the data channel. Addition-
ally, voice, SMS, and USSD codes each form a complete
ecosystem of their own. Ignoring these features deprives

and Modems

A mobile device and its SIM are often viewed as an indivisible
tandem, assuming that one cannot work without the other.
However, testing mobile connections through SIMs issued
by different operators in different networks (e.g., roaming)
includes (a) physically moving SIMs or (b) physically moving

SIMs and their mobile devices, or (c) replicating each SIM
and the measurement setup in every territory (cf. Figure 2)
thus, scaling poorly based on manual or nancial effort.

the researcher of substantial tools to gain in-depth knowl-
edge on the measured networks and may hide important

;Zfses:zscttir\]/zt may be valuable from a security and prlvacy. Thfere are numerous ways to geographically d(_ecouple the
) ., identity (i.e., SIM) from its actual usage in a particular net-
Therefore, a new measurement system should providey . At higher layers, the mobile device's radio stack com-
full access to cellular-speci c parameters and features. municates via a low-bandwidth protocol with the SIM. Mov-
Isolated & Controlled Environment.Many operator-  ing down through the stack, it produces radio messages in the
related systems (e.g., billing, provisioning, QoE, and lower layers until it modulates high-bandwidth, low-latency
QoS) are opaque and thus dif cult to analyze. A clean, digital radio samples. At the lower layers, it transforms these
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samples into an analog radio frequency (RF) signal and am-measurement system. Docker and other container systems use
pli es it before radiating it via an antenna (and vice versa for Linux network namespaces [16] to create shielded networking
receiving). Thus, a geographical displacement of the lower enclaves. Such a network namespace has a separate device
layers entails a much higher engineering overhead than atcon guration and separate routing tables. In these setups, only
higher layers. While software-de ned radio (SDR) would selected processes are admitted to a namespace that uses the
also provide more freedom on the radio layer (i.e., custom or cellular connection as their default gateway, thus, shielding
non-standard messages) and open the system to air interfacthe measurement script from any other system activity.

testing, their use is generally not permitted on real-world net-

works. Even though strong GSM, LTE, and 5G software im- 5.3 Metering Measurements

plementations for SDRs exist, they lack the radio-regulatory with most network operators, billing is not a real-time service.
permissions to operate. Therefore, using a globally-licensedCharge Data Records (CDRs) are collected decentrally and
off-the-shelf modem and decoupling on the low-bandwidth accumulated asynchronously in the customer records. Delays
communication between the SIM and the modem provides span from minutes to hours, depending on the operator. While
the best trade-off for rapid global deployment. some operators account for every single byte, others collate

Based on these considerations, we opted for tunneling the(and usually round up) the charges. This may also vary in
SIM card’s ISO7816 T=0 protocol [21] through the Internet by roaming situations since additional parties are involved in the
electrically connecting the modem'’s SIM socket with GPIO accounting process.
pins of our measurement platform, and recreated the protocol For customers (and researchers), there is no standardized
via software. Modem and SIM exchange Application Protocol way to query data plan usage. Most operators offer a custom
Data Units (APDUSs) via the T=0 connection. app or website. In addition, some providers still operate USSD

Connecting any SIM with any radio module (i.e., modem) and SMS methods as used in legacy SIM Toolkit applications.

regardless of geography facilitates measurements across aThis is captured by th(R3) feature utilization requirement.
large number of SIMs and radio networks. SIMs can be either  In order to speed up the measurement of different traf ¢
pooled centrally or hosted de-centrally, using an infrastructure classes, we can utilize a binary power encoding scheme by
to add and remove SIMs dynamically. varying the data amount, i.@mount= 2°3S" For example,

This method ful lls the scalabilityR1), low-level control ~ one MB of class 1 is produced, two MB of class 2, four MB of
(R2), and breadt(R5) requirements. Using GPIO pins directly ~€lass 3, and so on. Hours later, when the CDRs are available,
and implementing T=0 in software reduced costs and com-it iS possible to separate these traf ¢ classes. _
plexity (R6). Furthermore, in our design, we do not have to ~ AS metering measurements are one of the possible use
support all protocol speeds and electrical variants on both€ases of a new cellular measurement system, built-in credit-
ends of the tunnel as they are electrically independent. checking supportis advisable.

eSIM eSIMis a complementary technology that overlaps
slightly with to our proposed technique but can not replace ) .
it for two reasons. First, eSIMs are not available from all op- OUr measurement framework is designed as follows.
erators, and where available, they are not always obtainable OUr fundamental architecture consists of ve components,
for all (subscription) plans. Second, eSIM deployment is not 28 illustrated in Figure 4: ,
always device-independent and may require different distri- (1) Probes that execute experiments and measurements on
bution methods. For example, some eSIMs are only available 1€ cellular network via a modem. Furthermore, the
via speci c apps some of which are not (virtual) MNOs ) probe ele_ctrlcally emulates the SIM card for_the modem.
but merely resellers. Others require network support. Some (i) SIM providers that connect to multiple genuine operator
operators only make them available for speci ¢ device types SIM cards (i.e., concentrate them or allow userteto-
(e.g., Apple smartwatches). Furthermore, the eSIM ecosystem  Porarily donatea SIM with special properties), allowing
is heavily fenced off with certi cates. Thus, our solutionis {0 connect them to any modem via a virtual circuit.
the most universal, as we can tunnel physical SIMs as well as(|||) The actual SIM cards, which contain the secret key from

eSIMs from supported devices via Bluetooth (remote) SIM the operators.

5.4 Overview

access pro le (rSAP), as presented in Section B.1. iv) A separate VPN-protecteq Internet connection_for man-
agement purposes, allowing deployments behind NATs
: and rewalls.
5.2 Process and Network Isolation (v) A management interface to monitor and administrate the
As we intend to reduce network noi(R4), we can not use components and orchestrate tests. It remotely updates
ordinary smartphones - as the operating system would induce ~ and introduces new measurement scripts. Additionally,
too much background traf ¢ noise. However, even in our dedi- it collects the status (dashboard) and allows interaction

cated system, we needed to split the network stacks. The SIM  With probes (e.g., schedule tasks, connect to selected
tunnel and control connections need to be separated from the ~ SIMs, reboot probes).

21



2 Relaying SIM Communication for Cellular Network Measurements

L OHDVXUHPHQW 3URE

NV

v Provider’s terms of service. Probing, testing, and speed
measurements could violate an operator’s terms and condi-

tions. We took precautions not to harm the networks and did
not use our technology to exploit networks economically. Fur-
thermore, we share the implementation and results, as this
is the only way in our opinion to ascertain robust public
infrastructure knowledge. While part of the project shares
similarities with SIM banks, we do not conduct any of the
other activities of the SIM bank fraud scheme, such as termi-
nating calls on local SIM cards, faking International Mobile
Equipment Identi ers (IMEI), or enriching ourselves.

Vulnerability exposure. Measurements aim to improve
understanding of cellular networks and their interplay. When-

LLL 6,0 aps@y]| [6.0% [6,04 [6.,0] ever we identify serious problems leading to harmful behavior,

Figure 4: High-level overview oMOBILEATLAS compo- we contact th_e netvx_/ork opera_tors_ directly and report our nd-
nents: SIMs connected to our SIM Providers can be virtually IN9S responsibly prior to publication.

connected to any measurement probe at the target location. Economic losses. After careful evaluation we are con-
vinced that there is no other way of testing real-world billing

systems. Thus, we always make sure not to enrich ourselves
by not oversizing the generated traf c and by letting an equal
or greater amount of our monthly traf ¢ allowance expire at
he end of the month (as if we were billed for the traf c).
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5.5 Ethical Considerations

We consider ethical aspects for three roles: The designer of thet
method, the operator of the testbed and measurement network,

and the researcher that executes tests and measurements. Ngt  |mplementation

all of the following apply to all of the roles.

This section is a brief summary of the implementation de-
tails and choices as well es some performance measurements
described in the Appendix.

Technical and radio regulatory. Radio regulatory com-
pliance and certi cation is paramount if stations are to be
operated by third parties or lay people. Therefore we can not
use SDRs, and we only employ globally-certi ed modems and 6.1 Probe
refrain from making any (hardware) modi cations to them. ~°
We only capture and transmit signals (e.g., APDUs) viathe ~ Probe Hardware The hardware went through two major
designated external interfaces. iterations for cost, stability, and supported features as it
. . was revised after the deployment of the rst batch. Since a
Live network in uence. We conducted our measure- large-scale deployment requires a grassroots-like approach

ments Im real;)w?]rld,_ ||vedmtoblle netwosrlﬁ;sofur mtgtrlcs re ;itl and costs multiply by the number of probes, we eventually
normal user behavior (data access, unctions, and €€z q e for a low-cosRaspberry Pi zand aQuectel EG25-G
phone calls). Ideally, our activities should not affect the net-

K H due 1o SIM t i SIM cards ch modem via a mini-PCle adapter. The SIM is controlled via an
work. However, due to unneting, our cards changé ) Apt on GPIO pins, and the Internet connection is realized
the country in anirregular and fast fashion. This might spark

confusion among the operator systems or trigger fraud controlvia the Ethernet port.
g pe ys 99 . Probe Software Architecture The architecture consists
alerts. In order to exercise caution, we manually impose a . ; ;
e . of a Python-written dynamically deployed test-suite that runs
waiting time between country switches. ; ; . - . .
in a Linux (network namespace) container for isolation, sim-
Guest network access. Our probes are connected to our ilar to Docker. Only the containers traf c is routed through
host's LANs. We hardened the operating system con guration the modem and recorded to a PCAP le.
and executed measurements exclusively in their own names-
paces. To further facilitate secure deployment, we ensured6.2 SIM Interface and tunneling
that the Internet-facing control traf c passes to the control

server only via our VPN. SIM Interface  Multiple generations of the synchronous

SIM card interfaces in various voltages (1.8 V, 3 V, and 5V)
SIM registration. Regarding the use of SIM cards, we with multiple speed (clock speeds and clock divider) settings
must consider that SIM registration laws in certain countries exist. Our approach is signi cantly simpli ed in contrast to
may require personalization or registration of SIM cards [46, other SIM-interfacing tools (e.g., SIM trace [30]) in that both
47]. Where required, we registered the SIM cards to ourselvesends of the tunnel are electrically separated. We can thus
and exclusively used them for measurements. implement and negotiate speed and voltage independently
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through theAnswer on ReséATR) handshake and thero- 6.4.1 SIM tunneling latency analysis

tocol and Parameter Selectidi?PS) command. Since the Tunneling inevitably increases latency at the SIM interface
on-board UART only supports asynchronous transfers, we ap-and subsequently in the network (e.g., for authentication and
proximate the speed characteristics. Generous divider settingssession key generation round-trips). As described above, we
tolerances, and the ability to start communication at any clock ysed WTX to avoid timeouts from the modem. For this sec-
cycle work in favor of an extreme minimalistic hardware in- tjon, we tested the tunnel’s robustness on the radio interface
terface. For the open-collector data bus, the modem alreadyto the network operators by arti cially inserting long delays.
provides a pull-up, and the UART driver pin is shielded viaa  we tested three different operators with the Quectel EG25-

Shottky diode (Figure 9). G and added an arti cial delay of 1,000 ms before each APDU
Additionally, the (simulated) SIM has the ability to signal  response. This matches high-latency network conditions.

Waiting Time eXtensior@VTX) towards the modem to mask In all cases, the modem successfully attached to the cel-

the effects of network latency. lular network. We veri ed the functionality by sending and

SIM Provider ~ The dynamic SIM tunnel eventually has  receiving SMS and initiating a voice call.

to terminate at a real (e)SIM. For a medium-sized operation, ~Once the modem is attached, APDU traf ¢ is minimal. We
cheap USB card readers (either via a serial or PC/SC intercould not detect any network performance loss (e.g., data,
face) are the most economic option. Dedicated hardware (SIMSMS, call) due to the SIM tunnel. In general, handovers be-
Banks), sometimes used for OTT-Fraud [39], serves moretween cell towers do not cause re-authentications. However,
SIM cards but lacks standardized interfaces. While USB the-simultaneous radio access technology changes (e.g,. LTE to
oretically supports up to 127 devices, in our experience we UMTS) can trigger re-authentications and cause a slight delay.
seldom observed a reliable operation beyond 32 devices even Qperators are aware of vastly diverging authentication
on quality hardware. round-trip times [12] between devices. However, in theory,
eSIM and Bluetooth SIM Access Pro le  We have also our extreme round-trip times could stand out.
implemented a Bluetooth-based SIM provider via thmote
SIM Access Pro IgrSAP), such as used by many cars. This
offers a route to attackmbedded SINeSIM) into theM o-

BILEATLAS system: Off-the-shelf non-rooted Android phones - This section presents ve security and privacy focused use
(in our example a Google Pixel 3a) are happy to share an eSIMcases demonstrating diverse capabilitieMafsILEATLAS.

7 Showcases

via rSAP when it is con gured as primary SIM. The rst group of use cases demonstrates a few of the vast
possibilities for roaming-related measurements and studies.
6.3 Deployment The second group showcases how to test a hypothesis, mea-

We currently have probes in eight European countries (Aus-sure a network property, or collect provider con gurations on
tria, Belgium, Croatia, Finland, Germany, Romania, Slovenia, a large scale domestically and internationally.

and Slowakia), and two North American countries (Canada

and the United States). These ten countries account for more/.1  Roaming and Price Differentiation

than 510 million people. Previous work on differentiation [8, 15, 23, 26,51] analyzed
We argue that for core network, subscriber billing, and traf ¢ as well as the implications of international data roam-
roaming tests, one probe with good radio connectivity per jng [28]. However, the question arises if zero-rated traf ¢
country is suf cient. These are operator-wide properties (Fig- is handled differently in roaming. Understanding roaming
ure 1), not dependent on individual base stations. Some low+jlling is essential as it is either much more expensive than
level or ne-grained RAN testing might need multiple stations, domestic traf ¢ or subject to stricter limits (as in the EU’s free-
such as testing handOVerS, radio propagation under diﬁ:erentroaming agreement [18]) We hypothesized that the roamed
geographical conditions, domestic roaming (as used in Chinatraf ¢ classi cation is identical due to home routing; however,
until 2018), or special radio installations (e.g., cruise ships). ynexpected differences in metering exist. In this use case, we
We included SIM cards from bare-metal (MNO) and virtual  focus on the measurement of ne-grained metering differenti-
network operators (MVNO) in our Proof-of-concept setup. ation of roamed DNS traf ¢, which would inform an attacker
eSIMs are supported by via Bluetooth’s (remote) SIM Access how and when to use DNS tunnels to hide traf ¢ from billing.
Pro le (SAP). Methodology. We tested the provider's default DNS con-
gured via DHCP (internal), as well as an external self-hosted
6.4 Benchmarks DNS resolver. First, the current data quota is checked auto-
A greater variety of benchmarks can be found in the Appendix matically (see Section 5.3). Second, we repeatedly sent DNS
C. The tunnel latency stands out in its importance for deploy- queries (for top domains according to Tranco [25] list V78N)
ment. In a local setting, APDU round-trips are mostly neg- to the target DNS server until the necessary traf c size (e.g.,
ligible. However, it was never designed for a remote-tunnel one MB) was reached. Third, we waited for the billing sys-
setting where latency and round-trip numbers multiply. tems to update and recheck the available quota. This process
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2 Relaying SIM Communication for Cellular Network Measurements

was repeated for each SIM card, each tested country, and Methodology. We chose Snapchat as one of the most
each tested DNS server. Finally, we analyzed the meteringpopular zero-rated services for our experiment. We tested all
differences between domestic and roaming data usage. operators for which we could obtain a matching subscription
Results. Table 1 presents the results as of March 2022. plan or data package (see Table 1). First, we validated that
External DNS traf c was always billed by all providers in both  the zero-rating package is active by sending web requests to
scenarios (i.e., domestic and roaming). Nine providers did a web endpoint that is used within our target application (i.e.,
not bill internal DNS traf ¢ regardless of roaming, whereas app.shapchat.com).
three others did. Interestingly, two providers (P-RO-1, P-SI-1)  Second, we evaluated whether the host header is used for
behaved differently under roaming conditions: Internal DNS classi cation and can be abused for free-riding. Instead of
traf c is not billed in the home network but is subtracted connecting to the legitimate web endpoint, we make the same
from the data quota when abroad. Twelve providers host theirrequest to an AWS server under our control that accepts web
customer-facing DNS servers (that are served via DHCP) in connections for arbitrary host and SNI names. We run each
public IP ranges; the other two have private IPs (P-AT-1, P-test for HTTP and HTTPS in a domestic and roamed usage
SK-3). Furthermore, we noticed that the DNS queries took scenario. After analyzing the billed data traf c, we know
noticeably longer during roaming due to increased round-trip whether the legitimate application is zero-rated and which
times within home-routed connections (cf. Section 7.3). operators are vulnerable to free-riding by a spoofed hostname.
These results demonstrate that roaming differentiation in  Results. The results for May 2022 are presented in Ta-
billing exists and thaMoOBILEATLAS can be utilized for  ble 2. While we veri ed Snapchat zero-rating during domestic

large-scale and ne-grained analysis. usage for all tested providers, one provider (P-HR-1) is still
i o billing their roaming customers. Three providers turned out to
7.2 Zero-Rating and Free-Riding be vulnerable to spoofed host headers. In practice, an attacker

Zero-Rating speci ¢ applications (e.g., Facebook, Instagram, could abuse this type of classi cation by sending arbitrary
Snapchat) within dedicated data packages or tariffs is a com-data via a proxy server masquerading as the same host. Al-
mon practice for many operators to reach speci ¢ market though the legitimate application communicates exclusively
demographics. To correctly exempt traf c of those applica- via HTTPS, two providers also zero-rate legacy HTTP traf-
tions from a customer’s data quota, all incurring data packets ¢ with a matching hostname header. The one provider in
need to be classi ed by the billing system. For maintenance our sample that was not vulnerable to our free-riding attack
reasons, many providers do not use IP-based whitelisting bevia spoofed host and SNI names presumably uses a different
cause those can change on short notice in cloud-hosted envimetric (e.g., IP-ranges) for traf ¢ classi cation.

ronments. In early experiments, we discovered that many op-

erators revert to client-supplied HTTP’s hostname and TLS's 7.3 Network- and Firewall-Con guration

SNl headers instead. This opens the doopfweakingorfree \vogiLEATLAS is a great tool for quickly determining IP level
riding, where a user can disguise traf ¢ so itis misclassi ed  con gurations for different operators or usage scenarios. This
by the billing system, allowing them to dodge fees. includes observation of used IP address ranges, as well as ex-

periments that test for deployed rewall rules. Previous work
Table 1: DNS billing for 14 providers from ve countries. has shown that security con gurations can be different for

P-RO-1 and P-SI-1 differ in roaming billing behavior. IPv4 and IPv6 on dual-stack enabled servers and routers [11].
Billing MOBILEATLAS supports IPv4, IPv6, and dual-stack connec-
Provider DNS IP Domestic Roaming tions, which makes it an excellent tool to investigate, whether
P-AT-1 private [ [ this assumption holds for the cellular eld.
P-AT-2 public ] ] For roaming, there are two common scenarios: local break-
P-AT-3 public & & out (LBO) and home routing (HR) (see Section 2.1.2). When
P-HR-1 public & & -
P-HR-2 public & & !_BO is used, the customer get's an IP address from the roam-
P-HR-3 public & & ing partner. With HR, all data is forwarded to the home net-
P-RO-1 public & work. While HR usually provides better security, it often adds
P-RO-2 public additional latency because all packets are routed via the home
EEEZ; gﬁg::g & & ~ Methodology. SinceMOBILEATLAS provides verbose
P.SK-3 private insights into the parameters used for cellular network connec-
P-SI-1 public 6 tions, we leveraged the data from our previous use cases to
P-SI-2 public [ [ analyze these con gurations. For all operators that provide us
Internal & external DNS traf ¢ billed with a public IP address, we ran additional tests (e.g., ping and
& Only exiema Drs tratc billed gy a low-volume nmap scan) against our own device to check
Measured with automatic network selection in two different EU countries whether incoming connections are Itered. (Note: No other

24



Table 2: With many providers, zero-rating can be abused for Table 3: Example of a proactive binary SMS by P-AT-2. The
opague message contains encoded IMSI, ICCID and IMEI of
the used devices.

free-riding.
Zero-Rating Free-Riding
Provider | Domestic Roaming HTTP(Host) HTTPS(SNI)
P-AT-1 X X X X
P-AT-2 X X
P-HR-1 X X X
P-HR-2 X X X

customers were scanned.)

‘0533ff818181818181 82 ff ff ff ff ff ff
0

15‘
[fF 1 fFfF fF fF fF AF F fF F fF fF fF fF fF \
16 31

47‘

‘0101 81 81 81 01 81 01 01 02 ff ff ff ff ff ff
32

[ff ff ff 05 ff 08 01 42 07 02 03 12 24 0a f7 de |

63

Results. All 14 tested providers use carrier-grade NAT
for IPv4, and only two (P-AT-1, P-AT-2) offered IPv6 ad-
dresses (single- or dual-stack). The provided IP range for \96 06 f8 \01 0a 98 34 30 00 00 12 33 03 53 90\ 02\
the carrier-grade NAT was 100.64.0.0/10 for three providers W wEsv iecip %
(P-SK-3, P-SI-1, P-SI-2), 100.64.0.0/10 + 10.0.0.0/8 for two [02 07 e4 41 01 00 00 00 0 03 a1 04 02 01 [f
prov!ders (P-AT—Z, P-HR-Z), and just_10.0.0.0/8 for all other ‘09 ) 5 CE )R B L ) 07’
prowder§. During our intra-EU roaming measurements, all - s
14 tested providers used home-routed data connections. There-

fore the deployed IP con guration was identical in both do-  MogiLEATLAS is an excellent research platform for this
mestic and roaming usage scenarios. purpose because it provides complete insight into the hid-

All used IPv4 addresses lie within non-public ranges; thus, den communication channel, especially if the SIM breaks
the carrier-grade NAT acted like an implicit rewall against  the usual pattern of just answering the operator and starts
incoming connections. proactively sending out requests.

For IPv6, however, both providers (P-AT-1, P-AT-2) use  Methodology. By default, MOBILEATLAS stores all
public IP ranges. P-AT-1 is blocking incoming connections, APDU traf ¢ in a database. Therefore we were able to investi-
allowing the feature to be switched off in the customer pro le. gate recordings from our previous use cases for this analysis.
However, P-AT-2 is fully accessible from the outside and pro-  Results. We observed two interesting cases of hidden
vides no such option. This might reveal application service proactive SIM communication. Two of the 14 SIM cards
ports to the public Internet and surprise many users and dE(p_AT_Z' P-RO-1) sent SMS to the home operator without
velopers who rely on the implicit rewall [11,48]. Several ap-  jndicating this on the screen. Even though both were in an
plications knowingly or accidentally expose TCP ports to the | ,nknown binary format, we could clearly identify IMSI, IC-
cell-network facing side, e.g., Net ix with port 9080, and the  c|p, and IMEI in those messages. An example from P-AT-2

Android Debug Bridge (adb) on port 5555 (whipipmode s shown in Table 3. The remaining unidenti ed data elds
is enabled). Apart from that, low-level attacks with traf c- \yas static over all observed messages.

usage in ation are possible due to the public IP address.

48
‘1f 9c a7 9e 1f e2 ¢3 11|62 09 83 76 96 08 54 93’
64

IMEI SV! 79

111

Charges. Even though those SMS were created outside
. the user’s control by a device provided by the operator (i.e.,
7.4 Low-level APDU analytics the SIM), we were charged for them outside the EU’s free-

In 2019, the Simjacker [43] report gained broad media at- F0aming area.

tention as it found that many SIM cards were not protected . . .
against malicious over-the-air updates, given that many opera/ -2 Country-grained Location Leakage via
tors did not implement authentication. In 2021, McDaid [14] Call Progress Tones

showed that this is still an issue in many countries. In modern telephony networks, signaling and audio are two
Hidden SIM communication between the operator and the separate channels (i.e., out-of-band). However, it became com-
SIM can happen in two ways: It can be initiated by (i) the mon ( early media") to establish the audio channels already
operator through a binary SMS message (e.9., over-the-aifqyring dialing (as opposed to establishing them when the call
update) or (ii) proactively by an application on the SIM atany s accepted) and let the closest switching center to the target
time. The latter can send binary SMS as well as instruct the create the ringback, busy tone, or voice announcements. This
phone to open TCP connections [9, 10]. Although playing @ concept allows for additional audio messages or ringback mu-
crucial role in the security of cellular networks, the operator's gjc tg pe played to the caller. While recommendations for
SIM card is a black box, demonstrating why more research is standard call progress signals exist by ETSI and other regu-
needed in this area. latory bodies, it is ultimately the operator to decide and the
3pccording to RFC 6598 [50], only 100.64.0.0/10 should be used for SWitching center on the callee side to create those signals with
Carrier-Grade NAT to prevent IP address con icts with private ranges. all the subtle differences that this might entail. Historically,
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the US uses dual-frequency ringback tones, while Europeanmore often used origin-generated ringback tones. On average,

networks use a single-frequency tone. However, even within VOLTE also had the shortest call setup times, and LTE’s CSFB

Europe, subtle differences in on-off times, the primary fre- was the slowest (as it has to switch to 3G/2G rst).

quency and side lobes, as well as the amplitude exist. As for the ringback tone itself, we found several distinguish-
On a technical level, circuit-switched voice roaming is real- ing features: (i) the base frequency, (i) over-tone composition,

ized as a local breakout (see Section 2.1.2) with a call forward (jii) on-off duty times, and (iv) the signal amplitude. The re-

to a temporary phone number in the visiting network, i.e., peated recordings enforce our con dence in the stability of

the visiting network creates the ringback or busy tones. In these features.

contrast, VOLTE can be broken out locally or home routed. Call setup times turn out to be less stable and are likely in-

Previous work has already shown that sophisticated au-enced heavily by outside factors. Furthermore, we noticed

dio ngerprinting can be used to detect fraud (i.e., hijacked transjent audio channel artifacts with some operators when
calls) [33, 35] and to determine call provenance [7]. We Sus-ine call is transferred to voice mail.

pect it is possible in many cases to locate a cell phone sub-
scriber’s current network or country, based on simple metrics (i) Base frequency.In our European sample, the most

in the ringback tone of a single test call. Since MNOs are prominent base frequencies are 420, 425, 426(.5), and
bound to a speci c territory by the frequency regulatory bod- 430 kHz. In contrast, all tested North American networks
ies, one can infer the coarse location of a phone if the network use a dual-frequency signal comprising 440 and 480 kHz,
operator is to be identi ed, especially in an area of the world leading to a noticeable beat.

with many small countries and permeable borders. This has
various privacy implications.

For example, a thief can test if a possible victim is abroad.
A competitor could test if a high-level of cial of another com-
pany or country is in a speci ¢ country (e.g., for a speci c
summit). Alternatively, a nosy supervisor could test if an em-
ployee misuses home of ce or sick leave. This technique also
allows the identi cation of the actual operator of a domesti-
cally ported cellphone number (e.g., in a SIM-swap attack).

Methodology. Since the audio signal is a digitally com-
pressgd_ audio stream, we assume that (undgr normal co.n(.j{é) DE-02's ringback tone is a loud 426 kHz sine wave with -9.2 dB.
tions) it is passed unaltered and the subtle differences origi-
nate in the target network.

In the rst step, we record three voice call setups from one
base point to a roaming target. Then the target SIM was set
into a different roaming network, and the process repeated. If
inconclusive, we added additional test calls. We used SIMs
from three different operators from one country to virtually
travelto Austria, Canada, Croatia, Finland, Germany, Roma-
nia, Slovakia, Slovenia, and the United States via 19 distinct
roaming partners.

For tone analysis, we cut off recordings after 20 seconds to
ignore the following voicemail greeting. Then we identi ed
metrics and features to distinguish the ringback tones. Where
available, we repeated the setup for VOLTE connections.

We analyzed the data for call setup times, ringback duty
cycle (on/off times), ringback signal amplitude(s), and ring-
back frequency composition, but also manually heard them
to nd any other anomalies.

Results. Early mediacall progress tones heavily depend
on the combination of source and (foreign) target network
and the used access technology. Except for a few combina-
tions, most circuit-switched voice calls (CSFB on LTE, 3G,
and GSM) used target-network-generated tones with stablec) A clean RO-Vodafone ringback tone at 430 kHz with -15.6 dB.
results. However, some networks seem to have two distinct set-
tings, e.g., from a miscon gured load-balancing setup. VOLTE

(b) DE-Telekom’s ringback tone at 426 kHz is quieter with a-14.7 dB
signal with a side peak at 212 kHz.

Figure 5: Comparison of ringback spectra.
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that voice is not available (e.g., AT&T in the U.S.). Domestic
VOLTE calls showed slightly different signal compositions.

Charges. Between operators and other wholesale, phone
calls are only charged after they were successfully established
(e.g., the callee answered) and then typically on a per-second
basis. Most operators pass the former modality to their cus-
tomers but round up call durations to whole minutes. For
calls long enough to be redirected to voice mail, there is a
passive charge (for the incoming call) and an active charge
for redirecting the call to the voice mail at the home operator.
However, we also found that at least one operator charged for
roaming voice calls to and from AT&T, even though AT&T
does not support voice roaming.

Figure 6: Fingerprinting ringback tones (without VOLTE). 8 Discussion and Future Work

B . o Net neutrality, traf ¢ discrimination, and Internet censorship
(i) Overtones. Some frequency diagrams show distinCt e ongoing research topics. For example, some providers use
overtones and side lobes. Figures 5a, 5b, and 5¢ presenfy jestionable techniques to throttle video streaming [26]. Al-

. afewexamples. though the scienti c community tries to address these issues,
(i) Duty cycle. Except for one network, all European aming scenarios are notoriously hard to measure.

providers use four seconds off-time and one second on- |, ;¢ rst use case we discovered two traf ¢ discrimina-

time. Only AT-A1 has an off-time of ve secondsintheir o, cases in roaming scenarios. Under the EU roam like at

circuit-switch service but four seconds off-time with  \,me doctrine [19], this traf ¢ should be treated equally. In

VOLTE. In contrast, all tested North American networks ,,;r second use case we extend the idea to hide traf ¢ from

__ used atwo seconds on-time and four seconds off-time. yhe provider's accounting imcluded servicesThis opens

(iv) Amplitude. The amplitude can differ between networks o qgibjlities to tunnel arbitrary traf ¢ without metering.

by 10 dB (Figure 6). Further research opportunities can be found in (i) mea-
The identi ed features show high stability between experi- suring more roaming user discrimination, (ii) ngerprinting
ments, with two exceptions. Some providers had two different roaming artifacts to identify a roaming user’s operator and
amplitude levels (or frequency settings) and required us to country, and (iii) reverse-engineering zero-rating identi ca-
make more test calls and recordings. This might be an artifacttion techniques employed by operators [20] (we only tested
of multiple load-balanced switches being con gured slightly SNI and host headers).
differently. Besides our North American samples, three out  Inspecting proactive APDU traf c is highly relevant for
of 92 European test calls experienced a non-repeatable U.Sthe privacy and security: The SIM microcontroller is much
style 440/480 Mhz ringback tone. We might have observed an more than just a con guration storage or a cryptographic co-
attempted interconnect bypass fraud attack, as described byrocessor. Proactive or otherwise hidden SMS and Internet
Sahin et al. [39], or a case where the early media stream preeonnections are opaque to the user and run in the background.
maturely terminated at an earlier voice switch (e.g., transient Their actions can have negative effects on the monthly bill.
connection errors). We can expect eSIMs to behave even more intransparently

For Figure 6, we followed an AT_A1 SIM card across 19 since they are provisioned and updated over the air. Their SIM
providers in nine countries plotting only frequencies and card communication is not inspectible by current physical
signal strengths. Dual frequencies are suf xed with an _L and MITM tools [30]. MOBILEATLAS'’s rSAP and remote SIM
_Hfor low and high tones, respectively. In the case of AT_A1, bridge closes this gap. Apart from proactive communication,
all four markers change as soon as the SIM card leaves itswe also experienced SIMs changing their IMSI on the y for
home operator. A few cases of (near) collision exist between roaming purposes. We expect even more IMSI provisioning
HR_A1 & SL_A1 as well as FI_Telia & RO_Digi. Clashes be- from travel SIMswith exible country/region data plans.
tween operators with multiple frequencies (e.g., RO_Orange MOBILEATLAS provides a robust and versatile testbed
& SK_Telekom) are easily distinguished with repeated calls: and measurement platform for such investigations. We tested
The alternative frequencies do not clash. In contrast, the Northour framework with round-trip times of up to 1,000 ms. In
American operators only differ in amplitudes. comparison, geostationary Internet connections typically have
VOLTE roaming is currently in its infancy, i.e., non- round-trip times between 300 and 600 ms. Therefore we are

functional with many operators. They either use CSFB to con dent the technique is robust enough to tunnel any SIM
switch to legacy voice or inform their roaming customers to any point on earth.
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2 Relaying SIM Communication for Cellular Network Measurements

Expansion Our framework currently consists of twelve SIM card management The proposed technique vastly
probes that cover eight European and two North American reduces hardware and operational complexity and costs. How-
countries. We open sourced the design and speci cations ofever, managing and maintaining the SIM cards and phone
our probe to enable other researchers to participate. Whileplans remains a time consumer.
budgetary constraints originally motivated the low-cost  The cards have to be purchased, registered, and regularly
design, it now allows the project to scale quickly. We topped up, in connection with multiple different systems and
continuously seek organizations to host probes and providein different languages.
on-the-ground support with SIM acquisitions. Many operators do not ship their SIMs internationally, so

User groups We identi ed multiple user groups inaddi- We need to build a network of partners to either send SIM

tion to researchers who might be interested but are currently C&rds to us or host them locally. So far, eSIMs are not univer-
not considered: (i) Internet activists, (ii) regulatory authorities, sally offered and may only alleviate some of the efforts.

and (i) ISPs. Due to its open and low-cost design, Internet

activists and watch groups could easily D4©BILEATLAS

to test networks themselves. By hosting their own testing in-
frastructure based on our technique, network operators could

?(l?gigr?r;)ea:tr?e?.r’1Zglvxfgrsli?gsinarggﬁigifiasniI::]ltjer:zmlyw'th ciently cap_ture (a) the unique p_r_operti_ee of ceIIu_Iar networks
adapted to research purpeses and, in the rst step, we plan toand (b) thelr emergent complexmes arising f_rom |ntereonnect-
collaborate with other researchers, ! ing them internationally (with all the entailing security and
’ privacy risks).MOBILEATLAS overcomes access technology

Research directions Future additional measurement and obliviousness, the quadratic scaling of resources, and back-
testbed uses can be, but are not limited to (i) cellular infrastruc-ground noise challenges. The improved scalability and au-
ture scans, (ii) SIM vulnerability analyses, (iii) IPv4/IPv6 de- tomation allow for measurements and investigations deemed
ployment surveys, (iv) Quality of Experience measurements,unpractical before.
(v) geoblocking con gurations, (vi) roaming traf c speed To this end, we geographically decoupled radio devices
discrimination, and (vi) OTT and PBX fraud detection. from the subscriber module by taking advantage of the low-

Improve SIM tunneling  Certain known APDU requests level control in SIM communication. Our TCP tunneling
e.g., static les, should be emulated locally. This includes technigue proved to be robust under high-latency conditions,

many local settings, such as the phone book or the list of Iastallo"‘_’ing for _WOHdWide use. Fur_thermorM OBILEATLAS
calls. This will speed up initialization and connection times Provides a high level of data hygiene by decoupling the mea-
as it eliminates round-trips over the network. surement from any other IP traf c. For billing-related research,

o o MoBILEATLAS offers integrated support for various data ac-
Probe hardware iteration with 5G A 5G prototype isin  counting interfaces. The low-cost and open-source design
development and will be deployed when funding is secured. makes it ideal for decentralized deployment. All source mate-

Mobile measurement probes Currently, the probes are ~ fial and schematics will be available upon publication.
used in a stationary manner. With a proper control channel We presented the capabilities in security and privacy re-
(e.g., Wi-Fi) and suf cient power supply (e.g., in trains or search through ve exemplary use cases: (i) roaming and
buses), the probes could also be used in a mobile scenario t@rice differentiation, (i) systematic traf ¢ accounting experi-
better re ect user behavior or map network properties geo- mentation with the ability to free-ride traf c, (iii) large-scale
graphically. network property analysis, (iv) low-level APDU analytics, and
(v) ngerprinting call characteristics to pinpoint subscribers.
In all cases, we found surprising results. Despite the fact
that all operators in our sample use home routing, differences
Low-level radio control MOBILEATLAS lacks the radio in the metering of roaming connections occur. With those use
versatility of an SDR. However, such a setup would incur €ases, we demonstrated how to send unaccounted trafc, i.e.,
radio-regulatory challenges and was therefore out of scopelT@e-ridingor phreaking
for this paper. Furthermore, in many cases, minuscule differences in call
progress tones leak the callee’s visiting network operator
enabling a country-level localization. Additionally, some SIM
cards proactively and covertly send binary SMS to their home
operators; however, their analysis is inconclusive so far.
Test automation The current implementation lacks the To lower the barrier for large-scale security and privacy
anticipated versatile multi-tenant scheduling system as testmeasurements in cellular networks, we plan to expand the
scripts have to be run semi-automated. network to more researchers and countries. Additionally, we

9 Conclusion

Many current measurement frameworks and tools insuf -

8.1 Limitations

Detectability Certain behaviors (e.g., fast geographical
movements of SIMs) could trigger fraud detection systems.
So far, we did not experience that.
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open-sourced all software and schemétics
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A Probe

A.1 Hardware

Figure 7: Left: rst prototype; right: current version.

We chose th&aspberry Pi 4as a cost-friendly platform
with more than suf cient computing power for our purpose.
After comparing various modems, we selected Ghesctel
EG25-Gmodem; it has good ModemManager support and
tolerates the imprecise timing of our universal asynchronous
receiver-transmitter (UART). Since modern modems are de-
signed for notebooks and embedded systems, we used an
additionalUSB Mini PCle adapter In order to facilitate
user-friendly deployment, we packaged the probe with all
modules and antennas into a single case with just two con-
nectors, namely for RJ45 Ethernet and power. The selection
for this study was driven by cost-ef ciency, and our software
is optimized for but not restricted to the components de-
scribed above.

We developed an initial prototype and re ned our design
in a second version, as presented in Figure 7. We found and
solved several issues by testing our prototype in multiple
eld tests. First, we improved the modem adapter and modem
mounting and changed the casing, as there were problems due
to rough handling during shipping. Second, we introduced a
SIM adapter printed-circuit board (see Figure 10), instead of
soldering directly on the SIM slot. Further, we updated the
Raspberry Pi Jused for the prototype) to the current version
4. Finally, we exchanged the Huawei ME909 modem with
a Quectel EG25-G for worldwide radio band coverage and
better ModemManager support thanks to its popularity in the
open-source community

A.2 Software

An overview of the probe’s software architecture is presented
in Figure 8. All components were implemented in Python 3
for rapid prototyping. The low-level protocol communication
with the SIM card and modem was built on pySim [31]. For
a speci ¢ measurement or experiment, greberequests a
particular SIM card from the management system (using its
IMSI) and sets up a TCP connection to the appropi&ilé
provider. The SIM provider accepts it and bi-directionally
forwardsapplication protocol data uni(APDU) traf c.

On the probe’s side, a Linux network namespace binds
only selected processes to the cellular network connection.

MO;'L.E'ZTLTS péobes qxei:uttt)e thg meaSL'ltreTher:ts. E%ChWithin the namespace, ModemManager and NetworkMan-
probe IS deployed on a single-board computer that provi esager [44] handle the initialization of the modem connection

an Internet uplink, a USB host support, and a general-purpose ; .
. - . and the networking environment. Next, the measurement or
in- and output (GPIO) interface that is used for SIM card em- g

i . . experiment functionality is executed within the namespace
ulation. The single-board computer is connected to a modem

that provides access to the cellular network.

5The EG25-G modem is also used in the open-sourced PinePhone.
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. IR sss Figure 9: Wiring diagram between the SoC and the modem.
THVW (L WH .
| - l The UART emulates SIM cards placed at remote locations.
W UART's baud rate accordingly. We emulate an open-collector
—{ (WKHM *3,2 H 86% }— output with the help of a Schottky diode (Figure 9). The mo-
dem already provides a necessary pull-up resistor.

Generous divider settings, tolerances, and the ability to
start communication at any clock cycle work in our favor and
reduce cost. Additionally, our SIM emulator can repeatedly
signalWaiting Time eXtension®VTX) to cover for longer
getwork round-trip times.

An additional GPIO port serves the SIM’s RST pin. For the
sake of simplicity, we left out the ground wire and reused the
USB's ground path, leading to slightly increased noise levels.

. ) As our SIM tunnel implementation is aware of the ISO7816
and its separated network stack. Any direct test case resultSyqtacol, we can independently choose connection parameters

as well as the logs of ModemManager and NetworkManager,,;i3 ATR and PPS on both sides of the tunnel. We can trigger
are stored in a JSON e, and a tcpdump instance records ; ppg procedure from the modem when we present an ATR

the occurring traf c for (optional) later analysis. Additionally, ~ \yit, relatively fast settings. Alternatively, we can signal the
tunneled APDU traf ¢ is stored in a separate database andgame settings that were used for the initial ATR transmission
can be exported as@SM SIMPCAP e for later analysis. so the modem skips PPS.

In order to automate the credit checking for tests that in-
volve billing, a feasible way to query the current quota needs .
to be manually implemented for each provider or tariff. The B SIM Provider
MOBILEATLAS software provides prede ned checking proce-
dures and a rich set of methods (e.g., network, SMS, USSD)
that can be utilized to access this information in an automated
and iterative manner. This reduces manual intervention during
test execution.

I7( ORGHF
ORGXO

Figure 8: Probe architecture: GPIO ports physically emulate
the SIM card to the modem. Separate network hamespace
eliminate unwanted background traf ¢ (e.g., from the OS or
other system services) in experiments.

The TCP tunnel between a SIM emulator process on the probe
and the SIM provider forms a virtual circuit in which one SIM
can be connected to precisely one modem at a time.

SIM providersare responsible for connecting the actual
SIM cards to the measurement framework. There exists dedi-
A3 SIM Interf cated hardware to connect a multitude of different SIM cards.

) nterface The so-called SIM banks are sometimes used for OTT VolP
After power-on, the SIM waits for a rising edge on the re- gateways. These devices are often expensive, proprietary, and
set (RST) pin. Since the speci cation allows different SIM do not perfectly re ect our use case. Instead, we chose the
operating voltages (1.8V, 3V, and 5V), the modem increasescost-ef cient approach of connecting SIM cards with individ-
the voltage and resends the RST signal if no response was redal SIM readers. These devices are cheap, readily available,
ceived. When an appropriate RST signal is detected, the SIMand connect via USB. Our system supports cheaper USB-
reacts with alAnswer To Res¢ATR) message containing var- ~ serial-type devices as well as full- edged PC/SC readers.
ious card characteristics (e.g., maximum supported clock fre- Although the USB standard theoretically allows for up
guency). After that, the modem can (but does not have to) per+to 127 connected devices, we experienced non-deterministic
form aProtocol and Parameter Selectig@PS) command to  failures on multiple hosts (enumeration failure, USB driver
change the current connection properties. Our modems use therrors) when chaining multiple USB hubs and connecting an
fastest offered rate; without a PPS they stay at the initial speedunusuallyhigh amount of devices to the USB bus. We tested

Data (i.e., the APDUSs) are sent via a bi-directional open- multiple hardware con gurations, and since some devices
collector 1/0 line with the modem-provided clock (CLK) sig- (e.g., Raspberry Pi, Intel NUC, cheap USB hubs) did not work
nal divided by the negotiated divider (ATR or PPS).

Because the UART of our single board computer does not
offer a synchronous mode (i.e., a USART), we approximate
it through an oscilloscope measurement and program the

Figure 10 SIM adapter is plugged
into the modem’s socket.
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reliably, we ended up using a commodity laptop computer (in
combination with multiple FE 2.1. hubs). We were able to
successfully test our SIM provider for up to 32 concurrently
attached SIM cards via one USB host. The framework allows
us to add any additional SIM cards from other distributed
sources, although we currently obtain all SIM cards from one
SIM provider. With this distributed approach, we facilitate

the testing of a multitude of mobile contracts, as one could
temporarily add a SIM card and test it on a large scale.

B.1 Bluetooth SIM Access Pro le

As an alternative to USB-based readers, we also support shar-

ing a SIM card via Bluetooth’s (remote) SIM Access Pro le
(rSAP). This legacy protocol was used for automotive integra-
tion, allowing external devices without a SIM card (such as
cars) to access a phone’s SIM card.

Our SIM provider can act as an SAP client to a smart-
phone’s rSAP server. On Android, new rSAP connections
require user approval and only serve the primary SIM card,
i.e., a possible eSIM needs to be con gured as the primary
SIM card. Our tests run successfully on an off-the-shelf, non-
rooted Google Pixel 3a.

C Benchmarking

In this Section, we evaluate the compatibility of different
modem- and SIM reader models.
C.1 Different modems

We tested ve different modem types (four state-of-the-art
LTE modems, one legacy 3G device) and compared their

Table 4: Supported functionality,

for different modems ¥ 5 S &
. . . O %% 2 Q CY
(via option driver). KA N R 3
F & & 7 ¢
§ & 5 & &
(07 T ) ~ 9
M1 M2 M3 M4 M5
Network X X X X X
Connection time (sec) 28 58 29 51 51
Start/Stop Call X X X X X
Send/Receive SMS X X X X X
Send/Receive USSD X X
Send AT Cmd X X X X X

works with adjusted encoding

Table 5: Our SIM tunneling works well across all tested COTS
modem models.

M1 M2 M3 M4 M5
Tunnel without PPS X X X X X
Tunnel with PPS X X X X
Initialization (sec) 24 49 25 131 51
Initialization (#APDUSs) 261 638 271 1913 501
SIM clock (MHz) 3.842 3.759 3.842 3.250 3.842
Clock tolerance (neg %) 4.1 3.8 41 42 4.1
Clock tolerance (pos %) 45 4.9 4.5 52 44

without PPS

Furthermore, we checked how tolerant the modems are to
APDUs that were based on deviant clock speeds. Our mea-
surements show that the tested modems are fairly tolerant and
the SIM tunnel’s base clock can diverge by around 4% without
having any negative impact on the APDU communication.

C.2 SIMreaders

SIM providers rely on pySim [31] in combination with hard-
ware SIM readers, with either PC/SC (CCID) interfaces or a
simple USB serial interface. The former are more expensive

characteristics, as shown in Table 4. Since we want our frame-(USD 10 30), but are typically more versatile. Several low-

work to utilize the full spectrum of mobile phone functions,

we tested key features of every modem via the ModemMan-

ager interfaceM OBILEATLAS supports hetwork connections,
calling, SMS, and sending AT commands with all of the
tested modems. USSD codes work with four tested modems

cost readers (USD 2 5) provide a simplistic serial interface
via USB USB Serial Adaptgr We tested seven SIM readers
with 14 different SIM cards from ve countries, all purchased

in 2021. The same SIM cards are deployed in our use cases

in Section 7.1. As Table 6 shows, three of the SIM readers

whereby two modems required a small patch to set the correctyqrked with every SIM card. Two SIM readers had problems
character encoding during the setup routine. The remainingyith one speci ¢ SIM card. One particular low-cost SIM

modem accepts USSD directly via AT commands, but not via yeaqer had problems with several SIM cards in PPS mode, but
the ModemManager interface. Furthermore, we benchmarkedaccepted 12 out of 14 SIMs without PPS.

the time needed for setting up a successful mobile network

connection withMOBILEATLAS in a domestic setting with
good reception and a low-latency connection. Although the
average time differs, it stays below one minute for all models.
Table 5 summarizes the SIM tunneling characteristics for
these ve modems. All modems but one support tunneling
with a faster PPS-negotiated baud rate. The initialization pro-

cedure and the number of requested APDUs differ vastly be-

tween modems. Telit's modem (M4) is a clear outlier because
it requests large parts of the SIM’s le system at startup.
To determine the right baud rate for our SIM tunnel inter-

face, we measured each modem'’s clock with an oscilloscope.

In our sample, PC/SC devices processed APDUs faster than
the low-cost serial-based SIM readers.

Table 6: SIM reader compatibility

Modem Supported SIMg
Gemalto HWP108841HY 14714
Manhattan 102049 14/ 14
Woxter CN43296012 14/ 14
Bit4id MiniLector EVO 13/14
Low-cost SIM reader, White 13/ 14
Low-cost SIM reader, Blue 7114
Low-cost SIM reader, Blue (w/o PPS) 12/14
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AbstractZero-rating, the practice of not billing data traf c

insights into the classi cation metrics that are currently used

that belongs to certain applications, has become popular within within the industry.

the mobile ecosystem around the globe. There is an ongoing de-
bate whether mobile operators should be allowed to differentiate
traf ¢ or whether net neutrality regulations should prevent this.
Despite the importance of this issue, we know little about the
technical aspects of zero-rating offers since the implementation
is kept secret by mobile operators and therefore is opaque to
end-users and regulatory agencies.

This work aims to independently audit classi cation practices
used for zero-rating of four popular applications at seven
different mobile operators in the EU. We execute and evaluate
more than 300 controlled experiments within domestic and
internationally roamed environments and identify potentially
problematic behavior at almost all investigated operators. With
this study, we hope to increase transparency around the current
practices and inform future decisions and policies.

Index Termszero-rating, net neutrality, mobile broadband,
roaming, traf c differentiation, network management

|. INTRODUCTION

Our main contributions are:
We propose a methodological approach to probe web
endpoints for zero-rating.
We use this approach to evaluate zero-rating of four pop-
ular applications at seven operators from three countries.
We test the effect that intra-EU roaming has on zero-
rating by executing our experiments during domestic and
roaming usage scenarios in eight different countries.
We evaluate our results and give an overview of the
used classi cation metrics and encountered classi cation
errors.

The remainder of this paper is organized as follows. Sec-

tion Il gives an overview of related studies that are relevant
to this work. In Section lll, we describe our methodological
approach and quickly introduce the testbed that was used to

execute our experiments. Section IV summarizes the results

Cellular networks have become a major access technolqgy, were collected throughout this study. Finally we discuss
to the public Internet that can also be used across natiofg} results in Section V and conclude with Section VI.
borders. In June 2017, the European Union abolished data

roaming fees for the intra-EU/EEA area under the roam like
at home doctrine. This regulation made roaming in foreign

Il. RELATED WORK
Aside from hot debates about political and regulatory deci-

cellular networks feel and behave like at the home operaigbns, net neutrality has also been an interesting research target
and led to a drastic increase in roaming traf ¢ [1]. Mobilefrom a technical perspective. Net neutrality measurements
broadband connections do not only differ from landline daigsually aim to detect traf ¢ differentiation in terms of

connections from a usage perspective but also diverge in

terms of tariff models. According to BEREC [2], a growing
number of mobile network operators (MNOs) in the EU
have introduced differential pricing offers (e.g., zero-rating),

and some of them have already been taken to court [3] by

regulators for disrespecting net neutrality principles (e.g., n
applying zero-rating during intra-EU data roaming). Obvi
ously, correct zero-rating is crucial to consumer protecti
since misclassi cation can lead to illegitimately billed unit
for customers. Possibly, many net neutrality violations rem
undiscovered and proving an operator’s misbehavior is
easily possible for end-users or regulatory agencies.

zero-rating practices of selected operators and gives valu

R]tentifying traf ¢ differentiation.
Police [5] were among the
Nidth throttling of speci c protocols (e.g., BitTorrent). While
Shose tools were built for landline and desktop environments,
abnaFide [6] was released as a smartphone application. It
r\%tplicates the capabilities dBlasnostto the mobile world,

. . : inimizes data consumption, and supports a broader set of
To address these issues, this work independently au%@ P Pp

rate limiting (traf c shaping, traf ¢ policing),
traf ¢ blocking (censorship),

traf ¢ manipulation,

economic differentiation (differential
rating).

pricing, zero-

Glasnost[4] and Net-
rst tools that detect band-

tocols (e.g., SIP and video streaming). In contrast to prior

grk, Differentiation Detectof7] and Wehé [8] do not target

This work was funded through the NGIO PET Fund, a fund established BP€Ci C protocols, but moved to a application-centric design
NLnet with nancial support from the European Commission's Next Genethat mimics arbitrary protocols. By replaying pre-recorded

ation Internet program, under the aegis of DG Communications Networl
Content and Technology under grant agreement No 825310.

978-1-6654-3540-6/22 ' 2022 IEEE
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and do not need to provide speci ¢ implementation details @fe limited our market analysis to bare-metal consumer-grade
occurring protocols. MNOs in every country. After identifying the relevant players,
Although the mentioned tools were created to detect trafwe looked at the available tariffs to nd out whether they
differentiation in terms of rate-limiting, economic differentia-offer differential pricing or zero-rating programs. For this
tion is usually built upon the same classi ers and thereforgep, our primary source of information was a provider's
relies on similar metrics. A study that investigates traf avebsite. The language barrier at foreign countries and complex
classi cation in middleboxes [9] has shown that the usew@riff structures (e.g., prepaid vs. postpaid, minimum contract
policies are often relatively simple and only match certaiduration, packages that are only available in certain tariffs)
keywords within HTTP/HTTPS elds. In contrast, our workoften made it cumbersome to get the required information.
does not only focus on keyword-based classiers but alsoAccording to our market analysis that was conducted in
shows that IP-based classi cation is in widespread use May 2021, operators in 24 EU countries (ca. 89%) have
many operators. implemented differential pricing or zero-rating offers. SIM
Economic differentiation. Differential pricing practices like card registration is currently required in 14 of 27 EU countries
zero-rating or application-speci c data quotas were rarely seéta. 52%) [13].
in the xed-line landscape but have become common over theWe selected three countries (Austria, Croatia, and Romania)
past years in the cellular eld. Although there is one case stutlyat offered a good coverage of zero-rating tariffs and were
investigating a zero-rating offer by T-Mobile (US) that targetavailable in our testbed environment and then acquired SIM
video streaming [10], there is no work that compares currecards of the relevant MNOs. In Austria, all three MNOs
zero-rating practices across different operators or countriesmplement zero-rating, while in Croatia and Romania, two
Our work aims to cover this research gap by comparing tleeit of three providers offer relevant tariffs. Table | shows an
used classi cation rules of popular applications at differergverview of the applications that are included in the analyzed
operators in various European countries. Besides investigatiagffs at each operator.
domestic usage we also take the roaming context into account-or our measurements, we selected the four topmost in-
Emerging technologies.The Internet and the used commucluded applications: WhatsApp (seven operators), Snapchat
nication protocols are under constant change and evolutigiour operators), Messenger (four operators), and Facebook
Previous work [11], [12] has shown that emerging technoldfour operators).
gies, such as IPv6 and QUIC (which is used for UDP-basedAlthough our target applications use a variety of communi-
communication at HTTP3), can cause problems with existirgition protocols (e.g., XMPP, RTP, or MQTT) they usually
security policies or rewall con gurations that are rather statictely on Content Delivery Networks (CDNs) that distribute
Our work investigates whether current classi cation mechihe actual content via web (i.e., HTTPS). Legacy protocols
anisms also work with cutting-edge technology (i.e., IPv@ften use TLS connections to encrypt the data (e.g., SRTP,
and HTTP3) that is already used by popular (zero-rated) MQTTS). Since those web endpoints are responsible for a

applications in the wild. substantial part of the data traf c, this needs to be zero-rated
by the operator.
ll. M ETHODOLOGY To determine relevant web endpoints that are used within

There are several parts to our methodology: analyzing tiee applications of interest, we obtained exemplary trafc
European cellular market and available zero-rating offerdymps for each application. We ensured to use the most recent
characterizing web endpoints that are used within zero-ratdddroid applications from the AppStore and recorded the
applications, and using our testbed to determine which metri@ata traf ¢ that occurred within ve minutes of application
are applied to classify the data trafc corresponding to asage vilPCAPdroidf. Since most operators explicitly exclude
certain application. external and advertisement content from zero-rating in their

A. Market, Tariff, and Application Analysis 2https://github.com/emanuele-f/PCAPdroid

To nd out which countries and providers offer zero-rating
tariffs, we conducted an EU-wide market analysis. It has TABLE |
become increasingly popular that MNOs lease their wireleSsverview oF THE SELECTED TARIFFS AND ZERERATED APPLICATIONS
network infrastructure to Mobile Virtual Network Operators
(MVNOs) that offer services to their customers but do notOperator  Included Applications (Zero-Rating)

own any infrastructure. Compared to an MNO, becoming amT-1 WhatsApp, Snapchat, Messenger, Viber
MVNO is relatively easy and requires less nancial effort. AT-2 WhatsApp, Snapchat, Facegoo'%'”swgfam' TikTok, Twitter
. -3 WhatsApp, Messenger, FM&3, 81, Energy, Supery, An-
Thereby, many countries have got a vast amount of.opera\.toﬁs tenne, 886, Kronehit, Radio Arabella
(e.g., Austria currently has about 40 MVNOs, despite beingir-1 WhatsApp, Snapchat, Messenger, Facebook
a relatively small country). However, due to well-establishedHR-2 \TNEatsApp, Snapchat, Messenger, Facebook, Instagram, Tik-
. . [o)
MNOs and the high uctuation of MVNOs, the latter usually g 4 WhatsApp, Facebook, TikTok

play a minor role in terms of actual market penetration. Toro-2 WhatsApp, Message+
limit the effort but accordingly respect the market situatior,
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Terms of Service (ToS), we ensure to stay within the original 0DQDJIHPHQW 6HUYHU
application during our recording sessions. The same applies (r11111 o)

to voice- and video calls (e.g., via WhatsApp), which often (171117 < §
are exempted from the zero-rating offer. To check whether  0HDVXUHPHQW 3UREHV

an application or web endpoint supports different technology, ;o xoou MWZWW
=

6,0 3URYLGEH
stacks (e.g., IPv4/IPv6, or HTTPS/HTTP3) we record multiple

traf c dumps in varying testing environments (e.g., IPv4 only,
IPv6 only, or Dual Stack).

By analyzing our traf ¢ dumps, we chose one web endpoint,
for each application that causes a substantial part of data
traf ¢ and, furthermore, supports a broad set of communication
protocols. Table Il shows which endpoints were selected for
the probed applications. All selected web endpoints support
both IPv4 and IPv6, as well as HTTP, HTTPS, and HTTP&ig. 1. Architecture and components of theOBILEATLAS measurement
Notably, the endpoints which are used by Messenger apigtform
Facebook overlap to a high degree. Presumably, one appli-
cation cannot be separately zero-rated without also triggering

classi cation of traf ¢ that belongs to the other application. into three main components: SIM providers that allow sharing
SIM card access, measurement probes that act as a local

TABLE Il breakout to the cellular network, and a management server

WEB ENDPOINTS AND RESOURCES THAT WERE USED TO TEST FOR  that connects the prior two components and acts as command
CLASSIFICATION and control unit for the measurement probes.

To execute a measurement, any SIM card that is attached to

our system via a reader device (e.g., a PC/SC reader) can be

ORELOHS$WO D

T e

—
ORELOH$SWODV 3UREH '(

Application  Endpoint Used Resource

WhatsApp static.whatsapp.net Ldgo

Snapchat  app.snapchat.com User Afatar virtually connected with a measurement probe in the desired

Messenger  scontent.xx.focdn.net  Favicon target country. MBILEATLAS provides various interfaces to

Facebook  scontent.xx.fbedn.net  Favieon interact with the measurement probe’s modem and isolates the
# static.whatsapp.net/rsrc.php/v3/yP/r/rYZqPCBaG70.png cellular network connection from any unwanted noise sources.

b app.snapchat.com/web/deeplink/shapcode

¢ scontent xx fbedn.net/favicon.ico For billing-related measurements, it offers a template for credit

checking that can leverage different modem capabilities (e.g.,

sending SMS messages or USSD-codes and a separate network
B. Testbed gateway to access the customer zone) to retrieve the current
data quota of a SIM card.

As described in Section I, traf ¢ differentiation measure- Si h . dardized interf h I .
ments that aim to detect rate limiting of certain applications are ince there Is no standardized interface that allows retriev-

often crowd-sourced and executed on volunteers’ smartphorf@g the available credit information across different operators,

This does not work for detecting economic differentiatiol’® needed to provide a speci ¢ implementation for each tariff
tt%sted in this study. Most operators implement credit retrieval

since we do not have insights into the data units that a .
hrough one or more of the following ways: SMS message,

billed in tariffs of foreign entities. Furthermore, unwante SS q . I bsi he
background activities (e.g., traf ¢ that is caused by the smarSSD code, voice call, website (customer area), or mobile

phone user) might distort measurement results. Therefore, - We analyzed the available methods for all operators and
need controlled experiments on dedicated SIM cards whéfaually chose the approach that provided the most verbose
only explicit data traf ¢ is transmitted illing information. The granularity in which the current data

To execute measurements within a domestic and varicfiét@ is reported differs heavily from ne-grained reporting
roaming environments we used theolliLEATLAS 3 measure- in byte precision to coarse gigabyte estimates between each

ment platform. MOBILEATLAS geographically decouples SIM

card and modem by tunneling the SIM card’s protocol over
the Internet and emulating its signal on the LTE modem. This
boosts the scalability and exibility of international measure-

TABLE Il
OPERATORWISE OVERVIEW OF USED CREDIT CHECKING METHOD

ments in the cellular eld because it allows testing roaming Operator ~ Credit Checking Method
effects on a large number of operators without physically mov- AT-1 SMS (domestic), APP (roaming)
ing any hardware between different countries. The platform AT-2 APP

is currently deployed in eight European countries: Austria, ﬂ_fl AAlF;E

Belgium, Croatia, Finland, Germany, Romania, Slovakia, and HR-2 APP

Slovenia. As Fig. 1 shows, the framework can be structured Eg-; GZES SMS for OTP Login)

Shttps://www.mobileatlas.eu
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operator and retrieval method. Table Il shows that we use the *RVW DSSOLFDWLRQ FRF
mobile app approach in most cases but opted for the SMS &HOOXODU 1HWZRUN :

and USSD approach for one operator each. In one case (RO- UpLE &ODV?/L'L%

1), the password-based login form required to solve a captcha, D ym
which forced us to use an alternative login page that uses a )
one-time password (OTP) that is sent via SMS. To nd the

appropriate API endpoints that are used within the apps to i
retrieve the credit from the network, we had to reverse engineer —
each provider’s mobile app. Depending on the application, ‘

we used various approaches and tools (e.g., static/dynamic ) ririr
analysis, JADX, Frida, and Burp Suite) to determine how a ORELOH$WODV 3UREH B
provider’s app retrieves a customer’s credit.

: HE 6HUYHU $S¢

:HE 6HUYHU G&IRIQ}

5

Fig. 2. Involved actors and traf c ow when verifying zero-rated data traf c
C. Measurement Implementation

Fo_r tests on differential pricing, we n_eed to knqw W.hethef{ostname that is sent in an HTTP request or within the initial
speci ¢ traf ¢ is deducted from the available credit units or.

funds. T ith diff t update lat f TLS handshake (i.e., the SNI header for HTTPS or HTTP3).
unds. 10 cope wi ierént update latency of consume though the packets are sent to the real application’s web

units and to_ _enable running multiple payloads without "erver (i.e., its actual IP address), they do not contain the real
between waiting for the billing records to update, we us§

) . ndpoint’s hostname because it was exchanged with a dummy
binary exponents, i.e., every payload uses trafc amounts, o (i.e..example.com
selected frombaseunit 2" | For example, when the rst o e

avioad causes one megabvie of trafc. the second has tw When our test trafc is nevertheless zero-rated by an
pay gaby ' operator, the used classi cation is presumably based on IP

megabyt_es, the_third fou_r mggabytes, an_d so on. When thedré dresses. In case of billed test trafc, we suppose that
traf c billing arrives (which in our case is a control payloa ostname-based classi cation rules were used.

that is always billed), we can unambiguously deduct which 3) Detect Hostname-based Classi catiofihe rst step at

payloads were cou_nted toyvards our tariff's guota. ... this experiment is to retrieve the IP address of the server that
To reveal potential metrics that are used for classi Catlori]ToIds the examined web resource. Secondly, an Amazon EC2-
we design_ed _three different experiments: at rst, we verify th(igstance is launched automatically and forWards the corre-
an endpoint is actually zero_-rat(_ed by an operator, secon onding ports for the protocols that should be tested (e.g.,
we check for IP-based classi cation, and lastly, we check f CP80 and TCP443 for HTTP and HTTPS ant!DP443 for
hoi;tnsmg-bgsed ;Iat§3| ?ft'ct)ﬁ ) ¢ iment HTTP3). Thus, when a TCP connection to the freshly spawned
)I er(ljfyt ?m]: atlng. nthe rs gxpertl)mend, Wet c;a:l_Jse C2 server is initiated on port 80, the connection is forwarded
Legu a.ig atﬁ ra Cl od ourt examl(;uih V\t’ef en p(i;]ni 9 o the original web server. Thereby, the same content is served,
escribes he involved actors and the trafc ow tha Occuralthough the data packet that is processed by the provider is

;j_urlng ve\rllvcatllon for an endpotlntt_ with the hostnare:gpl:(cai headed to a different IP address. When executing the payload
lon.com We always query a static resource (€.g., the favico r a certain protocol, the measurement environment pins the

that actually is present at the target web server to increase Qtname of the original web resource to the IP address of

response size and speed up our eXperi_me”ts' A|tern_ative|y, W& EC2 instance. Therefore, the measurement is conducted
can request the wel_)_servers root or index le, which doeg,-;nq 5 third-party IP address (i.e., against the EC2 server).
not require any additional knowledge about the probed w g. 4 gives an overview of the involved actors and the traf c

application but is usually slower because of possisIeTP w during this experiment. When the data packets are passin
404 -responses. We repeatedly send out web queries until tﬁe 9 P ' P P g

caused data traf c reaches our target size (e.g., one megabyte).

To minimize unwanted background noise, we ensure that DNS DSSOLFBWLRQ FRP

. . +RVM[DPSOH FRP
gueries are only issued once and cached locally for subsequent
requests. Finally, the test generates control trafc to a third &HOOXODU 1HWERIN 0DV LILHY—.
party that is not part of any zero-rating program and, therefore, — . | B
normally billed. As previously described, the test terminates > - 7R
as soon as the control traf c is recognized. To execute this . HE 6HUYHU s$s¢

experiment for multiple protocols (i.e., HTTP, HTTPS, and

HTTP3), we use the payload multiplexing technique that is

described at the beginning of this section. %
2) Detect IP-based Classi cationThis experiment aims i

to expose IP-based classi cation rules. As Fig. 3 shows, the ORELOHSWODV 3UREH %w

involved actors have not changed from the previous step.

We connect to the application’s web server but replace théig- 3. Actors and trafc ow when checking for IP-based classi cation

:HE 6HUYHU &IRI}
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3 Measuring Traffic Classification and Zero-Rating Tarifts during International Roaming Scenarios

+RVW DSSOLFDWLRQ FRP TABLE IV

&HOOXODU 1HWZRUN . USED CLASSIFICATION METRICS AT THE TESTED OPERATORS AND
PN 7UDUF &ODVVLILH M P APPLICATIONS

N 777777 |
—]—(—‘H Operator Roaming WhatsApp Snapchat Messenger/Facebook
s (a2 AT-1 Yes P IP, Host $
’ ' AT-2 Yes IP P 1P
H AT-3 Yes IP $
: {HE 6HUYHU ERIWURO 7 HR-1 No P Host P
% e HR-2 Yes P IP, Hot P
H (771717 o) RO-1 No IP, Host IP, HosP
RO-2 IP¢
o
ORELOH$WODV 3UREH UIIIIAGY
$ traf c fully billed. not part of zero-rating tariff.

2 |Pv4 only. ® HTTPS only.¢ TCP only.
Fig. 4. Involved actors and traf c ow when checking for hostname-based y y y

classi cation

the classi er, the hostname within the packets matches the Otngrefore bill traf ¢ to their customers that should actually be

from the application. However, the IP address of the pack ro-rated. For example, two Austrian operators (AT-1 and AT-
does not match the address of the application’s web ser rdo _not zero-rate any traf ¢ that goes to our selectgd web
because the packets are headed to the EC2 instance. Epo.'”.t of the Messe.nger. app. In bOth cases, we ver ed Fhat
the content of the data packets is equal to the previous f gels indeed a classi cation problem in practice by plugging

because the EC2 instance simply acts as a proxy to the ac ItSIM catrhd Into a S(T?jrt?h?ni’ us\llr\}g tthe ll:/lessen?]e; appf),tﬁnd
application's web server. capturing the caused data traf c. We took snapshots of the

When our test traf ¢ is zero-rated by an operator, we impl vailable dqta guota before and after the test and could verify

that hostname-based classi cation was used. hat only minor parts of the occurred data traf c were zero-
rated (e.g., only 0.47 out of 17.39 megabytes in a randomly
D. Ethical Considerations selected test sample).

Ethical considerations are vital to the eld of measurelPV6 and HTTP3. At the two operators (AT-1 and AT-2)
ments, especially with active measurements conducted in [t already deployed IPv6 (DualStack) to their customers, we
systems. We tried to re ect normal user behavior whenevafSo tested whether accessing an endpoint via IPV6 instead of
possible, e.g., by introducing a minimum waiting time petwedR V4 in uences traf ¢ classi cation. The operator AT-2 does
switching to another country with a SIM card. Furthermore, w@!ly Zero-rate trafc that goes to the IPv4 address of the
took care not to overstress any mobile operator's infrastructur@@Pchat endpoint but fully bills data packets that go to the
we were interacting with (e.g., by rate-limiting credit retrieval)c°'responding IPvé address.

Because our measurements might still stay in conict with For HTTP3 we observed similar behaviour at multiple
an operator's ToS and possibly lead to blocked SIM cardroviders. The provider HR-1 relies on hostname-based clas-
we ensured only to use SIM cards that were exclusiveﬁicaﬂon for the Snapchat endpoint. During our rst measure-
purchased for measurements in this paper. We conduct §gnt period in September 2021, HTTP3 trafc to Snapchat
measurements to get a better understanding of current traf@s wrongfully billed. However, in May 2022, the same
differentiation mechanisms. This can be of advantage fort/&f ¢ was correctly zero-rated (i.e., the operator updated the
variety of stakeholders, including but not limited to: customer&esponsible classi cation rules).
content providers, regulatory authorities, policy makers, andSimilarly, AT-1 upgraded its hostname-based classi cation
MNOs. metrics to work with HTTP3 between our two measurement
periods. In contrast to HR-1, the trafc at AT-1 was nev-
IV. EXPERIMENT RESULTS ertheless classi ed correctly with the old metrics because a

We executed the experiments that are described in Séembined classi cation approach was used, and the additional
tion 1l for all selected operators and applications and testéd-address rule ensured the correct classi cation of HTTP3.
classi cation metrics for the chosen endpoints using HTTP, Lastly, the IP-based classi cation for the selected WhatsApp
HTTPS, and HTTP3. endpoint does not work with HTTP3 at the operator RO-2.

Table IV summarizes the results of our experiments thRoaming. For all tested tariffs that include EU-wide roaming
were executed within two measurement periods (Septemirertheir tariffs (i.e., all, except RO-2), we checked whether
2021 and May 2022). Some operators combine |P- améro-rating is active when connecting from a foreign country.
hostname-based classi cation for a single endpoint. In sud@le examine whether there is any difference in classi cation
cases, the trafc is zero-rated when at least one of the tvb@tween local and roamed connections, we executed our clas-
rules applies. si cation experiments in all eight countries that are available
General misclassi cation. Our measurements indicate thatn our testbed at each provider. To choose the appropriate
several operators use wrongfully con gured classi cation antbaming partner, we used automatic network selection. We
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did not observe any cases of local-breakout, since all operatoosrectly classify the traf c of certain applications or when

used home-routing to terminate their roamed data connectiopatrticular protocols are used. Furthermore, we demonstrate
We observed that four operators (AT-1, AT-2, AT-3, anthat some providers do not apply zero-rating in roaming usage

HR-2) also applied zero-rating during roaming, while twecenarios.

operators (HR-1 and RO-1) had zero-rating disabled and fullyTo encourage other researchers to look into the topic and

billed the occurring traf c. We did not notice any differencesmprove the available tools for controlled and international

between different visited countries (e.g., our results in Gesellular measurements, we've open-sourced the implementa-

many were identical to the results measured in Finland). tion of our experiments alongside ourdILEATLAS testbed

and will publish all collected measurement artifacts that were

V. DISCUSSION ANDLIMITATIONS used within this study upon publication. We hope that this

The results of our experiments show that several operatoggidy will help to inform future decisions and policies around
wrongfully bill a substantial amount of traf ¢ from zero- net neutrality.
rated applications.

do not correctly apply zero-rating when newer technology
stacks (i.e.' IPV6 or HTTP3) are used. [1] Internatioglal Roaming BEREC Bﬁnchmark Data[Relport] April I2&19
. . f . September 2019, BEREC, Tech. Rep., 2020. [Online]. Available:
turn off zero-rating durlng intra-EU roaming, althoth. https://berec.europa.eu/eng/documesgister/subjecimatter/berec/
this has already been impeached by regulatory agencies download/0/9031-international-roaming-berec-benchmarto gaif
in several countries. [2] BEREC Report on the implementation of Regulation
. (EU) 2015/2120 and BEREC Open Internet Guidelines
Overall, we were surprised by the huge amount of wrong- 2021, BEREC, Tech. Rep., 2021. [Online]. Avail-
fully billed traf c. Although we noticed that several operators  able: https://berec.europa.eu/eng/documreiister/subjecmatter/

; : ; berec/download/0/8840-report-on-the-implementation- of- reqladf
adapted their rules during our two measurement periods 9] E. C. of Justice, Judgments of the EU Court of Justice in Case

support HTTP3 connections at Snapchat, it is already used By c-gs54/19, https://curia.europa.euljurisidocument/document.jsf2docid=
the application for at least one year [14]. From a customer’s 245531&doclang=EN, 2021, accessed: 2022-05-21.

; ; ; [4] M. Dischinger, M. Marcon, S. Guha, P. K. Gummadi, R. Mahajan,
perspective, paying for trafc that is already part of the and S. Saroiu, Glasnost: Enabling End Users to Detect Traf ¢ Differ-

purchased tariff is not acceptable. entiation, in Networked Systems Design and Implementation (NSDI)
We believe that operators should be more transparent USENIX, 2010, pp. 405 418.

: : : ot ] Y. Zhang, Z. M. Mao, and M. Zhang, Detecting Traf ¢ Differentiation
and make the technical |mplementat|on of zero rating offerga in Backbone ISPs with NetPolice, imternet Measurement Conference

publicly available. This would enable Internet activists and (mc). AcM, 2009, pp. 103 115.
regulatory authorities to nd classi cation errors more quickly [6] V. Bfashlao, N. Melnikov, A. Selhfgal, andeJ. Slriwallc(ier, BonaFide: AI\
: Traf ¢ Shaping Detection Tool for Mobile Networks, ifnternationa
and prevent Wrongfull_y bl"‘,ad traf c. . . . Symposium on Integrated Network Management.(IMDIP/IEEE, 2013,
Our methodology is built to detect simple classication  pp. 328 335.
metrics (i.e., IP- or hostname-based classi cation). Theoreti#] A. Molavi Kakhki, A. Razaghpanah, A. Li, H. Koo, R. Golani,

: D. Choffnes, P. Gill, and A. Mislove, Identifying Traf c Differentiation
Ca”y‘ an operator could also deploy more Complex algorlthms in Mobile Networks, inProceedings of the 2015 Internet Measurement

(e.g., trafc ngerprinting, machine learning [15]) to detect Conference2015, pp. 239 251.
data packets that belong to a certain application. Furthermor8] F.Li, A. A. Niaki, D. Choffnes, P. Gill, and A. Mislove, A Large-Scale

. . Analysis of Deployed Traf ¢ Differentiation Practices, iRroceedings
our approach could trigger anomaly detection when repeatedly of thg ACM Sp‘;cé’“ Interest Group on Data Communicat2ads, p%_

requesting one single web resource. However, the amount of 130144,
traf ¢ that was caused by our experiments was considerablip] F. Li, A. M. Kakhki, D. Choffnes, P. Gill, and A. Mislove, Classi ers

; ; unclassi ed: An ef cient approach to revealing IP traf ¢ classi cation
small (e.g., one megabyte), and we did not observe anything rules, in Proceedings of the 2016 Internet Measurement Conference

that would hint at being agged by an operator. To verify 2016, pp. 239 245.
the lack of zero-rating for a certain application, we usuallit0] A. M. Kakhki, F. Li, D. Choffnes, E. Katz-Bassett, and A. Mislove,

P ; : BingeOn Under the Microscope: Understanding T-Mobiles Zero-Rating
ran additional tests by manually plugging the SIM card into Implementation, inProceedings of the 2016 workshop on QoE-based

a smartphone and observing the billed units when the probed Analysis and Management of Data Communication Netw@@s6, pp.
application is in actual use. 43 48.

: 1] J. Czyz, M. Luckie, M. Allman, M. Baileyet al, Don't forget to lock
AIthOUgh our used testbed allows rather exible and mOStlg} the back door! A characterization of IPv6 network security policy, in

automated measurements, it still requires effort to run and Network and Distributed Systems Security (NDSS)6.

evaluate these experiments, limiting our tests’ coverage. Sir¢gd K. Y. |<|3bur and F. Tschorsch, A QUIC (K) Way Through Your
ot ; ; Firewall? arXiv preprint arXiv:2107.059392021.

one appllca_\tlon _usua”y_ communicates with a plethora ?1%] Y. Theodorou, C. Lowe, and E. Yongo, Access to Mobile Services and

web endpoints, it remains to future work to improve test = proof of Identity 2021, GSM Association, Tech. Rep., 2021.
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Tor provides anonymity to millions of users around the globe which has made it a valuable target
for malicious actors. As a low-latency anonymity system, it is vulnerable to tra c correlation attacks
from strong passive adversaries such as large autonomous systems (ASes). In preliminary work Mayer
et al.(2020), we have developed a measurement approach utilizing the RIPE Atlas framework a network
of more than 11,000 probes worldwide to infer the risk of deanonymization for IPv4 clients in Germany
and the US.

In this paper, we apply our methodology to additional scenarios providing a broader picture of the
potential for deanonymization in the Tor network. In particular, we (a) repeat our earlier (2020) mea-
surements in 2022 to observe changes over time, (b) adopt our approach for IPv6 to analyze the risk of
deanonymization when using this next-generation Internet protocol, and (c) investigate the current situ-
ation in Russia, where censorship has been intensi ed after the beginning of Russias full-scale invasion
of Ukraine. According to our results, Tor provides user anonymity at consistent quality: While individual
numbers vary in dependence of client and destination, we were able to identify ASes with the potential
to conduct deanonymization attacks. For clients in Germany and the US, the overall picture, however,
has not changed since 2020. In addition, the protocols (IPv4 vs. IPv6) do not signi cantly impact the risk
of deanonymization. Russian users are able to securely evade censorship using Tor. Their general risk of
deanonymization is, in fact, lower than in the other investigated countries. Beyond, the few ASes with the
potential to successfully perform deanonymization are operated by Western companies, further reducing
the risk for Russian users.

* 2023 The Author(s). Published by Elsevier Ltd.
This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/)

1. Introduction

passive observer is capable to do so, but this form of an attacker
is explicitly excluded from Tors threat model. Yet, powerful ob-

Tor is the most notable anonymity network, used by two to
three million people every day. A total of 6,500 voluntarily oper-
ated Tor relays advertise up to 700 Gbit/s of bandwidth, and pro-
vide anonymity by rerouting tra c via three Tor nodes. As a low-
latency network, Tor is prone to tra c correlation attacks; thereby,
a malicious actor must be able to observe the tra c between the
client originating the connection and the rst Tor node as well as
the tra c between Tors exit node and the destination. A global
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dovnik), edgar.weippl@univie.ac.at (E. Weippl), johannaullrich@univie.acat (J.
Ullrich).

https://doi.org/10.1016/j.cose.2023.103302

servers exist, potentially threatening the anonymity of Tor users.
Their capabilities are, however, not exactly clear. One reason for
this is the theoretical assumption that the underlying Internet hi-
erarchy is at and evenly distributed. This is not the case, as the
Internet is shaped in different tiers as well as various entities with
different levels of control, e.g., Internet Exchange Points (IXP) with
a high level of control and smaller Internet Service Providers (ISPs)
with a lower level of control. Also, the Tor network does not utilize
the Internet in an evenly distributed manner as the location of Tor
relays is depending on various external parameters, e.g., econom-
ical (the price of bandwidth) or political (censorship, prosecution)
reasons.

Prior work (Edman and Syverson, 2009; Feamster and Dingle-
dine, 2004; Nithyanand et al., 2016) has shown that Tor tra ¢
takes only a limited set of routes on the Internet. These studies,

0167-4048/= 2023 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/)
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however, rely on BGP updates and route prediction, and claim that
measurements  despite being more reliable  would be infeasi-
ble due to lacking measurement nodes in the autonomous systems
(ASes) that host Tor users, nodes, and destinations. With the in-
troduction of the RIPE Atlas framework (Staff, 2015) a global
measurement network with more than 11,000 probes this as-
sumption no longer holds. In our preliminary work (Mayer et al.,
2020), we developed a measurement methodology utilizing this
network to actively probe the Tor network. In more detail, we used
the probes to traceroute the Internet paths that are taken by Tor
tra c¢ and, based on the collected data, estimated the correlation
potential of AS-level adversaries. In comparison to BGP-based ap-
proaches of path prediction, active measurements based on tracer-
outing reveal how the packets are actually routed over the Internet.
This provides a more realistic risk estimation for Tor users as BGP-
based approaches are known to overestimate their risk (Juen et al.,
2015).

The paper at hand is an extended version of our preliminary
work (Mayer et al., 2020): We apply our methodology to three ad-
ditional use cases creating an extended view on AS-level adver-
saries. In particular, we (a) repeat our measurements from 2020
to observe changes in Tors service quality over time, (b) adopt
our approach for IPv6 to analyze the threat of deanonymization
when using this next-generation Internet protocol, and (c) investi-
gate the current situation in Russia as censorship has been intensi-

ed since the beginning of its full-scale invasion of Ukraine, start-
ing on February 24th, 2022. More speci cally, the contributions of
this paper are as follows:

Updated View on AS Interconnections. By repeating our mea-
surements from 2020, we investigate whether economical or
political factors impacted Tors service quality. Like in our
previous measurements, we identi ed a few ASes with the
potential to successfully deanonymize Tor users; although
individual numbers vary over time, the overall picture has
remained unchanged. According to our results, Tor provides
anonymity at a constant quality to its users in Germany and
the US.

AS-level Adversaries in IPv6. We are the very rst to con-
duct active measurements investigating the status quo of
IPv6 in the Tor network. Despite the fact that the number
of IPv6 Tor relays is smaller than their IPv4 counterparts, we
could not identify an increased threat of deanonymization
for clients using Tor over IPv6, neither in Germany or the
US, nor in Russia.

Censorship in Russia. With Russias full-scale invasion in
Ukraine, Russian state authorities also intensi ed Internet
censorship, i.e., blocking media outlets reporting on the on-
going war. We investigated whether Russian clients evad-
ing censorship with Tor are prone to deanonymization, par-
ticularly when accessing blocked destinations in their geo-
graphic proximity.

The remainder of the paper is organized as follows:
Section 2 provides background on Tor, and Section 3 discusses
related work. Section 4 explains our measurement methodology.
Section 5 provides our measurements results which are then
discussed in Section 6. We outline the limitations of our work in
Section 7 and draw our nal conclusions in Section 8.

2. Background

Tor was designed by Dingledine et al. (2004) in 2004 and
soon became the most popular anonymity system. Tors proto-
col speci cations are open source and updated on a regular ba-
sis (Torproject, 2022b).

Computers & Security 132 (2023) 103302

Tor Network
(Relays)

O Lh O
= // ) [—
\y.\yn\

Tor Client Qf Destination
(Onion Proxy)

Fig. 1. Tor network. Tra c is relayed via three Tor nodes to hinder correlation of
the client and the destination.

Functionality Tor is a low-latency anonymity network based on
onion routing. It forms an overlay network of at least three re-
lay nodes that are used to detour user tra c. The entrance to the
Tor network is established by the onion proxy, also referred to as
the Tor client. The proxy handles connections from user applica-
tions and is responsible for fetching the initial network information
about the Tor network from a set of trusted directory servers. This
information is then used to select Tor nodes for relaying. The rst
relay along a Tor path is called the guard relay it is the only one
that knows the clients IP address. The last one on the path is the
exit relay which is the only one that knows the target IP address.
The design of the Tor network is shown in Fig. 1.

Path selection For path selection, the onion proxy relies on in-
formation retrieved from the directory servers. The information in-
cludes relay ags and bandwidth information about Tor nodes. The
exit node is selected rst, then the guard relay, and nally the mid-
dle relay. The guard- and exit relays are selected randomly; how-
ever, the relays are weighted by their bandwidth. The middle relay
is selected from the remaining set of nodes. To protect the users
and maximize their anonymity, guard- and exit relays are reused
according to a strict ruleset (e.g., guard pinning). Additionally, di-
rectory servers ensure that only nodes ful lling certain uptime-
and bandwidth requirements are selected as guard nodes. Another
requirement for path selection is that the nodes have to belong to
different /16 IPv4 pre xes. In reaction to new threat models, these
rules are updated frequently, see also Section 3.

Deanonymization of users Tors design makes it vulnerable to
a global passive observer, which monitors all tra c¢ going to and
coming from the anonymity network. Such a global observer is ex-
plicitly excluded from Tor s threat model; however, powerful ob-
servers exist and threaten user anonymity. If an entity is able to
monitor both the incoming and outgoing packets of a communica-
tion channel, it is able to correlate tra c entering Tor with tra ¢
exiting the network based on timing. Our work precisely focuses
on this threat and estimates probabilities of individual ASes ap-
pearing in a clients entry- and exit path.

IPv6 support Currently, Tor relays are either operated IPv4 only
or Dualstack (i.e., providing an IPv4 and an IPv6 address). This way,
Tor allows IPv6 tra c to enter and exit the network. Thereby, Tor
relays can also act as bridges between IPv4 and IPv6. It should be
noted that connecting from or to an IPv6 address reduces the set
of possible relay candidates on the respective connection endpoint.

3. Related work

Feamster and Dingledine (2004) provided the rst analysis of
location diversity in the Tor network for independently operated
ASes based on BGP routing tables. They analyzed the probability
of an entry path to the network and an exit path from the net-
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o]

Exit AS Destination AS

Fig. 2. Threat model. AS2 appears on the Tor entry path, between the client and the guard relay, and on the exit path, between the exit relay and the destination, and is

thus in a position to perform tra c correlation deanonymizing the client.

work crossing through the same AS. Their analysis showed that
previous methods of choosing paths/nodes based on IP pre xes
are not su cient to guarantee a diverse set of ASes, since there
was a 10% to 30% chance, that both the entry and exit path to
the mix network crossed the same AS. A re nement of this ap-
proach by Edman and Syverson (2009) showed that the previous
study had even underestimated the potential threat. A study of Tor
security properties against tra c correlation attacks was presented
by Johnson et al. (2013). Their results showed that, depending on
location, a user s chance of compromise can be at 95% within three
months of monitoring against a single AS. One mitigation they pro-
posed is to carefully select which entry and exit nodes to use.
Wacek et al. (2013) built a graph of the Tor network to capture
the networks AS boundaries. Using this graph they provided an
evaluation of a set of proposed relay selection methods and quan-
ti ed their respective anonymity properties. Their results showed
that bandwidth is an important property for the performance of
such algorithms, and should not be neglected.

The importance of location diversity in the Tor network
has been shown by several attacks proposed in recent years.
Vanbever et al. (2014) provided a study of the capabilities of AS-
level adversaries. Sun et al. (2015) described a set of advanced
routing attacks on Tor, named Raptor. They also described the
feasibility of asymmetric AS-level attacks by observing not only
data tra ¢ from the exit relay to the server but also TCP ac-
knowledgment tra c¢ on other routes which increases the capa-
bilities of AS-level adversaries. Including the reverse path, they
found 31.7% of the Tor circuits to be vulnerable in their measure-
ments. However, paths had different probabilities to be selected by
a client, and the actual number was likely to be lower. In 2016,
Nithyanand et al. (2016) also used data on the Internets topol-
ogy (Giotsas et al., 2014) in a combination with AS-topology sim-
ulations (Gill et al., 2012) to estimate the threat posed by ad-
versaries to Tor users. While previous attempts at the correlation
of tra ¢ (Hopper et al, 2010; Mittal et al, 2011) had very lim-
ited performance or required a large amount of captured tra c or
time, DeepCorr (Nasr et al., 2018), developed by Nasr et al. greatly
improved the feasibility of such attacks. By leveraging emerging
learning mechanisms they managed to achieve drastically higher
performance compared to existing state-of-the-art systems.

To mitigate the threat of AS-level adversaries that are able to
correlate tra ¢ and thereby monitor Tor users, various kinds of
protection mechanisms have been proposed (Alsabah and Gold-
berg, 2016). Nithyanand et al. proposed Astoria (Nithyanand et al.,
2016), an AS-aware Tor client. While similar in functionality
to LASTor (Akhoondi et al., 2012), it provided improved pro-
tection with concern to threat models and attacker capabilities.
Sun et al. (2017) presented a measurement study on the security
of Tor against BGP hijacking attacks and presented a new relay se-
lection mechanism to mitigate such attacks on Tor. In contrast to
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previous approaches, DeNASA from Barton and Wright (2016) pro-
vided a mechanism for AS-aware path selection independently of
the destination. Additionally, they proposed another system for
the creation of e cient and anonymous Tor circuits (Barton et al.,
2018). Hanley et al. (2019) proposed an extension to the work pre-
sented by Sun et al. (2017) to increase the provided privacy and
anonymity guarantees. Wan et al. (2019) showed that several at-
tacks against a set of the proposed protections (Counter-RAPTOR,
DeNASA, and LASTor) were still possible, but they also proposed
simple solutions, which allowed to mitigate the threat posed by
their developed methods. Rochet et al. (2020) introduced client-
location-aware path selection (CLAPS) to overcome the pitfalls de-
tected in previous path selection solutions (Counter-Raptor, De-
NASA). They proved that based on the path selection of the ear-
lier approaches the clients location can be revealed only after a
few connections. Eaton et al. (2022) further enhanced the receiver
side anonymity of Tor by introducing Private Information Retrieval
(PIR) to hide which information is retrieved from the Hidden Ser-
vice directory servers (HSDirs). Next to security, recent related
work also focused on improving the Tor core. Jansen and John-
son (2021) estimated that the actual bandwidth of the Tor net-
work could be much higher. They suggested a new measurement
system for bandwidth calculation of Tor nodes. The authors found
that with the current system the bandwidth self-measurements re-
sulting in the observed bandwidth are rather imprecise.

4. Methodology

In the following section, we describe our method to measure
strong AS-level observers, which are in a good position to conduct
correlation attacks. As an overlay network, Tor depends on the un-
derlying structure of the Internet. While often a at hierarchy is
assumed, it is clear that this is not the case. We can model the
structure of the Internet by looking at autonomous systems iden-
ti ed by a unique AS number (ASN). One AS can be seen as an
administrative entity that is responsible for a de ned routing pol-
icy. Some AS are large and include a lot of Tor users, destinations,
or relays, others do not contain users and destinations but are used
for routing Tor tra c through the Internet and others are not im-
portant for Tor routing at all. Thus, some entities can observe more
tra c than others.

With our measurement approach, we nd a way to quantify
which entities are in a stronger position. Figure 2 illustrates the
basic idea of a standard tra c correlation attack, where one adver-
sary (AS2) is placed on the incoming route to Tor as well as on the
outgoing route to the destination. Sun et al. (2015) showed that it
is also possible to correlate reverse-path tra c¢ that may be routed
differently. Other work already quanti ed strong adversaries with
the help of BGP route updates. In contrast, we develop a method
that utilizes the RIPE Atlas framework to actively acquire routing
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Tor relay statistics. While the number of relays increased, they are now spread among fewer
ASes. The total Tor bandwidth increased by 66% over the past two years.

(a) Relays (b) Diff. ASes (c) Bandwidth (GBit/s)

2020 2022 Diff 2020 2022 Diff 2020 2022 Diff
All 6509 6559 +1% 1104 981 -11% 418 694 +66%
Exit 1000 1597 +60% 275 222 -19% 113 181 +60%
Guard 2415 2272 -6% 470 469 -0% 255 368 +44%
Table 2

IPv6 support statistics. As of Sept. 2022, 45% of the Tor relays support IPv6, while the exit

bandwidth is 71% of the IPv4 s one.

(a) Relays (b) Diff. ASes (c) Bandwidth (GBit/s)
All IPv6 Share All IPv6 Share All IPV6 Share
All 6559 2924 45% 981 375 38% 694 342 49%
Exit 1597 1083 68% 222 94 42% 181 128 71%
Guard 2272 951 42% 469 175 37% 368 152 41%

information as this allows to study how packets actually travel the
Internet.

The paper at hand extends our preliminary work; therefore,
we apply our measurement approach to three additional use cases
to gain a broader view of the potential of deanonymization in
the Tor network. (a) We repeat the measurements and com-
pare the state of 2020 with the current state (September 2022).
(b) As IPv6 support at Tor relays has improved over the recent
years (Torproject, 2021), we adapt our methodology to addition-
ally acquire routing information for IPv6. (c) Lastly, we investigate
a practical case study, Russias full-scale invasion of Ukraine, and
analyze AS-level packet routing by simulating access to websites
that are blocked by Russian state authorities.

4.1 Relay AS diversity

As shown in Table 1, the Tor network currently (Septem-
ber 17th, 2022) consists of 6,559 relays. Only relays with
the Guard ag (stable and reliable relays after a ramp-up
phase (Dingledine, 2013)), are used as entry relays. Only relays
con gured to allow exiting tra c are potential exit relays in a Tor
circuit. Because of the more stringent requirements, the number of
guard and exit relays (with guard/exit probability > 0) is smaller
than 6559. This also affects the AS diversity, which is the number
of different ASes these relays are placed in.

Table 1 compares the metrics of Tor relay nodes for our two
measurement snapshots in 2020 and 2022. Overall, the network
has grown in terms of size and offered bandwidth. However, it has
become more centralized, as for example, the AS diversity at exit
relays has decreased by nearly 20%. Although the number of guard
relays dropped by 6%, the number of bridges providing an alter-
native and more anonymous entry to the network nearly doubled
(1,350 vs. 2,450) in the respective time period. Since a Tor relay
node can additionally to its IPv4 address also offer an IPv6 ad-
dress, we give an overview of the current IPv6 support in Table 2.
With IPv6, the AS diversity drops by more than 60% making it an
interesting target for our study.

Tor relays are chosen based on their ags and consensus
weight. In Fig. 3, we show the AS diversity relation to guard and
exit probability. We see that a small number of ASes have a large
share of (a) guard and (b) exit probability. For IPv4, only ve ASes
control more than 50% of exit probability and 43 ASes have more
than 90%. We also see that six ASes have a summarized guard
probability of more than 50% and 131 have more than 90%. Dur-
ing our measurements in 2020, half of the exit probability was

controlled by eight ASes and only four ASes dominated half of
the guard probability. Therefore, the accumulated exit probabili-
ties among top ASes has become even more centralized, while the
guard probabilities are now slightly more diversi ed. For IPv6 the
centralization is even worse, as only three ASes control more than
50% of guard resp. exit probability. Summarizing, Tor relays are dis-
tributed in almost 1000 ASes, the majority of entry and exit rout-
ing endpoints are however placed in a few ASes only.

Location diversity provides a similar picture: Two countries
(Germany and the US) account for more than 47% of the relays.
While the top ve countries are still the same as in 2020, we no-
ticed that Russia has lost a majority of its relays and has dropped
from the sixth to the 18th rank (from 297 down to just 65 relays).

4.2. The RIPE Atlas framework

The RIPE Atlas framework is a highly distributed measurement
network consisting of more than 11,000 available probes, deployed
in over 3,600 different ASes. Regarding IPv6, it offers more than
5,000 vantage points (i.e., probes) in over 1,600 different ASes.

The measurement platform allows us to execute various low-
level commands, e.g., ping or traceroute, on these probes and fur-
ther processes the results. We will utilize this to execute traceroute
commands from RIPE Atlas probes that are deployed in the same
ASes as Tor guard- or exit relays, as well as clients and popular
destinations.

Figure 3 also shows the cumulated guard- and exit probabil-
ity for ASes that contain RIPE Atlas probes. From 222 ASes that
contain exit relays, only 98 also contain a probe (837 relays out
of 1597). Still, that makes approx. 43% of the total exit probability
(35% with only 12 ASes). This differs from the cumulated guard
probability. From 469 ASes that contain 2,272 relays, 249 ASes
(with 1,723 relays) also include a RIPE Atlas probe, which repre-
sents guard relays with a sum of 80% guard probability (60% with
15 ASes). Especially for exit relays, these numbers could be dras-
tically increased if only a few, exit-focused ASes would also host
RIPE Atlas probes. Table 3 identi es ASes, that are currently not
hosting any RIPE probes. By adding only ve probes we could mea-
sure ASes with 81% exit probability in total and ten probes would
reach 88% probability in total.

Figure 4 shows a bubble graph of current exit relays sorted
by AS. The top ve ASes that are not covered by RIPE At-
las (cf. Table 3) are marked in red (numbers 1 5). AS208323
APPLIEDPRIVACY which is represented by a green bubble (6)
was missing RIPE Atlas coverage in 2020, but now hosts a RIPE
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Fig. 3. Accumulated percentage of (a) guard, and (b) exit probability with the number of ASes. While RIPE probes cover 75% of guard probability, they cover less than 50%

of exit probability.

Table 3
AS hosting Tor relays but no RIPE Atlas probe. Adding a single probe to AS60729
would increase the accumulated exit probability by 22.1%.

AS Name Relays Gbit/s Pexit Pguard
Exit 60729 ZWIEBELFR. 225 39.2 0.221 0.002
205100 F3NETZE 32 119 0.084 0.000
200651 FlokiNET 48 5.95 0.030 0.000
62744 QUINTEX 100 6.77 0.026 0.000
4224 CALYX 29 5.36 0.023 0.001
Guard 201814 SKYTECH 81 13.62 0.023 0.018
46844 SHARKTECH 36 7.17 0.000 0.014
19437 SS-ASH 10 251 0.000 0.006
200303 LUMASERV 20 254 0.000 0.006
264617 PANAGLOBAL 5 1.83 0.000 0.005

1. Zwiebelfreunde
2.F3 Netze

3. Flokinet

4. Quintex

5. Calyx

6. Applied Privacy
7. Netcup

8. Terrahost

9. Ponynet

. 10.0VH

1-5: Exit ASes without RIPE probes
6-10: Covered by RIPE Atlas

Fig. 4. RIPE Atlas probe coverage of ten large exit relay ASes. Adding a few probes
to the exit relay ASes in dark red color (numbers 1 5) could signi cantly increase
the coverage (Metrics, 2022).

probe. Other exemplary exit ASes that are covered by RIPE Atlas
are also marked in green (numbers 7 10). Compared to 2020, the
overall RIPE Atlas coverage of ASes that contain guard- and exit
relays has not changed much (exit: 41 to 43%; guard: 83 to 80%).

4.3. Active traceroute probing with RIPE Atlas

As illustrated in Fig. 5 we perform traceroute measurements
to identify routes taken for four different directions: (1) all client
ASes to all guard ASes, (2) exit ASes with probes installed to the
destination ASes, (3) destination ASes to all exit ASes, and (4)
guard ASes with probes installed to the client ASes. With these
measurements, we do not cover all possible routes since not all
ASes have probes installed. For IPv4, depending on the direction,
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we measure at step (1) 100%, (2) 43%, (3) 100%, and (4) 80% in
terms of route probability. For IPv6, we cover at step (1) 100%, (2)
52%, (3) 100%, and (4) 85% in terms of route probability.
In detail, this process works as follows:

1 Create the following sets:
i. ASgjient ... ASes of the clients (as chosen for the in-
dividual scenario, see Section 4.4)

ii. ASyyard ... all ASes with guard relays

iii. ASguard probe ... all ASes with guard relays and RIPE Atlas
probes

V. ASeyit ... all ASes with exit relays

V. ASeyit probe . all ASes with exit relays and RIPE Atlas
probes

Vi. ASgestination ... ASes of the destinations (as chosen for the
individual scenario, see Section 4.4)
. Generate ICMP traceroute measurement de nitions for the fol-
lowing directions:

() ASyiont traceroute
(2) ASexit probe

3 ASdestination

(4) Asguard probe

N

Asguard
traceroute
Asdestination

Asexit
ASgjient

traceroute

traceroute

3. Execute the traceroute with the RIPE Atlas measurement API
( protocol : ICMP ,  response_timeout :
20000, packets : 1)

4. Process all results and look up the corresponding AS from the

ip2asn database.

For every traceroute, mark all included ASes with the probabil-

ity of that path being chosen, i.e., the corresponding guard/ exit

probability.

. Combine the values for directions 1 and 4 for the entry side,
and 2 and 3 for the exit side, s.t, if an AS appears on either
the forward or the reverse path it is assigned with the proba-
bility of that path being chosen. For multiple destinations, all
traceroutes are combined.

. Point out the top ASes, that appear on entry and exit side by
looking at Pyarg  Pexit-

o

[}

~

4.4. Origin and destination AS

The goal of this work is to investigate multiple Tor scenarios for
their proneness to deanonymization attacks. Therefore, we (a) re-
peat the measurements of our preliminary work in 2020 to observe
changes over time, (b) adopt our approach for IPv6 to analyze the
threat when using Tor over the next-generation Internet protocol,
and (c) extend our measurements to investigate the current situ-
ation in Russia as censorship has intensi ed after its full-scale in-
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Fig. 5. RIPE Atlas traceroute scans. The forward path is covered by D;, from client to guard relay ASes, and D,, from exit relay ASes with probes to the destination AS. The
reverse path is covered by D3, from destinations to exit relay ASes with ripe probes, and Dy, from guard relay ASes with probes back to the client.

vasion of Ukraine, starting on February 24th, 2022. The following
paragraphs describe how we derived the ASes for our client and
destination data sets.

IPv4 measurements As mentioned in Section 4.1 Germany and
the US account for nearly half of all Tor nodes. In our 2020 mea-
surements, we have therefore chosen the ten ASes in Germany and
the US containing most RIPE Atlas probes an indicator of the AS s
popularity in the respective country for the client set C. For des-
tinations, we derive the ASes from the Tranco (Pochat et al., 2019)
top sites list. In particular, we take the 100 top-ranked domains,
resolve the domain, and retrieve the corresponding ASes. We in-
clude only those ASes with deployed RIPE Atlas probe(s) in our
destination set D. For our traceroute measurements, we select one
RIPE Atlas probe for each AS in the client and destination set.

For the repetition of our measurements in 2022, we slightly
adapted the approach in the following manner: In addition to the
ASes inferred according to the just described procedure, we also
included ASes that have been investigated in the rst iteration (i.e.,
Cipva =C2022  C2020 and Djpys = D222 D2o20). For some cases, we
were not able to gather updated results for ASes that have been
measured in 2020. For example, AS3356 LEVEL 3 was included
in our destination set in 2020, but was not measured in 2022 as
it does not host a RIPE Atlas probe anymore. Similarly, the 2020
client set contains historic ASes that do not exist nowadays (e.g.,
two consumer-grade ASes AS6830 and AS31334 were merged to
AS3209 which is already present in our client set).

IPv6 measurements For clients, we again select ten ASes in Ger-
many and the US with the most RIPE Atlas probes offering IPv6
support. For destinations, we increased the number of included do-
mains from the Tranco list from 100 to 250 due to overall low IPv6
support. For comparison, we also included all ASes supporting IPv6
in the IPv4 datasets and vice versa.

Websites blocked by Russia Russian ISPs had started to block Tor
in December 2021 (Xynou and Filast , 2022b), i.e., three months
before the beginning of Russias full-scale invasion of Ukraine
on February 24th 2022. Afterwards, Russia introduced even more
rigorous censoring, blocking access to social media and inde-
pendent news outlets (Migliano and Woodhams, 2022). Many of
the blocked destinations are hosted either in Russia or Ukraine
and report on the ongoing war. Circumvention of censorship is
among the main goals of Tor, making Russias full-scale invasion
of Ukraine an interesting case study. Thus, we investigate whether
users from Russian client ASes could be deanonymized when ac-
cessing these censored destinations in their geographical proxim-
ity.

For the client set, we again determine the ASes with the most
RIPE Atlas probes in the respective country, i.e., Russia. For the des-

tination set, we use a public list of websites blocked by Russian
state authorities (Xynou and Filast , 2022a) and rank the domains
by popularity using the Tranco list. Then, we resolve these domain
names and Iter for ASes in Russia or Ukraine. Finally, we match
our results with the RIPE Atlas deployment which determines the
destination set for this measurement. As there were only two AS
candidates supporting IPv6 within this data set, we refrained from
a distinct IPv6 measurement in this particular case.

Summary of data set In total, we have eight data sets repre-
senting client ASes: 2020 IPv4 Germany, 2020 IPv4 US, 2022 IPv4
Germany, 2022 IPv4 US, 2022 IPv4 Russia, 2022 IPv6 Germany,
2022 IPv6 US, 2022 IPv6 Russia. Please note that there is no 2020
data set for Russia as the country was not included in our pre-
vious measurements. Beyond, we have four data sets representing
destination ASes: 2020 IPv4 Tranco, 2022 IPv4 Tranco, 2022 IPv6
Tranco, 2022 IPv4 Blocked Websites. A detailed list of the ASes that
are included in the data set is found in the Appendix A.

Our approach allows to measure Tor s entry and exit paths in-
dependently of each other, and to combine the results only in a
successive processing step. Thus, it is su cient to measure each of
the data sets only once.

4.5. Data sources

To facilitate reproducibility and encourage openness, all used
data les are publicly available at the project website." In particu-
lar, our work relies on following data sources:

1. The Tor consensus, that contains all Tor relays with their IP ad-

dresses (IPv4, IPv6), associated ags (particularly Guard and
Exit ), advertised bandwidth, and guard and exit probability.
We collect this information via the Tor network status protocol
onionoo.?

2. Statistical data about the RIPE Atlas probes.*We use different
data (e.g., id, number and AS of the probes) to nd all probes
connected to the same ASes as guard and exit relays.

3. Freely accessible ip2asn* databases to match IP addresses with
the corresponding AS number.

4. Active RIPE Atlas traceroute results.®

Project website: https://www.github.com/sbaresearch/ripe-tor
onionoo: https://www.metrics.torproject.org/onionoo.html
probes: https://www.atlas.ripe.net/probes/

ip2asn: https://www.iptoasn.com/

measurements: https://www.atlas.ripe.net/measurements

SR I
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Table 4

Entry path and exit path probabilities for a single client and a single desti-
nation. HETZNER appears on the entry path due to its high number of entry
relays as well as on the exit path due to hosting the destination.
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Table 5

AS with the potential for tra c correlation. For all measurements, HETZNER has
the potential to deanonymize the client due to appearing on the entry and exit
path.

AS Name C P Pretays Proutes R AS Name C Pyuard Peyit Ps.
entry 1764 NEXTLAYER O 1.00 1.00 468 2020 v4 24940 HETZNER o 0.202 0.988 0.199
3356 LEVEL3 [ ] 0.330 0.002 0.328 59 1200 AMS-IX1 L] 0.180 0.068 0.012
24940 HETZNER O 0.224 0.224 0.000 2 16276 OVH [ ] 0.152 0.065 0.010
16276 OVH © 0.131 0.130 0.000 2 2022 v4 24940 HETZNER o 0.224 1.00 0.224
174 COGENT [ ] 0.123 0.002 0.121 110 v6 24940 HETZNER o 0.350 0.998 0.350
exit 24940 HETZNER O 1.00 - 1.00 220 6939 HURRICANE [ ] 0.087 0.393 0.034
60729 ZWIEBELFR. © 0.221 0.221 1 47147 AS-ANX ANE [ ] 0.107 0.223 0.024
25291 INTERDOTL. [ ] 0.221 0.221 1 197540 NETCUP-AS [ ] 0.107 0.139 0.015
47147 AS-ANX L] 0.162 0.162 2
6939 HURRICANE @ 0.130 0.002 0.128 28 O Client or Destination AS. @ Transit AS.

O Client or Destination AS. © Guard or Exit AS. ® Transit AS.

5. Evaluation

In this section, we discuss the results of our measurements: For
readability, we rst illustrate our approach in an exemplary mea-
surement including a single client and destination AS only (see
Section 5.1). Then, we focus on the full measurement discussing
the ASes residing on Tor s entry paths (see Section 5.2), and those
on the exit paths (see Section 5.3). Finally, we combine these re-
sults to infer ASes appearing on Tor s entry and exit path with high
probability as they have the potential to perform tra c correlation
deanonymizing Tor users (see Section 5.4).

5.1 Exemplary measurement: single client and destination

As an illustration of the capabilities of our methodology, we
evaluate the results of measurements with a single xed client AS
and a xed destination AS. herefore, we choose the AS of our re-
search center C = {AS1764} as client, and the AS of one mirror of
the torproject.org website D = {AS24940} as destination. In these
ASes, we selected RIPE Atlas probes and scheduled 1194 tracer-
outes, as de ned in Section 4.3; out of which 1177 (98.6%) were
executed successfully (D1: 563/563, D2: 104/109, D3: 240/240, D4:
270/282).

Table 4 shows the results for IPv4; the ASes are grouped de-
pending on whether they reside on a path towards a guard relay,
or on a path from an exit relay. As expected, the client resp. desti-
nation AS (HETZNER, NEXTLAYER) is found in all traceroutes. Be-
yond, the ASes HETZNER, OVH and ZWIEBELFREUNDE appear in
the tables; serving a high share of guard resp. exit bandwidth in
the Tor network, the respective route is likely to be chosen as a Tor
path (Plays). However, we want to focus on intermediate ASes, that
are different from those hosting relays as well as client/destination
and appear on many routes. We identi ed LEVEL3, COGENT, and
HURRICANE to be in a powerful position.

Eventually, we Iter for intermediate ASes that have a probabil-
ity of 1% or higher to appear on both sides, and only a single AS
remains, namely HETZNER. With Py .4 = 0.224 and Py, = 1.000,
it has a chance of P =.224 to deanonymize Tor tra c from our
research center to torproject.org.

Table 5 provides an overview of the ASes with a probabil-
ity of 1% or higher to appear on both sides for the three mea-
surements 2020 IPv4, 2022 IPv4, and 2022 IPv6. A comparison
of the IPv4 measurements reveals that the number of such ASes
decreased; however, the probability of HETZNER increased by 2.5
percentage points. This means that the AS has now an even higher
chance of deanonymization due to its increased guard probability.
For IPv6-based tra c, this number is even higher. Because the set
of possible guard relays decreases in IPv6, the guard probability of
HETZNER increases once again by more than 10 percentage points.
Beyond, there are three transit ASes in IPv6 with a Pg of up to 3.4%.
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The case of HETZNER is particularly interesting as its chance of
deanonymization arises from a distinct combination: On the one
hand, it is the destination of our measurements; on the other hand,
it hosts a high share of guard bandwidth and is thus more likely
to be pinned as a guard node. This raises the question of whether
path selection should include the destination AS to prevent such
scenarios.

5.2. Tor entry: ASes between clients and guard relays

In the following paragraphs, we investigate the chance of ASes
to be on a route to/from a guard relay and the chosen client ASes
in Germany, the US, and Russia. For a total of 20 intermediate ASes,
Fig. 6 shows their entry path probabilities as inferred from our
measurements. The 20 AS were chosen according to the follow-
ing rules: For every country, we select the 15 most likely inter-
mediary ASes. We then show all intermediary ASes that occur for
more than ve clients in every measured country in our graph. For
graphs that correspond to measurements in 2022, we also include
ASes that were selected at the previous measurement period. Each
data point represents one speci c client AS. For a (transit) AS that
is present in our measured routes to Tor guard relays, a data point
in the graph denotes the summarized probabilities of all routes,
i.e.,, the probability that this AS can trace packets from the client
to the Tor network. On the right side of each row, we show the
total number of data points. To visualize the range of the single
data points, we draw a line between the minimum and maximum
values. The gure allows a comparison among our three measure-
ments (2020 IPv4, 2022 IPv4, and 2022 IPv6) as well as among the
chosen countries.

In essence, the overall picture for IPv4 was con rmed, and
the ASes with high entry path probability in 2022 remain the
same as in 2020. For example, any client AS uses though
with varying probabilities  paths including AS174 COGENT,
AS1299 TWELVE99, AS3356 LEVELS3. Yet, certain changes were
observed: First, AS1200 AMS-1X1, AS12876 ONLINE S.A.S.,
and AS35807 SKYNET-SPB-AS appeared in the 2020 measure-
ments, but not in the latest of 2022. In return, previously unknown
ASes were seen (AS44530 HOPUS HOPUS, AS47147 AS-ANX
ANEX1A). second, AS2914 TT-COMMUNICATIONS-2 was fre-
quently observed for US-based client ASes in 2020; nowadays,
its probability is roughly comparable to the Germany-based client
ASes.

Comparing IPv4 and IPv6, AS6939 HURRICANE is found more
often on paths from US-based client ASes; in return, AS174
COGENT, AS1299 TWELVE99 and AS3257 GTT-BACKBONE are
traversed less often. Beyond this fact, Tor paths of IPv4 and IPv6
appear to be highly similar, particularly for client ASes in Germany
and Russia.

Local differences Most clients taking routes through high prob-
ability transit ASes are from the US: For example, AS6939
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Fig. 6. Entry path probability describing the chance of an AS to appear between the client AS of three different countries and the guard relay. Each data point represents a

client AS. The number on the right is the total number of data points.

HURRICANE is particularly dominant for IPv6 in the US, but
plays only a minor role for German and Russian ASes. AS9002
RETN-NET plays a strong role in the US but has lower probabil-
ity in Russia and Germany. This might indicate that routing in the
US is more centralized than in the other countries. Beyond, it ap-
pears that ASes that are frequently found on paths from German
client ASes, are also often seen on paths from Russian ASes; this
might be a consequence of their geographic proximity.

While the sole presence of an AS on a path to/from a guard
relay is not su cient to conduct tra c correlation, it might how-
ever be su cient to identify clients and successively their users

connecting to the Tor network. Thus, the discussed results, cov-
ering Tor s entry side, also provide insights on which ASes are ca-
pable to detect clients using Tor.

5.3. Tor exit: ASes between exit relays and destinations

In the following paragraphs, we investigate the chance of ASes
to be on a route between an exit relay and the chosen destinations
for two distinct destinations sets: the Tranco List representing the
most popular domains and those o cially blocked by the Russian
state-authority Roskomnadzor.

Tranco list For a total of 14 intermediary ASes, Fig. 7 shows the
probability for the destination ASes that have been inferred from
the Tranco list. For every destination we select all ASes that have
a maximum probability of more than 20%. To Iter for signi cant
ASes we remove rows with a median value of less than 1% or less
than ve data points. For graphs that correspond to measurements
in 2022, we also include ASes that were selected during the previ-
ous measurement period. Each data point represents a speci ¢ des-
tination AS, and the gure allows a comparison among our three
measurements (2020 IPv4, 2022 IPv4, 2022 IPv6). ASes that were
selected because they are hosting a substantial amount of exit re-
lays (e.g., AS60729 ZWIEBELFREUNDE) are marked with an as-
terisk.

For the AS that have already been seen in the 2020 measure-
ments, we see a similar picture in 2022, and only minor changes
are apparent: AS6461 ZAYO is barely seen anymore, and AS1200
AMS-1X1 is gone. The latter has also been identi ed for the entry
side. Beyond, we found ve new ASes with a considerable chance
of being along the path. Comparing IPv4 and IPv6, we see that the
maximum probabilities are typically lower for IPv6 for most ASes.
Conversely, AS6939 HURRICANE has better chances to be on the
path towards the destination, i.e., this AS appears to be a dominant
player in the IPv6 Internet.

Destinations blocked by Russia Figure 8 shows the respective
probability for the destination ASes that are blocked by the Russian
state. As these websites have been predominantly blocked since
the start of Russias full-scale invasion of Ukraine, we do not have
any data from 2020. We refrained from measuring IPv6 as only two
of the candidate ASes were IPv6-ready. The ASes that are found to-
wards these destinations are also found towards the Tranco List,
with a single exception: AS3223 VOXILITY, an Internet infras-
tructure provider based in UK.

5.4. Potential ASes for tra c correlation

As a nal step, we combine the results from Tor s entry paths,
between client and guard relays, and exit paths, between exit re-
lays and destinations. We calculate the probability that an inter-
mediate AS is residing on both paths as the latter is the prerequi-
site to conduct a successful correlation attack deanonymizing the
client.

Tranco list Our results are depicted in Fig. 9, providing the re-
spective probability for the three measurements 2020 IPv4, 2022
IPv4, and 2022 IPv6, as well as the three investigated countries
Germany, the US, and Russia. Each data point in a graph repre-
sents a transit AS that has both entry and exit path probability
higher than 0%. For the entry path, we show data points for all rel-
evant clients. For the exit path, we use the maximum probability
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Fig. 7. Exit path probability describing the chance of an AS to appear between the exit relay and the Tranco list destinations. Each data point represents a destination AS.

The number on the right is the total number of data points.
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Fig. 8. Exit path probability for the ASes hosting websites that are blocked by Rus-
sia. The depicted ASes are all operated by Western companies (i.e., US, SE, UK, AT,
DE).

of all measured destination ASes, which represents the worst-case
scenario i.e., an attacker has the best chance to correlate tra ¢
when this target is visited by the Tor user.

In summary, AS24940 HETZNER is strong in all scenarios:
First, it serves destinations and is thus likely to be on the exit
side. Second, it hosts a high share of guard bandwidth, and is thus
likely to serve as a guard relay, eventually appearing on the entry
side. In combination, this leads to a high chance of being capa-
ble to correlate Tor tra c. As an exception, the measurement on
the bottom left (2022 IPv6 DE) shows a reduced exit probability
for AS24940 HETZNER. In this case, the selected measurement
probe for scheduling traceroutes from AS24940 HETZNER to the
Tor network  corresponding to (3) in Fig. 5 ran into a time-
out and did not yield any results. Although we also measure the
same routes in the opposite direction i.e.,, from the Tor network
to AS24940 HETZNER, corresponding to (2) in Fig. 5 this only
covered about 50% of AS probability, due to the lack of RIPE Atlas
availability in exit relay ASes (cf. Fig. 3).

Since 2020, the exit probability of AS3356 LEVEL3 has de-
creased substantially. With this, its overall chance for a successful
attack decreased, both for German-based and US-based clients. Yet,
this AS has still been considered relevant due to having a good
probability to be found on the entry side, particularly in the US.
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In return, AS1299 TWELVE99 has increased its exit probability in
this time span.

For IPv6, we see high chances for US-based tra c¢ to be cor-
related: AS6939 HURRICANE stands out. It has high exit proba-
bility and also respectable entry probability at several client ASes.
Beyond, AS3356 LEVEL3 is noteworthy because it has an excel-
lent entry probability for speci c client ASes. For both protocols, it
appears that there are less chances to correlate tra c originating
from Russian-based client ASes.

Destinations blocked by Russia The combined probabilities for
the ASes hosting websites that are blocked by the Russian state
are presented in Fig. 10. Again, the contour lines highlight data
points at 20%, 40%, 60% and 80% combined probability. In this case,
we see again that there are lower chances to correlate Russian-
originating tra c than those from other countries. Although the
client ASes (Russia) are within regional proximity to our destina-
tion ASes (Russia, Ukraine), the relevant transit ASes do not change
much from our previous results. As an outlier, AS20764 RASCOM
appears with an exit path probability of 52.3%. It is a consequence
of the client AS simultaneously being the transit of the destination
and appearing for a single client (AS20764 itself) only.

Consequently, we assume that a regional attacker (e.g., a
nation-state) is not able to match entry- and exit packets of local
Tor clients.

6. Discussion

Adversaries residing along the path to/from a guard relay and
from/to an exit relay bear the potential to correlate tra c, thus
defeating the very goal of the anonymization network Tor. In this
paper, we applied our previously developed measurement method-
ology (Mayer et al., 2020) capable to detect such potentially ma-
licious players to additional scenarios. In particular, we (a) re-
peated our measurements from 2020 to observe changes over time,
(b) adopted our approach for IPv6 to analyze the threat when us-
ing this next-generation Internet protocol, and (c) extended our
client- and destination sets to investigate the current situation in
Russia where censorship intensi ed after its full-scale invasion of
Ukraine, starting on February 24th, 2022.

Development over time and protocols Our work does not provide
any new impending AS-level adversaries. The probability of an AS
to be on the entry side and/or on the exit side is apart from a
handful of changes stable over time (2020 and 2022) and proto-
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col versions (IPv4 and IPv6). This is good news: The Tor network
and also the underlying routing structure of the Internet remain to
a large extent stable. Tor is able to provide anonymity to users at
a constantly high quality; however, targeted attacks against hand-
picked combinations of clients and destinations in close proximity
cannot be fully prevented (e.g, RASCOM). Beyond, it means that
active measurements like ours do not necessarily have to be per-
formed on a daily basis longer intervals are ne, reducing the
effort for measurements.

Division of roles Major transit ASes like HURRICANE or LEVEL3
are the prime suspects and are indeed capable of performing traf-

¢ correlation for many combinations of client and destination. In
addition, we identi ed networks simultaneously serving multiple
roles, which puts them in a good position for correlation attacks.
For example, the data center operator HETZNER serves as a host-
ing provider for many destinations (e.g.,, major websites); at the
same time, it hosts a high amount of guard relays. In total, they
account for 22.4% of the guard bandwidth. This puts the AS in a fa-
vorable position for correlation attacks: The AS is likely to be part
of a Tor path s entry side due to the many guard relays, and there
is a high chance of it being included in the exit path due to the
many hosted destinations. An operator of a HETZNER-based guard
relay even found that 15% of the relays tra c is forwarded to a
relay within the same AS (Torproject, 2022a).

Ideally, guard relays should be in network terms close to
the clients (e.g., in an ISP), and the exit guards close to the desti-
nation (e.g., in a data center), meaning that HETZNER would be a
good candidate to operate exit nodes. We suggest to take this into
account when deploying new guard- and/or exit relays, either as a
private individual or an organization. An AS-aware circuit selection
algorithm of Tor might also be bene cial but bears the risk that the
chosen ASes allow to trace it back to the origin, see Section 3 on
Related Work. Finally, we argue for increased AS diversity in the
Tor network. Even with simple measurements, we see that the dis-
tribution of Tor relays is skewed. We hope that our measurements
can improve an informed decision of how this diversity should be
achieved.

Russia Since its full-scale invasion of Ukraine, Russian state au-
thorities are blocking access to online information that is not in
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line with the o cial reports. This includes, among others, social
networks, as well as local and independent media outlets. Censor-
ship might be overcome using Tor, and our measurements show
that the chance of deanonymization due to tra c correlation is
low for Russian users. In fact, it is even lower than for users in
Western democracies like Germany or the US (in which informa-
tion censored in Russia is accessible anyway). Beyond, ASes that
have the potential to perform successful correlation attacks are op-
erated by companies in Western countries, further reducing the
risk for Russian users. At the moment, however, the main chal-
lenge is to access Tor: Russian authorities aim to block guard re-
lays, thus hindering the technology s use. The Tor community puts
in a lot of effort to stay ahead of governmental blocking strate-
gies (Dingledine, 2022).

Open source We publish our source code openly available. This
enables other entities such as large relay operators to also perform
measurements. All measurement results gathered through RIPE At-
las are openly available as well and could include valuable results
for the Tor network. We argue that large relay operators should
deploy RIPE Atlas probes in their networks, not only to further im-
prove our (future) results but also to enable other measurements.
Just a few more probes would increase the coverage signi cantly.

7. Limitations and future work

AS coverage Our traceroute measurements are limited by the
current AS-level coverage® of the RIPE Atlas platform. While RIPE
Atlas provides considerable coverage of a country s Internet users
for Western countries (e.g., 92% in Germany and 86% in the US), its
scope in illiberal or censoring states is often constrained. For ex-
ample, the coverage, at the time of our measurements, was 26% in
Russia, declining from 60% in 2020. Due to the current geo-politic
situations and lacking alternatives, we nevertheless opted to for
the inclusion of Russia as our case study. In comparison to Rus-
sia, Chinas Internet population is covered well by RIPE Atlas (83%),
and renders it a candidate for further studies. Additionally, revisit-
ing our measurements with increased IPv6 coverage and support
among Tor relays could yield interesting results in the future.

Selection of client and destination ASes Since tracerouting all pos-
sible client and destination ASes was not feasible, we had to limit
our measurements to a subset of ASes. The chosen AS sets are
intended to re ect the reality best possible, i.e., the client sets
should match ASes that contain actual Tor users and the destina-
tion sets destinations that are actually requested via Tor. A sim-
ple way to determine these ASes would be to capture tra c¢ from
(self-hosted) Tor relays; this, however, raises ethic concers due to
snooping on Tor users and we used popular client and destination
ASes instead. For our case study of Russias full scale invasion of
Ukraine, we used destinations that are blocked by the Russian reg-
ulator Roskomnadzor. We expect these destinations to be accessed
via Tor as Russian Internet users cannot access them in a regu-
lar way; thus, we believe this destination set to be closer to real-
ity than the others. Yet, there are no gures supporting this belief
available.

Adversary granularity While this study speci cally looks for ad-
versaries at the granularity of ASes, there are other ways to group
entities that could perform tra c correlation attacks. In some
cases, organizations act as multiple ASes which means that the
results (i.e., probabilities) of these ASes from our measurements
have to be cumulated. Additionally, powerful nation states or in-
telligence agencies could force compliance of ASes within their ju-
risdiction to form an even more potent adversary. Finally, we ex-
ecuted a single traceroute for each AS pair to determine tra ¢

8 https://www.sg-pub.ripe.net/petros/population_coverage/table.html
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routes. Future research could provide more precise results by do-
ing this in a more ne-grained manner, e.g., by measuring routes
from different network pre xes or regions for every selected AS.

Simpli ed Tor model Our study is based on the traditional model
of Tor covering only publicly known guard- and exit relays. In
practice, Tor s architecture is constantly updated to cope with the
ongoing censorship efforts of nation states like China or Russia.
Therefore, Tor has introduced modular plugable transports (e.g.,
obfs4 bridges, Snow ake proxies) serving as relays which are not
publicly known. This makes it harder to block these relays. We
speculate that these add-ons could have positive effects on the AS
distribution of the entry nodes (cf. Division of Roles in Section 6)
due to being more lightweight, ephemeral, and easy to set up by
inexperienced users (e.g., via a browser plugin). We consider this
aspects to be part of future research.

8. Conclusion

We applied our measurement technology, which was developed
in preliminary work (Mayer et al., 2020), to additional three use
cases. This line of action allowed us to get a broader picture of cur-
rent deanonymization attacks in the Tor network, and to infer ac-
tors with the potential to do so. In particular, we (a) repeated our
measurements from 2020 to observe changes over time for users in
Germany and the US, (b) adopted our approach for IPv6 to analyze
the threat when using this next-generation Internet protocol, and
(c) investigated the current situation in Russia where censorship
has been intensi ed with the beginning of its full-scale invasion of
Ukraine on February 24th, 2022.

We indeed identi ed a small set of ASes with the potential to
perform deanonymization attacks. Most of them are large transit
providers, but we also found an AS which simultaneously hosts
high numbers of destinations and Tor guard relays. Hence, this
AS has a high chance to appear on a Tor circuits entry- and exit
path, and consequently, successfully conducting tra c correlation
to deanonymize individual Tor users. Once again, this exposes the
problems of centralization and shows that there is room for im-
provement regarding the placement of guard-, and exit relays on
the Internet. The former should be close to the clients, the latter
close to the destinations.

While the numbers of individual ASes have changed since 2020,
the overall picture does not reveal a signi cant change for Tor
users in Germany and the US. Just as little does the protocol
choice, i.e., IPv4 or IPv6, have a signi cant impact. We conclude
that the Tor network provides anonymization to its users at a con-
sistent quality. According to our results, Russian users are even less
prone than Western ones to become deanonymized. Tor allows the
former to securely access popular international websites as well as
websites that have been censored. Beyond, the few ASes with the
potential to perform successful deanonymization attacks are oper-
ated by Western companies, further reducing the risk for users in
Russia.
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Appendix A. Client and destination AS sets
Al Client sets

Cooz0 DE va = {AS3320, AS6830, AS31334, AS8881, AS3209,
AS6805, AS553, AS680, ASB422, AS9145}

Coozo us va = {AS7922, AS701, AS7018, AS209, AS20115,
AS22773, AS5650, AS20001, AS10796, AS11427}

Coozz DE va = {AS3320, AS3209, ASB881, AS6805, AS553, AS680,
AS60294, AS24940, AS8422, AS9145}

Coozz Us va = {AS7922, AS7018, AS701, AS209, AS20115,
AS22773, AS5650, AS20001, AS47583, AS20473}

Coozz RU va = {AS12389, AS8402, AS25513, AS42610, AS35807,
AS12714, AS3216, AS8359, AS12668, AS31200}

Cooz2 DE v6 = {AS3320, AS3209, AS8881, AS6805, AS8422,
AS199284, AS60294, AS24940, AS8767, AS680}

Coozz us v6 = {AS7922, AS7018, AS701, AS47583, AS20473,
AS62538, AS20001, AS209, AS22773, AS20115}

Cooz2 RU ve = {AS42610, AS25513, AS202422, AS8331, AS12668,
AS20764, AS50716, AS35807, AS12714, AS15974}

A2. Destination sets

Doozo va = {AS3, AS15169, AS4837, AS24940, AS36351, AS14618,
AS16509, AS14907, AS3356, AS7941}

Doozs Tranco va = {AS15169, AS16509, AS8075, AS4837,
AS14907, AS55990, AS37963, AS132203, AS4134, AS4812, AS47764,
AS29169, AS14618, AS396982}

Doozz Tranco ve = {AS15169, AS16509, AS14907, AS47764,
AS63949, AS3, AS37963, AS197695, AS32, AS14618}

Dao22 RU CENsORED va = {AS200350, AS15497, AS25532,
AS207651, AS9123, AS28907, AS3326, AS197695, AS25521, AS12722}
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ABSTRACT

In current cellular network generations (4G, 5G) the IMS (IP Multi-
media Subsystem) plays an integral role in terminating voice calls
and short messages. Many operators ¥ViFi (Voice over Wi-Fi,
also Wi-Fi calling) as an alternative network access technology to
complement their cellular coverage in areas where no radio signal
is available (e.g., rural territories or shielded buildings). In a mobile
world where customers regularly traverse national borders, this
can be used to avoid expensive international roaming fees while
journeying overseas, since VoWiFi calls are usually invoiced at do-
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1 INTRODUCTION

Mobile network services are a crucial lifeline in today’s society,
given that in 2023 over 5.4 billion people relied on cellular net-
works for connectivity and communication [44]. With 4G currently
being the most used wireless standard and 5G rapidly gaining pen-
etration, numerous operators are actively decommissioning older
legacy networks (2G and 3G), marking the completion of the shift
from circuit-switched to a comprehensive packet-switched network
paradigm.

In the packet-switched domain, operators use VolP (Voice over

mestic rates. To not lose this revenue stream, some operators block IP) based technology to terminate voice calls and messages. Ad-

access to the IMS for customers staying abroad.
This work evaluates the current deployment status of VoWiFi

ditionally to the VOLTE (Voice over LTE) standard, VoWiFi (Voice
over Wi-Fi, also known as Wi-Fi calling) was introduced. While

among worldwide operators and analyzes existing geoblocking VOLTE uses the traditional radio infrastructure that is provided
measures on the IP layer by measuring connectivity from over 200 by the operator as its access medium, VoWiFi is a complementary
countries. We show that a substantial share (IPv4: 14.6%, IPv6: 65.2%8olution that allows the use of third-party wireless networks as an
of operators implement geoblocking at the DNS- or VoWiFi protocol  alternative uplink to the operator. Consequently, customers can
level, and highlight severe drawbacks in terms of emergency calling leverage existing Wi-Fi access points (APs) and continue utilizing
service availability. their mobile phones for voice calls in areas with poor or no cellular
reception.

To support this functionality, operators need to expose parts of
their infrastructure to the public Internet. This opens new possibili-
ties for active measurement studies since it allows the investigation
of exposed parts of a mobile network without requiring any radio
equipment. Moreover, it allows measuring a huge number of inter-
national operators, without the need for sophisticated measurement
hardware at the target locations.

Presumably, the general idea behind VoWiFi is to expand the
cellular coverage to allow uninterrupted service e.g., in rural areas
with weak reception. Thereby, a voice call can be handed over from
ACM Reference Format: VOLTE to VoWiFi, and vice versa, on the y. However, VoWiFi can
Gabriel K. Gegenhuber, Philipp . Frenzel, and Edgar Weippl. 2024. Why also be used completely independent from VOLTE, i.e., it requires no
E.T. Can't Phone Home: A Global View on IP-based Geoblocking at VoWiFi . radio signal at all and also works e.g., when the mobile phone is in
In The 22nd Annual International Conference on Mobile Systems, Applicationairplane mode but has Wi-Fi connectivity. In a mobile world that fa-
and Services (MOBISYS '24), June 3 7, 2024, Minato-ku, TokyoARan.  cilitates seamless transitions across national borders, it thereby can
New York, NY, USA, 13 pages. https://doi.org/10.1145/3643832.3661883 5|50 pe used overseas, possibly allowing customers to escape from
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Networks ! Mobile networks ; Network management Secu-
rity and privacy ! Mobile and wireless security
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geoblocking, telecommunication, roaming, cellular networks, mo-
bile networks, VoWiFi, Wi-Fi calling, IMS, net neutrality, censorship,
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2 airtel

Q22) Can | use WiFi calling in International Roaming?
No, you cannot use WiFi calling in International Roaming.

Permission to make digital or hard copies of part or all of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for pro t or commercial advantage and that copies bear this notice and the full citation
onthe rst page. Copyrights for third-party components of this work must be honored.
For all other uses, contact the owner/author(s).

MOBISYS '24, June 3 7, 2024, Minato-ku, Tokyo, Japan

' 2024 Copyright held by the owner/author(s).

ACM ISBN 979-8-4007-0581-6/24/06.

https://doi.org/10.1145/3643832.3661883

Figure 1: An Indian operator states in the FAQs [2] that
VoWiFi cannot be used during international roaming.
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Figure 2: (Simpli ed) LTE network architecture for VOLTE
and VoWiFi.

expensive roaming fees. In practice, some operators are actively
denying their customers access to VoWiFi from foreign countries,
as the screenshot in Figure 1 shows.

This paper aims to o er a comprehensive overview of the global
deployment of VoWiFi and analyzes geoblocking measures of world-
wide operators. More speci cally, we use commercial VPN- and
cloud services to simulate customers connecting from a diverse set
of distinct foreign locations and to thereby determine geoblocking
measures.

In summary, the main contributions of this paper are as follows:

We propose a methodological approach to discover exist-
ing VoWiFi deployments and to probe them for IP-based
geoblocking measures.

We map the current VoWiFi support at worldwide operators,
analyze the used infrastructure and give an overview of the
latest global market penetration.

We probe worldwide operators for IP-based geoblocking
both at the DNS- and VoWiFi-protocol levels and provide an
overview of current practices.

The remainder of the paper is organized as follows. Section 2
introduces the topic by providing background knowledge on the ar-
chitecture and implementation of VoWiFi. In Section 3, we describe
our methodological approach to discover and probe the VoWiFi
infrastructure of global operators. Section 4 presents the results that
were collected throughout this study and Section 5 brie y outlines
related studies. Finally, we discuss our results and limitations in
Section 6 and draw nal conclusions in Section 7.

2 BACKGROUND

Figure 2 compares VOLTE and VoWiFi within a simpli ed cellu-
lar network architecture. For the sake of clarity, we've excluded
several nonsubstantial components. Furthermore, we stick to the
terminology that was speci ed in LTE, while later generations of-
ten introduced new names for similar components or services (e.g.,
VOLTE is called Voice over New Radio (VONR) or Voice over 5G
(Vo5G) in the fth network generation).

3GPP AccessVoice over LTE (VOLTE). As shown in the upper

path of Figure 2, the User Equipment (UE) attaches to a base sta:

tion (Evolved Node B (eNB) in LTE) via the Radio Acces Network
(RAN). The Serving Gateway (S-GW) and the Packet Data Network
Gateway (P-GW) within the Evolved Packet Core (EPC) system

Gegenhuber et al.

are responsible for assigning IP addresses to Access Point Names
(APNSs) and for routing and forwarding the tra c to external Packet
Data Networks (PDNSs). Finally, the Proxy Call Session Control Func-
tion (P-CSCF) acts as a Session Initiation Protocol (SIP) proxy and
is the ingress point to the IP Multimedia Subsystem (IMS). All data
tra ¢ between the UE and the P-CSCF is encapsulated in an IPsec
tunnel. The UE can then directly send SIP messages, e.g., after suc-
cessful establishment of the IPSec tunnel it can seSIRREGISTER
request to the IMS core network. While SIP is used for signaling,
the actual audio stream of a call is transferred via the Real-Time
Transport Protocol (RTP).

Non 3GPP AccessVoice over WiFi (VoWiFi, Wi-Fi Calling).

In this scenario (lower path of Figure 2), the UE does not use the
operator's RAN, but connects via amtrustedWi-Fi Access Point
(AP). More speci cally, it establishes another IPsec tunnel to an
Evolved Packet Data Gateway (ePDG) that is accessible via the
public Internet. After successful authentication of the UE (via its
IMSI and the cryptographic keys that are saved on the SIM card) and
establishment of the IPSec tunnel between UE and ePDG, all tra c
is forwarded to the IMS via the P-GW. Note that for VoWiFi, the
SIP tra c is actually wrapped within two di erent IPSec tunnels
(i.e., the rst between the UE and ePDG, and the second between
the UE and P-CSCF).

Internet Protocol Security (IPsec). As described above, VOLTE
and VoWiFi heavily rely on IPSec [16] for authentication and tra ¢
encapsulation. To set up a Security Association (SA) it uses the
Internet Key Exchange (IKE) protocol. More speci cally it uses
IKEv2 [26, 27] with EAP-AKA [4] (Authentication and Key Agree-
ment) for key derivation and thereby leverages the SIM card’s secret
keys to obtain a new session key. The negotiation can be divided
into two phasesIiKE_SA_INITthat negotiates the ciphering suite
and other security parameters, andE_AUTWhere the SIM card
authenticates by solving a random challenge using its secret keys.

3 METHODOLOGY

VoOWiFi calls are usually issued via domestic Wi-Fis, i.e., the cus-
tomer’s location can be inferred by looking at the client’s IP address.
For VoWiFi, the UE needs to communicate with at least two servers,
as shown in Figure 3. After discovering the responsible ePDG IPs
via DNS (1, 2), the UE establishes a secure connection to the ePDG
(3, 4, 5) that will be used to terminate calls and messages.

There are multiple ways for an operator to block VoWiFi based
on a subscriber’s IP address:

DNS.Global companies often use GeoDNS (also GeolP) to minimize
network latency by pointing their clients to a geographically close
server. Similarly, this can be used for geoblocking, by con guring
the responsible DNS server to ignore queries that stem from un-
wanted client countries. Due to caching and the recursive manner
of DNS, this method is relatively inaccurate and might nevertheless
leak IP addresses. Finally, there are relatively easy anti-blocking
techniques, e.g., skillful customers can use custom DNS servers or

manually add host entries to circumvent geoblocking.

ePDG.To achieve more e ective blocking, operators can also im-
plement measures at the ePDG. As an example, an operator could
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Figure 3: To connect via VoWiFi, the client fetches the ePDGs Figure 4: A containerized architecture isolgtes indgpendent
IP address via the DNS server and starts the IKE negotiation measurements and enables parallel execution for simple up-
with the ePDG. scaling.

this requires a more complex approach, that uses di erent locations
worldwide to issue DNS requests in an authoritative manner.

To cope with these needs we use a containerized infrastructure
that leverages Virtual Private Networks (VPNSs) for global distri-
bution of DNS requests. Figure 4 describes the approach in detail:
the VPN container connects to an existing VPN, providing Internet
connectivity to the measurement container. The measurement con-
tainer runs a localinbound resolver that is con gured to resolve
DNS requests in an iterative manner (i.e., to get the IP addresses
from the authoritative server). All DNS requests to the local server
are issued withmassdn’

The VPN container is built upomluetur?. Thereby our setup
works with any OpenVPNor WireGuardserver and already im-

: plements native support for many consumer-grade VPN services
3.1 Mappmg DNS _Records ) ) (e.g., ProtonVPN, NordVPN, CyberGhost). To quickly achieve broad
The Fully Quali ed Domain Name (FQDN) of an ePDG is specied  ¢qyerage, we purchase several VPN services and additionally use
in 3GPP TS 23.003 [12] and can be built from an operator's Mobile 4103 to implement automatic generation of ephemeral Amazon
Country Code (MCC) and Mobile Network Code (MNC): EC2 instances that are spawned in all available AWS Regions and
epdg.epc.mncfy}.mec{x}.pub.3gppnetwork.org act as WireGuard-based relays. Table 1 provides a summary of the

) o . utilized services along with the corresponding number of countries
According to the speci cation, the MCC (x) always consists of  aqvertised by each service.

three decimal digits, while the MNC (y) can be either two or three

decimal digits. The rst digit of the MCC is allocated accordingto 3 2 Discovering DNS Records
the geographic region of the operator and thereby easily allows
to di erentiate operators based within di erent continents e.g.,
Europe or North America.

If we want to get an exhaustive list of ePDGs from all operators
around the globe, requesting the IP addresses via normal (recursive)
DNS requests (i.e., o oading them to popular DNS servers like
Cloud are or Google) from one central location does not work, or
would at least yield imprecise or non-deterministic results (e.g., due
to caching, Anycast routing, etc.). To make recursive DNS servers
query for geographically close IP addresses, the eDNS Client Sub-
net (ECS) [7] mechanism allows propagating the client’s IP address
range (usually @24 subnet) to the authoritative DNS server. How-
ever, some DNS servers (e.g., Cloud are [6]) do not enable ECS dueli_
to privacy concerns. Also, we found several operators’ authorita- ZEngizg:g‘]ﬂg-zgmﬁ'l;‘l':;ﬁ‘s'-cfﬁi’ggz‘;‘;’;zns
tive DNS servers do not support ECS and therefore solely use the 3hngs§,,githubjCom,qdmlz,g,uetun
request’s IP address as baseline to build their responses. Addressing*https://github.com/boto/boto3

simply deploy rewall rules on their ePDGs to drop packets from
IPs that do not belong to the domestic country. Additionally, oper-
ators could develop more complex rules that only permit speci ¢
premium userg¢identi ed by their IMSI), or also check the latest
roaming status (via radio) of a subscriber before deciding whether
to block the connection. To achieve worldwide coverage in our
study, we decided to focus on straightforward IP-based rules be-
cause it does not require the acquisition of SIM cards of the tested
operators.

To allow structured testing, our methodological approach is
divided into two steps: (i) mapping DNS records and (ii) probing
the actual servers.

To discover existing ePDGs, we simply construct a list of all possible
MCC and MNC combinations, resulting in 1.1 million domain names.
We use the presented infrastructure to resolve these domain names
(Aand AAAntries) from globally distributed vantage points. For
all CNAMEsponses, we iteratively resolve the referenced domain
until a nal response is returned.

After retrieving the correspondinddand AAA&ntries for a do-
main we can generate an exhaustive list of all ePDGs. For entries
that only occur within speci ¢ client countries, we derive that the
operator is possibly using DNS for load balancing, to reduce latency,
or as a geoblocking measure.
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Service Countri¢s  IPv6 Support an abstract perspective, only a single DNS request is required to nd
the IP addresses that are currently associated with a domain name

Amazon EC2 (Cloud) 23 X . . ; . )
(from a particular location). In practice, however, this theoretical
Cloud are WARP 120 X ; }
assumption does not hold. In fact, rst of all, a client needs to nd
CyberGhost 91 . . .

: the responsible authoritative nameserver by querying the root and
hide.me 50 X ) .
HideMyAss 210 Top Level Domain (TLD) servers before the actual query is sent.

Additionally, when asked for a\or AAAAecord, the authoritative
IVPN 36 X . )
nameserver can refer to another domain by returnin@CalAMeERtry.
Mullvad 43 X } . A
NordVPN 60 To cover this, we subsequently resol@NAMthains until a nal
) response (i.e., eitheW AAALr NXDOMAII reached. Lastly, we
Private Internet Access 84 . . A
ProtonVPN 68 enable rigorous caching at our locahboundinstance, to prevent
repeated queries and lower the amount of actual requests issued to
Surfshark 100
_ _ external servers.
& As advertised by the VPN/cloud service. We experienced that most authoritative nameservers return a
Table 1: Overview of VPN and cloud services that were used complete list of all IP addresses that are assigned to the requested
to distribute our measurements across the globe. domain name. In contrast, some nameservers only answer with

a single IP and withhold the rest of the addresses that are also
assigned to the requested domain name. While it is relatively easy
to request all IP addresses for the rst case, the latter complicates

3.3 Probing Servers via IKE Initialization the matter and can only be tackled by querying the desired resource
To scan for IP-based geoblocking at the ePDG server, we can simply over and over again.

IeVerage the containerized infrastructure that was used to distrib- Lasﬂy‘ some nameservers are con gured to return IP addresses
ute our DNS requests in the previous section. Within the measure- deterministically, depending on the source of the request.
ment container, we run a Python script that iterates over all IP In our approach, we split the requests into two phases (executed

addresses that were discovered in the previous step, trying to do consecutively at every location), retrieving all availatiand AAAA
anlKE_SA_INITexchange (step 3, 4 in Figure 3). The scriptlogs its - records respectively.
current public IP address and whether the ePDG servers respondto | addition to the original strategy where we query for all possi-
the sent initialization paCket. Any server that does not answer the ble hostnamesc(omain discoveoywe also ran some instances on|y
rst packet is probed repeatedly (i.e., ve times) with an added back- querying domains already discovered in previous rounds. This was
0 period. After querying a server’s status from di erent source  done to reduce the overall number of queries necessary to nd all
IP addresses we are able to determine whether the operator drops |p addressedR discoverythat exist for a single domain.
requests that are issued from unwanted countries. Overall, we ran 8,555 domain discovery and 47,902 IP discovery
The second phase (step 5 onwards in Figure 3) of the IKE pro- scans that were distributed across 219 countries.
tocol requires additional parameters like a subscriber’s IMSI and
cryptographically signed challenges that prove the identity of the Collec_:ted P Ad_drgsses. Table 2 shows the amount of collected
customer. Since we want to get a big picture of global geoblocking domains and (distinct) IP addresses. Overall, we collected 1426 (
practices and because it is not feasible to get access to SIM cardsdnd 66 AAAPdomain-to-IP mappings. However, many IP addresses
of a considerable amount of all worldwide operators we focus on  ©CCUr multiple times within one country, e.g., when an operator
detecting geoblocking relying on simple rules, such as dropping ccupies multiple MNCs or whe_n a Mobile V|rtl_JaI Netvv_ork Opera-
packets from unwanted IP addresses. tor (MVNO) uses the ePDG of |t§ parent provider, which reduces
Therefore, the results of our methodology provide a lower bound  the setto 7254 and 40 AAARunique ePDG IPs. About 7.3% of
on the number of operators that deploy geoblocking for VowiFi. !l domains support dual-stack (i.e., they have bothA&and AAAA
While our results in Section 4 show that we're able to detect a  €Ntry). For all foundAAAAecords, there is also a correspondifg
great share of blocking operators, we outline potential factors that €Ntry; i-e., there is no operator that runs the ePDG via IPv6 only.

restrict the detection capabilities of our method in Section 6.1. The vast majority of providers use three digits for the
MNC in their ePDG domain, while/odacorg,gos. . (Tanzania)
4 RESULTS AND EVALUATION is the only one that reserves an additional two-digit domain

(i.e., epdg.epc.mnc04.mcc640.pub.3gppnetwork.org, serving

We started with some preliminary exploratory m rements in . S
e started some pre ary exploratory measurements the same IPs as its three digit counterpart.

May 2023 and subsequently improved our measurement methodol-
ogy. The majority of our measurement results were obtained within ~ Geographic Location of ePDGs. To determine the country of
a condensed measurement campaign during July and August 2023 origin for an MNO (by its MCC), we rely on the most recent version
(DNS discovery: Jul 13th to Aug 15th, IKE probing: Jul 13th to Aug of Android’s MCC table [1], which is based on T-SP-E.212A [25]
22th). standardized by the International Telecommunication Union (ITU).
When citing a particular operator, we employ the notation  To geolocate IP addresses we use the free MaxMind Geolite2 data-
CarrierNamey »4 bas€. The MCC country of an ePDG and the location of an ePDG
As explained in Section 3.1, we issue DNS queries for all possible
domain names from multiple clients distributed worldwide. From  Shttps://dev.maxmind.com/geoip/geolite2-free-geolocation-data
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IPv4 IPv6
Region (via MCC%} Countries® Domains IPs Countrie8 Domains IPs
0 Test networks 0 0 0 0 0 0
2 Europe 41 148 311 8 9 16
3 North America & Caribbean 20 69 127 2 2 7
4 Asia, Middle East 21 133 164 3 17 11
5 Australia, Oceania 9 32 60 1 1 3
6 Africa 8 14 22 1 1 2
7 South- & Central America 9 26 40 1 1 1
9 Worldwide® 1 1 1 0 0 0
Total 109 423 725 16 31 40

a digits 1 and 8 are not speci ed®? according to the MCC.€ Satellite, Air, Maritime, Antarctica.
Table 2: Encountered ePDGs via DNS discovery, grouped by MCC region. For Test networks we found no public DNS entries.

according to its IP addresses do not necessarily need to be iden{G1) Returning Multiple IPs for Redundaritiyis group contains all

tical. However, the majority of the operators use ePDGs that are
hosted within their own network range and country. In most cases
where the ePDG is not located within the MCC country, it is hosted
within close proximity (i.e., in a neighbouring country). We no-
ticed that this practice is especially popular with relatively small
countries (e.g.Tele2,46024702.in Latvia and Lithuania via Swe-
den,Oranggp7ogg.in Luxembourg via Belgium o€laro ;74g10.in
Uruguay via Argentina) and in Caribbean island countries (e.g.,
Flow,36584@64390.1N Anguilla and the Bahamas via Jamaica). An
outlier with no geographical proximity of MCC and ePDG coun-
try is Tata Communicationsgpz47, Which is based in the United
Kingdom but uses an ePDG located in the United Stal$X
Connectgo;3g,, the only operator we found within the World-
wide MCC range, is pointing to an ePDG IP hosted in Luxembourg.
For IPv6 we do not see any divergences between MCC and ePDG
country.

Non-Routable IP Addresses. While the majority of returned IP
addresses lie within public address ranges, some results are not pub-
licly routable. For example, Germaroiceworks,pgo00. and Italian
Wind Trepooggo299 return loopback IP addressesd7.0.0.1 and
127.0.0.9 ). Obviously, these addresses will not work in practice
and were presumably just deployed as a placeholder or for internal
testing purposes.

For IPv6, we see several providers referring to their IPv4 sib-
lings. More speci cally,Three Mobile,p3594, (United Kingdom)
and M@dit@ldcorgpsoo. (Morocco) use the NAT64 IPv6 transition
mechanism [38] via the54:ff9h::/96 pre x and Maxis,gg012..
(Malaysia) refers to its IPv4 sibling via an IPv4-Compatible IPv6
address (deprecated in RFC4291 [9]).

4.1 Analyzing Di erences in DNS Responses

We experience several cases where the returned DNS results deviate
for repeated queries from di erent locations. For every IP address
thatis returned for a speci ¢ domain, we inspect the set of countries
from which we were able to discover this IP address. Additionally,
we also count the number of occurrences per country.

By inspecting these results, we can group the DNS servers ac-

domains where the DNS server directly returns all IP addresses
that are associated with the queried hostname (without dif-
ferentiating by the client’s location). The vast majority of all
domains (at least 78%f all IPv4 domains) show this behavior.
Responding with a greater set of IP addresses makes sense
from an availability perspective: a client that wants to con-
nect to a service can always switch to another IP address if
something goes wrong when connecting to the rst endpoint.
Additionally, due to round-robin DNS [5], this will also enforce
automatic load-balancing across all associated IP addresses.
While the median number of IP addresses that are returned
is only two, some operators return a greater number of IPs.
For instance, the maximum number that we discovered was
Telekomypeo01. (Germany) where all 12 IPs that exist for their
ePDG domain are instantly returned by the responsible DNS
server.

Using DNS for targeted Load-balanci®gme operators do not
disclose all IP addresses in every DNS answer, but just return
a subset (often just a single entry) of their responsible IP ad-
dress pool. In this case, every request receives a partition of
the address pool without any speci ¢ bias or determination
(regarding the request’s source location). Therefore, we as-
sume that this is just used as a load-balancing measure, e.g.,
to balance clients among existing servers and that there is no
intention to use this to block any resources. Additionally, the
operator could use this for A/B testing or more ne-grained
balancing based on the current network status, e.qg., by pur-
posefully forwarding clients to servers that currently have free
resources.

T-Mobile ,31024@10260. (United States) stands out as the pri-
mary example within this category, as they provide a total of
39 IP addresses for each of their domains. All ePDG servers
were in deployment concurrently (i.e., discovered during vari-
ous scans in the same time period) but their DNS server only
answers with a single IP per request, as described above. Sup-
posedly, the returned IP is selected randomly, as we do not see
any location bias.

cording to their characteristic behavior: 6According to our simple heuristic algorithm.
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IPv4 IPv6

Service Countries Measurements Countries Measurements
Amazon EC2 (Cloud) 21 2,456 22 2,212
Cloud are Warp 208 8,934 208 7,417
CyberGhost 90 4,025 0 0
hide.me 49 1,994 46 1,641
HideMyAss 207 2,969 0 0
IVPN 36 3,975 34 791
Mullvad 34 1,930 33 1,538
NordVPN 59 2,166 0 0
Private Internet Access 83 5,337 0 0
ProtonVPN 68 3,801 0 0
Surfshark 100 4,562 0 0
Total 219 42,149 208 13,599

Table 3: To achieve global coverage and to improve diversity of our client-side vantage points, we evenly distributed the IKE
probing measurements to numerous VPN- and cloud services. Surprisingly, Cloud are Warp provided far more countries than
advertised in the service description (120 advertised vs. 208 actual countries). While they only list locations of their data centers
the service presumably also uses smaller edge locations as exit points.

Using DNS for Geolocational Groupifigain, only a single above) Vodafongpgopp. actually respects ECS queries, mak-

entry of a bigger address pool is returned. Additionally, the ing it possible to easily demonstrate the Iterirfy While most

returned address is determined by the source IP address. Ana-
lyzing the IPs returned for speci ¢ countries, we see that the
operator uses predetermined IP addresses to serve customers
in di erent locations. For exampleReliance Jio ,o5874"
(India) clearly separates their domestic and foreign users. All
queries issued within India received IP addresses that never oc-
curred within any other country. For their external customers,
we could not see any further di erentiation (i.e., customers in
Europe usually get the same responses as customers in Amer-
ica or Africa). Additionally, we noticed that their DNS server
does not support the eDNS Client Subnet (ECS) [7] mechanism.

of the queries that were able to discov®odafonepgogo’s
ePDG were issued within Germany, the DNS server occasion-
ally answered requests from external countries (e.g., several
close countries like Austria, and Ireland, but also more distant
countries like Kazakhstan and Japan). We tried to investigate
what caused these false positives and checked the IP infor-
mation of several results according to the MaxMind database.
We found, that many misclassi ed IPs had Germany set as
theregistered_country (an additional meta-information in
the database), although delivering an external country as the
primary hosting country.

Therefore, the only way to discover their local IP addresses is

to issue DNS queries from a location within India. IPv6. Again, the vast majority (over 90 %) of all domains that return
Regular use cases for this behaviour include its utilization for AAAecords can be found within the rst groufG1). Additionally,
structural grouping of customers based on their location, or  we found members and(G3), namely IsraelCellcom,4os02,.
reducing latency by pointing to geolocationally close servers replying with a single IP chosen without any visible location bias
that are close to the customers (GeoDNS). Additionally, this  ((G2)) during a transition period switching their ePDG server, and
behavior could be used to block the resource by returning an - Canadian Bell,gg2610, that serve their customers with dedicated
IP that does not accept any connections from the requester’s  |Ps that are (vaguely) grouped by geographic region. In contrast to
location. To check whether this is the case, we need further |Pv4, we did not see any operator that used DNS for geoblocking
analysis, i.e., we need to check whether the ePDG response purposes.

di ers between all returned IP addresses (cf. Section 4.2).

Using DNS for Geoblockirignally, operators could only an- 4.2 Probing VoWiFi Servers

swer local DNS queries and simply block or drop any external  After identifying the ePDG target IP addresses, we need to inves-
requests, to prohibit their customers from accessing the IMS tigate whether the ePDG accepts connections from di erent geo-

via Wi-Fi when being abroad. In our results, we found that  graphic regions. To distribute our measurements across the globe,
Vodafongypgoo2. (Germany) is only serving its ePDG IP ad-  we again use our containerized architecture that leverages various
dresses for DNS requests from appropriate client IPs. This was VPN- and cloud services.

occasionally noticed by actual customers, as we also found

anecdotal evidence [3, 53, 55, 45, 23, 52] within several posts
on blogs and online forums. In contrast ttio ;405874 (S€€

Data Sources and Covered Countries. Both MaxMind [39] and
Android’s MCC table [1] link entities (i.e., IP addresses, operators) to

7Jio also uses 21 other MNCs that were shortened for the sake of visibility. 8Example queries are shown in the Appendix A.1
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Dual-stack (1) IPv4 only (2)
No coverage & no VoWiFi (3) Missing coverage (4)

Figure 5: Leveraging VPN and cloud services, we reach de
facto worldwide measurement coverage.

a geographical region (i.e., d80 3166-124] country).I1SO 3166-1
currently comprises 249 countries, and each can be linked to its
corresponding continent.

In total, we issued more than 55,700 IKE scan rounds, that were
executed from 219 di erent countries for IPv4 and 208 for IPv6
respectively. Table 3 gives an overview on how the measurements
are distributed among countries and services.

The number of countries we used for scanning greatly exceeds
the number of countries where operators actually support and use
VoW Fi in practice. To maximize the scope of our study and gain a
defacto worldwide view, we scanned from all 219 available countries.
More speci cally, this was done i) to maximize the discovered DNS
entries in case of DNS-based blocking, and ii) to also detect blocking
of countries that do not have VoWiFi yet, but are blocked by foreign
operators (e.g., for political reasons).

4.2.1 Measurement Coverage and Domestic R&3ultmeasure-
ments are limited by the countries that are available via our VPN-

MOBISYS '24, June 3 7, 2024, Minato-ku, Tokyo, Japan

500
b ) .
4
¥
” )
No geoblocking (1) DNS entry only (2)
Blocked[IKE] (3) Blocked[DNS] (4) No VoWiFi (5)

Figure 6: Summarized results or our DNS discovery and IKE
probing measurements.

two countries with missing coverage (i.e., French Polynesia and
La R@union) are very small and thereby not visible on the global
map (4).

We scan every IP address that was discovered via DNS in the
previous step (Table 2) from all available countries. However, not
all endpoints are reachable and actually respond to requests. Pre-
sumably, some of the DNS entries are only set for testing purposes
and are in fact not in active use. Table 4 reduces the original DNS
set by removing all IPs that do not answer requests from any pos-
sible location (i.e., not even when connecting to the ePDG from a
domestic IP address).

Dealing with Inaccuracies. Besides blocking according to a user’s
location, operators might also block the usage of popular VPN ser-
vices or cloud infrastructure as a connection relay. More speci cally,
they might block some of our VPN services, or Autonomous Sys-
tems (ASes) that are commonly shared among popular VPN services.
Furthermore, not all operators use MaxMind as their geolocation

and cloud services. We cover 107/109 (IPv4) and 16/16 (IPv6) of ourproker, introducing potential inconsistencies between our classi ca-

target countries (target territories de ned by the DNS discovery).

tion and the actual geolocation at the operator’s sides. Additionally,

The two countries we are missing for IPv4 are both overseas de- \ye might occasionally experience connection hiccups within our

partments of France, which are relative'ly small countries: French scan infrastructure (e.g., when the used VPN unexpectedly closes
Polynesia (one operator) and La RZunion (two operators). Within the current connection). Lastly, some ePDGs seem to be very sen-
French Polynesia, the single operator that was discovered via DNS gitive and do not accept repeated connections from the same IP
(Orass470s) responds to IKE requests from all over the globe and  5qdress, simply ignore IKE handshakes that contain inappropriate
thergby is not geoblock'ed. The same holds true for one Reunionese cipher sets or go on/o ine (i.e., experience downtimes) through-
carrierZeope4704), while the second onedranggeazoo), was not out our measurement study. To cope with these instabilities, we
responsive from any country we scanned from and thereby is out - randomly switch VPN servers between subsequent measurements
of scope of our measurement coverdggigure 5 gives an overview  and aim for a big and diverse set of VPN services and realized
of the global scope of our measurements: We've accomplished dual- easurements.

stack connectivity in nearly all covered countries (1) and have some  a|so, we use theesponsiveneéise., the percentage an ePDG was
countries with IPv4 only coverage (2). Several countries that were reported as responsive) of the domestic case haselineto decide

not available via our scan infrastructure do not have VoWiFiyet (3), \yhether the server was blocked in a roaming case. As a matter of
i.e., there are no DNS entries for any ePDG within that area. The precaution, we consider some space for generous error bounds (e.g.,
9For the remaining paper, we've treated it as a non-responsive ePDG, although techni- when we or the operator m.'SCIaSS”y the VPN IP and as;ume the
cally it could be geoblocked and merely reachable via the home country (La Reunion). Wrong country) by only agging an area ageoblockedvhen it has
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IPv4 IPv6

Region (via MCC) Countri€¥  Domains IPs Countrie8  Domains IPs

2 Europe 37 90%128 86% 271 87% 5  62% 5 56% 9 56%
3 North America & Caribbean 19 950661 88% 113 89% 1  50% 1 50% 5 71%
4 Asia, Middle East 19  90pEl22 92% 141 86% 3  100% 16 94% 8 73%
5 Australia, Oceania 9 10028 88% 49 82%| O 0% O 0% O 0%
6 Africa 8 100% 12 86% 19 86% O 0% O 0% O 0%
7 South- & Central America 9 100%24 92% 35 88%| 1 100% 1 100% 1 100%
9 Worldwide® 0 0% 0 0% 0 0% 0 -1 0 -] 0 -
Total 101 93% 375 89% 628 87% 10  62% 23 74% 23 57%

b according to the MCC.© Satellite, Air, Maritime, Antarctica.
Table 4: Overview of ePDGs responding to our IKE scan from at least one vantage point. The percentage columns compare the

values to the results of the previous step (i.e., the values in Table 2).

less than 10% of the assumiedseline responsiveneBsereby, the neighboring EU countries. In contrast, intra-EU roaming via regular
responsiveness remains comparable and we can correctly classify radio access is possible without additional costs in these countries,
an ePDG, even when unexepcted events occur, e.g., when the ePDGdue to the Roam Like At Home (RLAH) doctrine [15]. As an ex-
server experiences a downtime during our measurement campaign. ception, we've found a single Slovakian operator with worldwide
Also, this approach allows us to more accurately ag a country as geoblocking that speci cally exempts EU/EAA countries from the

geoblockedven when we get responses in a minority of cases due
to geolocation errors from the operator.
We do not di erentiate between a successtlE_INIT phase and

blocking.
While most operators employing large-scale blocking within
Asia are based in India (15/37), we've also discovered geoblocking

a received error message. For example, when the ePDG respondsat operators from Hong Kong, Israel, Japan, Pakistan, and Singapore.

with a NO_PROPOSAL_CH®DSEN indicate that the o ered ci-
phers are not accepted by the gateway we assume that there is no
geoblocking for this client IP since a response packet was received
(i.e., there is no IP-based blocking for this location).

4.2.2 Roaming Resultye found geoblocking at the IKE layer in
various forms and granularities. For example, the target area of the
blocking can be rather big (e.g., blocking all foreign connections)
or small (e.g., only blocking a speci ¢ set of target countries). The
con dence and robustness of our classi cation results (whether a
server blocks by location or not) corresponds to the amount and
diversity (e.g., IP- and AS diversity) of our measurements within that
area. Therefore, we automatically classify global and continental
geoblocking, but rely on manual inspection to identify country-level
geoblocking, due to reduced diversity in small target countries. A
domainis only agged as geoblocked, when we observe geoblocking
for all corresponding IP addresses.

Large-scale Geoblocking. According to our results, we experience
global geoblocking for 12.5% (IPv4) and 65.2% (IPv6) of all teste
domains. If we extend this to domains that are blocked from at least
one continent (while being reachable from other areas) the percent-

age increases to 14.6% for IPv4 and remains unchanged for IPv6.

Table 5 shows the detailed roaming results of our IKE probing. Over-
all, our measurements show that geoblocking is especially common
within Europe and Asia but there are also continents without any
large-scale blocking at all (e.g., North and South America).
Interestingly, we found numerous operators in European coun-
tries (Austria, Czech Republic, Denmark, France, Hungary, Lux-
embourg, the Netherlands, Norway, Romania, Sweden, and the
United Kingdom) with large-scale blocking measures. Moreover,
many operators within the EU also block connections from their

Lastly, the remaining operators were found in Australia and South
Africa.

The overall results are visualized in Figure 6. For the majority of
countries there was no large-scale geoblocking discovered (1). Some
territories had DNS entries for an ePDG, but did not respond to any
of our IKE scans (2). Moreover, we found geoblocking measures
via IKE (3) and DNS (4) scans. Finally, some countries do not have
DNS entries for ePDGs at all and therefore do not support VoWiFi
yet (5).

Country-targeted Geoblocking. In some cases we see more ne-
grained blocking or exemptions from large-scale blocks. For exam-
ple, one Australian operator that generally blocks foreign IPs specif-
ically allows connections from other Oceanian (e.g., New Zealand)
and Asian (e.g., the Philippines, Malaysia , China) countries.
However, we also see country-targeted blocking within conti-
nents and countries that otherwise do not engage geoblocking. For
example, an Israeli operator speci cally blocks several African (e.g.,

dLybia, Algeria) and Asian (e.g., Iran, Iraq) countries, despite their

geographical proximity. Moreover, several operators, e.g., in the
United States or Ecuador, block connections coming from Russia or
Ukraine, potentially for political or security reasons.

IPv6. For IPv6, we've detected geoblocking for 65.2% of all tested
domains. However, these numbers are only caused by operators
from two distinct countries: India and Japan. Compared to 1Pv4,
the overall percentage is higher because India is among the lead-
ing nations when it comes to IPv6 adoption and simultaneously a
country where geoblocking at VoWiFi is fairly popular.
Interestingly, we've found one Hungarian operator that supports

both IPv4 and IPv6 and blocks external connections only on the IPv4
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IPv4 IPv6

Region (via MCC) Countrie¥ Domains Countrie¥ Domains
2 Europe 12 32%19 15% 0 0% 0 0%
3 North America & Caribbean 0 0% 0 0% 0 0% 0 0%
4 Asia, Middle East 5 26%32 26% 2 67%| 15 94%
5 Australia, Oceania 2 22% 3 11% O -1 0 -

6 Africa 1 12% 1  8%| 0 -1 0 -

7 South- & Central America 0 0% 0 0%| 0 0% 0 0%
Total 20 20% 55 15% 2 20%| 15 65%

b according to the MCC.
Table 5: Overview of ePDGs where we encountered large-scale (global or continental) geoblocking. The percentage columns
relate the values to the parent population of responsive ePDGs in the corresponding area (cf. Table 4).

stack. Thereby, customers could circumvent the blocking by simply and signi cant portions of the world remain without regulatory

connecting via IPv6 (a similar phenomenon has been discovered by measures.

previous research [8]). McDonald et al. [40] proved the prevalence of geoblocking prac-
Overall, the available geolocation data seems to be more accurate tices in the Internet by nding geoblocking atlarge CDNs for nearly

for IPv6 because compared to IPv4 we see less blurring (i.e., all of the 177 examined countries.

for each distinct country the responsiveness is either 0 or 100%). Additionally, Kumar et al. [31] analyzed the mobile app ecosys-

tem from vantage points in 26 countries. Aside from geoblocking

being a common practice in the mobile app eld they also found

geodi erences occurring between di ering countries (i.e., develop-

ers shipping di erent versions of an app to speci c regions).

Revisited: Reliance Jio ,405874 India. As stated in Section 4.1,
we found that this operator clearly separates the IP addresses that
are returned via DNS for local and external customers. Analyzing

the two subsets (i.e., local, and external) at the ePDG layer, we see Lo ;
- - . ; Lastly, geoblocking is often introduced as a governmental censor-
that this behavior also reoccurs when connecting to the gateway: . ) e
. ship measure. Ramesh et al. [47] showed, that ever since Russia’s
The set of local IP addresses does not accept any connections from ) L
) : . . invasion of Ukraine in February 2022 there are geofences be-
abroad. Interestingly, this behavior is also mutual, i.e., the external

. o . tween Russia and the rest of the world. Thereby, Russian users are
ePDG does not accept any local connections from India either. Since . . .
. A not able to consume Western news or social media and Russian
a customer can thereby establish a connection to an ePDG from } L ] . .
. ) . ) ) government domains remain inaccessible from regions like the EU
any location we did not account this behaviour as geoblocking.
C ) . . and US.
However, the existing separation mechanism could possibly be
used to di erentiate or block at a later stage. VOLTE and VoWiFi Security. Prior research discovered numerous
security- and privacy-related vulnerabilities in VOLTE and VoWiFi.
For example, Kim [29] showed that early VOLTE deployments were
prone to data tra c free-riding attacks since the packet-switched
voice channel provided an unmetered breakout to the public Inter-
net. Furthermore, both VOLTE and VoWiFi were found to occasion-
ally leak precise subscriber info (e.g., Cell IDs) via the underlying
SIP tra c [30]. Additionally, VoWiFi is vulnerable to IMSI catching
attacks [42, 43].

More recently, Lu et al. [33], Xie et al. [56], and Lee et al. [32] pre-
sented practical Denial of Service (DoS) attacks for VoLTE and/or
VoWiFi. Moreover, Hu et al. showed that VOLTE’s emergency ser-
vices are also vulnerable to DoS and free-riding attacks [22].

In 2023, the Google Project Zero team discovered four severe
Exynos vulnerabilities that allowed an attacker to execute arbitrary
5 RELATED WORK commands on the baseband processor of the most recent Pixel and
This section presents an overview of existing research and studies many Samsung phones by injecting malicious SIP messages [41]
that contribute to the understanding and context of the subject into the VOLTE/VoWiFi VolIP tra c.
matter at hand. Lastly, Gegenhuber etal. [17, 18] uncovered insecure VoWiFi con-
gurations and shortcomings at the corresponding key exchange.

Revisited: Vodafongpgpg, Germany. In Section 4.1 we showed
that this operator uses DNS-based blocking to prevent customers
from connecting to the ePDG from external locations. Taking a
closer look at the probing results of the corresponding endpoints,
we see that the blocking is solely done by the DNS server and
does not occur at the IKE layer (i.e., it accepts connections from
all tested countries). Thereby, sneaky customers may simply evade
the blocking by manually adding the correct DNS entries to their
system, or by using speci c DNS servers that always return the
corresponding IPs (e.g., a local resolver in Germany that does not
forward the client’s subnet).

Geoblocking and Internet Censorship. In 2018, the European
Union (EU) banned unjusti ed geoblocking within the European  Active Roaming Experiments. Large-scale studies that involve
single market [14]. Nevertheless, the regulation includes a number many operators and countries are usually limited by the complex
of exceptions (e.g., for copyrighted audiovisual content like Net ix)
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ecosystem and the required coordination e ort. However, there
are several approaches [37, 51] where speci cally built measure-
ment devices were placed into target locations to measure the
implications (e.g., QOE) of roaming. Additionally, Sahin and Fran-
cillon [50] observed hijacking of traditional voice calls that were
redirected to over-the-top (OTT) services (e.g., WhatsApp, Viber)
to bypass/monetize termination fees.

Recently, Gegenhuber et al. [20, 19] introduced the MobileAt-
las measurement platform that tries to overcome the mentioned
scalability issues by tunneling the communication between SIM
card and modem over the Internet. Their platform provides exible
roaming measurements and capabilities for a rich set of cellular
features, including Internet and voice-based measurements.

Evaluating and Fingerprinting VPNs. The commercial VPN
ecosystem is a multi-billion dollar industry [21] and thereby has
been an interesting research target. For example, previous work [28,
46] analyzed and compared existing VPN services and found that
many solutions leak user tra ¢ or advertise wrong server locations.

In contrast, Maghsoudlou et al. [36] did not purchase any VPN
subscriptions but executed Internet-wide scans to discover and
ngerprint VPNs, nding over 7 million IPsec servers.

6 DISCUSSION

Our ndings indicate that a notable proportion of operators are
implementing IP-based restrictions to prevent customers from using
VoWiFi in speci ¢ locations. While we also discovered DNS-based
approaches, most operators implement it directly at the IKE layer.
Furthermore, the found geoblocking measures exhibit a degree of
regionality, meaning they are more prevalent in certain areas (e.g.,
Eurasia) compared to others (e.g., North- and South America).

To the best of our knowledge, this is the rst study providing a
comprehensive overview of the existing VoWiFi infrastructure on a
global scale. Understanding the current deployment of any widely
used telecommunication system is vital from a security standpoint.
Our ndings go beyond this by revealing that the observed blocking
has signi cant repercussions for emergency calling.

Implications to Emergency Calling. Recent reports show, that
there currently is no adequate support for VOLTE roaming in sub-
stantial parts of the world [48, 54]. Since many operators are actively
shutting down their 2G/3G legacy networks, this scenario has the
potential to result in signi cant repercussions for the functionality
of emergency calling [49, 10, 11].

Although we believe that a ected operators will address and
x these issues in the long term, VoWiFi could help to mitigate
these shortcomings in the present day. Tourists or travellers fre-
quently have access to WiFi, such as in their accommodations or
through free WiFi hotspots in public spaces. According to the spec-
i cation [13], VoWiFi should be used by the UE for emergency
calling when traditional radio services (VOLTE roaming, CSFB) are
unavailable. The phone ultimately tries to reach both the home
and the visited ePDG. However, there are circumstances where the
visited ePDG might not be available, e.g., when there is no VoWiFi
support in the visited country or when the customer leaves the
phone in ight mode to not cause any unintentional roaming fees
and thereby the current location is not known to the phone).

Gegenhuber et al.

While operators can override the default ePDG for
emergency services by setting corresponding DNS records
(sos.epdg.epc.mnc{y}.mcc{x}.pub.3gppnetwork.org ) [12],
only four operators had appropriate DNS entries. In all four
cases, the emergency ePDG referenced the original ePDG’s IP
address, which is also the default behaviour when sas entry
is found. Controversially, two of the operators speci cally using
sos-domains nevertheless block IKE-inquiries coming from foreign
IP addresses.

If an operator deploys DNS- or IKE-based geoblocking, these
measures will also impact emergency services, actively denying
persons in need from making an emergency call. Similarly, the
emergency service via Wi-Fi is also unavailable in the home country,
when customers use a VPN connection or an international SIM card
(e.g., utilizing a travel router) that provides the Internet uplink via
a foreign country.

Economic and Net Neutrality Perspective. In contrast to regular
roaming over the radio interface where the foreign roaming part-
ner charges the home operator for the terminated calls and services

there is no additional economic overhead for VoWiFi calls that
are initiated from overseas customers. In fact, calls terminated via
VoWiFi are notably cost-e ective for operators, as they eventually
reduce expenses associated with the required radio transmission
infrastructure (i.e., base stations) and spectrum licensing fees. In-
stead, the tra c is routed via external infrastructure (i.e., a WiFi
AP) that was provided and paid for by the customer.

Moreover, adhering to the principle of net neutrality and the
Open Internet, it is not allowed to discriminate (i.e., block) a cus-
tomer’s data packets by their source or destination IP address, par-
ticularly when motivated solely by economic interests (cf. di er-
ential pricing and zero-rating). Assuming the discovered blocking
practices were employed mainly for economic reasons, they could
potentially be seen as a net neutrality violation.

Ways to Evade Geoblocking. Common mobile operating systems
(i.e., Android and iOS) support changing the used DNS server for
WiFi interfaces out of the box, which should allow easy bypassing
of DNS-based blocking.

Additionally, both Android and iOS have built-in support for
applying a system-wide VPN connection. However, even with an
active VPN, VoWiFi uses a direct route over the WiFi interface.
While this hinders standalone solutions on non-rooted phones, a
viable alternative could be to use so-called travel routers. These
devices act as an intermediary between WiFi AP and smartphone
and typically o er the ability to redirect all tra c through a VPN
connection, and thus via a customer’s home country.

Inaccurate Geolocation and Blocked VPN Services. Each VPN
service uses one or more IP addresses for each country within
its coverage. In the course of this study, we occasionally experi-
enced outliers where certain IP addresses, address ranges, or Au-
tonomous Systems (ASes) from speci ¢ VPNs experienced blocking
even though belonging to the same country as the probed operator.
We suppose that those connections were either blocked because
their geolocation was wrongfully classi ed from the operator, or
because the operator speci cally blocked connections from IPs that
are associated with certain VPN services.
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6.1 Limitations

Although we are able to detect a considerable amount of blocking
operators, several factors limit our approach. Due to the fact that
these constraints limit the geoblocking variants that we're able to
detect, our results can be seen as a lower bound. Thereby, the actual
occurrence of geoblocking in practice is most likely even higher.

More Advanced Blocking. Our current approach is designed to
detect simple IP-based blocking rules. However, some operators
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i.e., retrieving IP addresses via the authoritative DNS server and
performing the initial IKE handshake with the ePDG. In both cases,
we tried to mimic normal user behavior by sending well-formed
requests, i.e., we did not deviate from the protocol speci cation or
do any fuzzing. From a bandwidth perspective, our measurements
should not overstress any operator, since for each measurement
target we were only sending several requests per hour. Finally, our
measurements did not involve any actual user data (e.g., IMSIs or
IMEIs), since we were only performing the initial handshake where

use more sophisticated (e.g., IMEIl-based) ways to decide whether ae cryptographic parameters for the subsequent connection are

customer should be able to use VoWiFi under current circumstances.
For example, an operator could use the last known roaming status
via the radio network to decide whether a customer is currently in
their home country or abroad. Additionally, VoWiFi roaming can
only be o ered to a limited set of customers (i.@remium useis For
example, we found an Austrian operator that requires an additional
subscription package to get VoWiFi enabled during international
roaming [35]. In this case, the operator initially accepts IKE packets
from all locations and decides whether to grant (or drop) access to
VOWiFi at a later stage, when the subscriber’s identity is known.
We focus on straightforward IP-based blocking because measuring
these more advanced blocking techniques on a global scale would
necessitate the acquisition of SIM cards for an unfeasible number
of operators. Moreover, it is crucial to highlight that relying solely
on IP address-based blocking for VoWiFi access also results in the
restriction of access to emergency calling services. Implementing
blocking techniques that compromise the unconditional availability
of emergency services that people depend on in life-threatening
situations is highly ill-advised.

Implementation Incompatibility and Blocked VPN Services.

Our IKE probing is based on a cellular-speci ¢c open-source imple-
mentation of the IKEv2 protocdf. Possibly, some ePDGs are not
compatible with this implementation or do not answer requests that

0 er inappropriate cipher suites. Similarly, operators could block
access from well-known VPN services or ASes and IP ranges that
are used by them. As a countermeasure, we use multiple services
to increase the diversity within our clients. Since we got responses
from a high share of ePDGs that were discovered via DNS, these
two factors do not considerably in uence our results.

Non-Native and Non-3GPP-Compliant VOWiFi. Whereas our
approach focuses on the native 3GPP version of VoWiFi there are
also other ways to support voice calling functionalities over Wi-Fi
networks. For example, an operator might require their customers to
download and install a dedicated VoWiFi app that gives direct access
to the IMS network in a non-compliant way [34]. Additionally, some
operators might use non-default ways to communicate their ePDGs,
e.g., only resolve the hostname via an internal DNS server that is
shipped to their customers via DHCP. Lastly, we do not cover VoIP
calling via OTT services (e.g., WhatsApp, Viber, Skype).

6.2 Ethical Considerations

Ethical considerations are vital to the eld of measurements, espe-
cially with active measurements conducted in live systems. From
an operator’s perspective, we only interact with two endpoints

Lonttps://github.com/fasferraz/SWu- IKEv2
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exchanged.

6.3 Dissemination and Responsible Disclosure

Beyond disseminating our ndings to the scienti c community, we
want to enable an informed debate by raising awareness within the
industry and highlight potential issues regarding IP-based geoblock-
ing among regulators and emergency associations. Therefore, we
reported our results to the GSM Association (GSMA), the Body of
European Regulators for Electronic Communications (BEREC), and
the European Emergency Number Association (EENA). GSMA and
EENA invited us to expand upon and discuss our ndings within
dedicated meetings and BEREC responded to our inquiry via Email.
More speci cally, GSMA discussed the topic within their panel of
experts and invited us topresent this case to the GSMA's Fraud and
Security Architecture Group, to make the issue know to their members
According to BEREChere are no legal obligations for Wi-Fi calls
in roaming stemming from the Roaming Regulation, and they do not
see this as a breach of the Open Internet Reguldtiastly, EENA
will study the topic and discuss with its community to understand the
extent of any potential impact the practice of geoblocking could have
on access to emergency services through emergency communications

7 CONCLUSION

Many operators worldwide have implemented support for VOLTE
and VoWiFi and rely on the IP Multimedia Subsystem (IMS) as a
centerpiece for their communication services. Additionally, the IMS
and VoWiFi seamlessly integrate with the upcoming 5G network
generation and thereby will also play a relevant role in the future.

Just like any crucial system that impacts our daily lives, it's
important to be aware of its current state and to comprehend its
internal workings. We therefore give a comprehensive overview of
the global deployment of VoWiFi and investigate existing geoblock-
ing measures, discovering IP-based blocking mechanisms both at
the DNS and IKE layer. We emphasize that, unlike geoblocking
measures commonly employed in web or streaming applications,
telecommunications is a more sensitive domain, where such mea-
sures could potentially have adverse e ects on the functionality
of emergency calls. Thus, we hope that the insights of our study
will raise the awareness among customers and security researchers,
while also contributing to the decision-making processes of policy
makers and operators in the future.

To encourage other researchers to further pro t from our work
and engineering e ort, we've publicly released the source code of
our measurement infrastructurg®,

Uhttps://github.com/sbaresearch/scanywhere
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A APPENDIX [29]
A.1 DNS-based Blocking at Vodafone 201
Resolving standardized ePDG domainGblAMiEference:

$ dig epdg.epc.mnc002.mcc262.pub.3gppnetwork.org

=> returns CNAME epdg.epc.drz1.vodafone-ip.de [21]
Actual resolution (Google vs. Vodafone IP range): 22]
# requesting via Google IP (United States)

$ dig +trace epdg.epc.drzl.vodafone-ip.de +subnet=104.154.0.0/24

# requesting via Vodafone IP (Germany) [23]
$ dig +trace epdg.epc.drzl.vodafone-ip.de +subnet=109.192.0.0/24

A.2  Artifact Appendix (2]
The research artifacts accompanying this paper are available via
10.5281/zenodo.11089362. [25]
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Abstract ((M;S]
\oice over Wi-Fi (VOWiFi) uses a series of IPsec tunnels to il {6 +7] (3e[5+}--{3 &sd),08
deliver IP-based telephony from the subscriber’s phone (User =] :
Equipment, UE) into the Mobile Network Operator’s (MNO) SYEX
core network via an Internet-facing endpoint, the Evolved N\ 9R:L)L YLD ,3WKHQRQAOL

Packet Data Gateway (ePDG). IPsec tunnels are set up in
phases. The rst phase negotiates the cryptographic algorithmeig re 1: VOLTE compared to VOWiFi over an untrusted In-
and parameters and performs a key exchange via the Internefarnet connection  as relevant for this paper

Key Exchange protocol, while the second phase (protected by

the above-established encryption) performs the authentication.

An insecure key exchange would jeopardize the later stage?dOPtion asvoice over Wi-Fi(VoWiFi), also calledWi-Fi
and the data’s security and con dentiality. Calling or Voice over WLANVOWLAN). For the end user,

In this paper, we analyze thdase Isettings and implemen- it_often provides better_coverage, an_d f’or the oper_ator, it pro-
tations as they are found in phones as well as in commerciallyv'des a way to externalize the last mile's costs while keeping
deployed networks worldwide. On the UE side, we identi- the fu!l revenue. ) .

ed a recent 5G baseband chipset from a major manufacturer ©ON iPhone and Android, by default, VoWiFiis the preferred
that allows for fallback to weak, unannounced modes and c2ll términation channel when available. )
veri ed it experimentally. On the MNO side among others Atits core,untrusted non-3GPP acces@rks by setting
we identi ed 13 operators (totaling an estimated 140 million UP atleast one IPsec tunnel to the operator's Evolved Packet
subscribers) on three continents that all use the same globallyPata Gateway (ePDG). It uses the Internet Key Exchange
static set of ten private keys, serving them at random. Those(IKE) protocol [34] and relies heavily on prede ned Dif e-
not-soprivate keys allow the decryption of the shared keys of Hellman (DH) groups, some of which are known to be weak.
every VOWiFi user of all those operators. All these operators FOr €xample, since 2015 [15], D!Z% Plsis assumed to be
deployed their core network from one common manufacturer, Preakable by motivated academic actors, while E¥is

within reach of nation-states.

Within the IPsec tunnel, all core network access is handled

1 Introduction like regular Voice over LTE (VOLTE). Because of its recently

massively increased popularity and its security perimeter func-
The termnon-3GPP Access Networkefers to the method  tion to many Evolved Packet Core (EPC) services, we investi-
of accessing cellular network core services without the use gated its speci ed as well as practical security from different
of a GSM/GPRS/UMTS/LTE/NR radio access network. This vantage points. We facilitate static con guration analysis,
technique has been around since the times of GSM and hasctive measurements of real-world implementations in net-
been updated multiple times since then. Some operators in thavork operators, as well as active measurements of handset
U.S. and Japan have used it to of oad traf ¢ via unlicensed implementations to answer the following research questions.

Wi-Fi bands. . )
There are two types of non-3GPP access netwarksted What VOWiFi key exc hange methodg and security pa-
rameters are preset in phones for their Mobile Network

networks(e.qg., provider-operated Wi-Fi access points) and

. . ; 2
trusted networksthird-party Wi-Fi and Internet connections). Operator (MNO)?
In recent years, the latter variant started enjoying massi What key exchange methods do operators actually sup-
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port on their ePDG, and will they always prefer the public Internet, as shown in Figure 1. This basic technique has
strongest one? been around since the GSM era for network traf c off-loading

How strong are VoWiFi connections in the real world, and is now experiencing a resurgence due to the popularity of

and how realistic is it to downgrade to weaker, breakable VOWiFi.
key exchange methods?

We found that most operators are non-compliant with 2.1 The IKE/IPsec/SIP Stack
3GPP’s speci cations, by still announcing and supporting ) )
deprecated DH groups weaker than 2048 bits. Furthermore | he complete stack consists of a nested stack of tunnels (Fig-
only 42% will take the extra step to request an upgrade if Ure 2)- The outer (oPhase } IKEv2 layer in Figure 2)
the client chooses a weaker group, but both parties actually!S "esponsible for securing the inner layers (e.g., negotiat-
support stronger groups. We also found one handset manullg Security parameters and creating key material for the
facturer that will silently support the much weaker DIgfL nested tunngls via IKEv2 [21_]). Within this layer, the client
group, albeit not proposing it in the handshake. B#vas (UE) authenticates the user via the (U)SIM card and _creates a
never part of a 3GPP speci cation, making those handsetsCHILD_SA (Phase 2, that allocates an IPsec tunnel into the
susceptible to man-in-the-middle attacks. We simulate suchEPC via the Packet Gateway (P-GW). Via this tun{L2[in
an attack by intercepting and rewriting actual VoWiFi traf c. Figure 2), the UEis é}sslgqeq a dedicated P address and can
More abstractly, our ndings illustrate that functional over- €ach internal endpoints within the EPC. This level of access
provisioning and missing prede ned procedures for deprecat-(a”d alsp the assigned IP address) is functlon_ally identical to
ing cryptographic algorithms create a massive technical debtconnecting to théMSAPN over the regular radio access net-
Last but not least, we uncovered at least 13 operhtbet work (VOLTE). Lastly, to be able to terminate voice calls, the
used the same private keys on three continents. UE uses the created CHII__D_SA (IPSec tunnel) to talk to the
The paper is structured as follows. In Section 2, we give P-CSCF (Prqu Ca_ll! S_essmn Control Function) and estapllsh
the necessary background of how IPsec with IKE is used and@ SIP (Session Initiation Protocol) and an RTP (Real-time
embedded within the 3GPP structure. The threat model and!"@nSport Protocol) connection oviesec-3gpi17], secured
the methodology are outlined in Sections 3 and 4, the latter Vi@ IPSeC in transport mode. The encryption on this nal layer
of which also includes ethical considerations. Sections 5 to 7 (£3)in Figure 2) is, however, often optional and not enforced
describe our implementation and report the ndings, followed PY many clients or servers.
by an outline on how to put those ndings to work for a full
stack VoWiFi attack. A related work section, a discussion, and ; :
recommendations round up the picture in Sections 8 throughz'2 Creating the ePDG ConnectiorL1)
10. The paper ends with a conclusion in Section 11 and anin the rst step, the phone connects to the Internet-facing
Appendix for supplementary material. side of the ePDG server of the appropriate MNO using its
Fully Quali ed Domain Name (FQDN), standardized in
ETSI/3GPP TS 23.003 [24]:
epdg.epc.mnc id .mcc id .pub.3gppnetwork.org ,
where the Mobile Country Code (MCC) and the Mobile
Network Code (MNC) are globally unique for each operator.
The IKE protocol (nowadays IKEv2 [21, 33, 34] or, more
precisely, its slightly modi ed 3GPP variant [22]) is used
to negotiate a session key using the Dif e-Hellman key ex-
112 during our initial scan and one more during responsible disclosure. change mechanism. Hereby, the client proposes its supported

2 Background

VoWiFi is a technology that transfers voice traf c over non-
3GPP access networks, typically unsecured Wi-Fi networks.
It effectively routes VOLTE traf ¢ to the EPC (and ultimately

to the IMS) by encapsulating it in an IPsec tunnel over the

[ 8(] IEEE
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Figure 2: VOWiFi uses multiple tunnels to ensure secu(L1) provides a trusted channel and manages the subsequent connections,
acts as a gateway to the internal infrastructure(L3}lis used for the actual voice and messaging functionalities.

75



6 Measuring Insecure Configurations in Commercial WiFi Calling Deployments

Security Associations (SAs), i.e., the available encryption, in-

tegrity, and key exchange algorithms (DH groups) and its pre-

ferred DH group. The ePDG chooses a subset of the proposed
SAs and either accepts the favored DH group or indicates its
preference toward a different DH group from the proposal.

After this initial SA_INITphase, all subsequent messages are

encrypted and integrity-protected.

2.3 IPSec Tunnel Mode (CHILD_SA)(L2)

After establishing the encryption on the outer IKE layer, both
endpoints (i.e., the UE and the ePDG) authenticate using
EAP-AKA using credentials from the (U)SIM. Furthermore, Figure 3: Development of the IPsec IKE Pro le as de ned
the AKA procedure provides both parties with secret keys in IETF TS 133.210 (IKE_SA_INIT) [23] Note: LTE started
for the rst CHILD_SA (i.e., the IPSec tunnel into the EPC). with v8, and IKEv1 has been phased out since v12.

Note that the secret keys (and other SA parameters) used by

the parent (i.e., the outer IKE) and child SAs are regularly .

renewed via repeated DH key exchanges and thus only valid2-5 IPsec/IKE Dif e-Hellman Key Exchange
for a certain period. However, the authentication of both end- in the 3GPP’s VoWiFi Ecosystem

points is not renewed. Thus, cracking the outer key exchange,
is enough to gain stealth rewriting capabilities within the rst
two layers.

For most of the paper, we only look at the rst-stage IKE hand-
shake, i.e., the outermost layL1). All subsequent operations
rely on the con dentiality and integrity of the negotiated en-

. L cryption with the negotiated shared session key.

2.4 Session Initiation Protocol (SIP) Layer In contrast to much of the VOLTE/NVoWiFi world (see Sec-
tion 2.7), IKE itself offers an automatic negotiation for key
exchange mechanisms via capabilities announcements and

rst two packets before establishing the encrypted channel the selection of different Dif e-Hellman (DH) groups. ADH
are transmitted in plaintext @IP REGISTERhat is usually ~ 970uP de nes an algorithm, a key length, and a set of public
answered by 8IP Unauthorizeghacket with the AKA chal- ~ Parameters. The relevant DH groups for VoWiFi (and this
lenge). In the past, some implementations were vulnerable onPaPer) are listed |r(135;l'_able_ 1.In 2015, researchers estimated
the SIP layer, e.g., Exynos [13]. that cracking DH1%8 is within the capabllltles of a deter-
However, in practice, not many operators enforce encryp-Mined academic group, while DHZ4 is within reach for
tion and integrity on this layer. In Appendix A , we verify this nation-states [15]. _ _
experimentally. In such cases, an attacker who cracked the Accordingly, ETSI/3GPP changed its recommendations
outer IKEv2 key exchange and is thus able to take over the@nd requnrements over the years._The results of our require-
rst two layers could subsequently also hijack the third layer Ment analysis for the IKE pro le in TS 133 210 [23] are

after the SIP authenticated between UE and P-CSCF is n-depicted inolzi?ure 3. While DHE® was never part of the stan-
ished, effectively seizing control of all three communication dard: DHZ29**was recommended until 2011, then demoted

layers. to required but not recommendeahd nally prohibited 6hall

not us@ in 2016. At the same time, new E&Based DH
groups were added as recommendations (our results show
that they are rarely used).

Theipsec-3gpmrotocol that secures this layer can ensure the
con dentiality and integrity of the SIP and RTP traf c. The

Table 1: Relevant DH groups for this work, as
named/numbered by IANA [32] ) )
2.6 Modular Exponential (MODP) Dife-

Name Bits  Type Name Bits Type Hellman Key Exchange in IKE
DH1! 768 MODP DH25 192 ECP

After the client and the server agree on the key parameters,

é)|1|—1521 iggg mggg B:ig ggg EEE including the DH group, the server initiat.es a DH exchange.
DH14 2048 MODP DH20 384 ECP Let a andA be the private and the public key of the server,
DH15 3072 MODP DH21 512 ECP and likewiseb andB the private and public key of the client.
DH16 4096 MODP DH31 Curve25519 Further, letp be a publicly known prime and an integer
DH17 6144 MODP smaller thanp. p andg are prede ned by the chosen DH

Inever speci ed for 3GPP usage
DH18 8192 MODP deprecated [23]

2Elliptic Curve Groups modulo a Prime
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group. via itunes.comipcc-downloadet extracts them from latter
The server provides the client with its public key source.
A= g®modp along with the chosen DH group. With
that information, the client can compute its public key
B = g° mod p and transmit it to the server. Both parties can
now compute a shared session key usirg B mod p (on Qualcomm uses proprietary encoded binanpn les to load
the server side) anid = A® mod p (on the client side). carrier-speci ¢ modem con gurations (also calldiCFGs
Only A, B, and the DH group (de ningp; g) are transmitted  into their modems. These con guration les can be extracted
in clear over the wire. Ultimately, both parties know the secret from the modem image (often namB®ON-HLOS .bjrthat is
symmetric session kel If at least one of the private keys  part of the smartphone ROM.
(or the npnce) is a fresh random integer, the generated session Tpere have been efforts from the open source community
key K will not repeat. towards providing tools to inspect the loaded con guration
settings of a smartphone (e.§fsToolS) and to sideload
con gurations from other smartphones with similar chipsets
A server can precomputefrom a (temporarily) xed private (e.g., to enable VOLTE support on non-carrier-branded de-
key a for each DH group, as it is independent of the client. vices). The VoWiFi-related settings are located within the
This is a valid approach if the rekeying period is considerably /data/iwlan_s2b_config.xml le of the unpacked con g-
less time than it takes a potent attacker to crack those keysyration tree.
and if the client doesn't follow a similar strategy.
However, as pointed out by Flesh et al. [25], thaseeys
should not be shared between different DH groups. Otherwise,
an attacker could cracgkon a weak DH group and use itfor  The VoWiFi con guration on Samsung devices can be found

2.7.2 Qualcomm: Xiaomi, Oppo

2.6.1 Optimization through Precomputation

2.7.3 Samsung

stronger ones. within the/system/etc/epdg_apns_conf.xml le on the
smartphone. We believe these settings are also used with other
2.7 VOWiFi Provisioning Ecosystem modem chipsets on Samsung devices since the le also exists

in ROMs for MediaTek- and Qualcomm-equipped models.
The 3GPP VoLTE/MoWiFi ecosystem lacks a comprehen- In contrast to the OEMs mentioned above (e.g., Xiaomi), the
sive autocon guration or provisioning protocol (similar to  Qualcomm-based Samsung devices do not contain additional
USIM les or MIB/SIB announcements used for other cel- .mbnmodem con gurations in their modem image.
lular parameters). This has caused (and still causes) mas-
sive compatibility problems for operating VOLTE on hand- .
sets [40]. The modem and mobile OS vendors help themselve32'7'4 Google Pixel

by preloading con guration databases for known MNOs in - Google Pixel generations up to the Pixel 5 used a Qualcomm

their rmware and OS images. Those con gurations de ne a chjipset, utilizing the Qualcomm con guration approach de-

multitude of properties, from the bearer and tunnel settings g¢riped above. Starting with the Pixel 6, Google introduced

down to IMS/SIP codec parameters. Some operators use afs own Tensor-based SoCs, where VoWiFi-speci ¢ con gura-

app with operator privileges to push a con guration onto the tjon parameters are consolidated into Android-ger@siier

device. Con guration setting§. However, inspecting the publicly ac-
The GSM Association (GSMA) approaches the problem in cessible operator-speci ¢ con guration Ishows that the

three ways. First, it created a datalaae a paid service for  responsibléwlan settings are not used in practice. Besides

use by manufacturers. Second, it created a small set of starshippingCarrier Con gurationsvia the Android-wide preset-

dard con gurations (e.g., to ease VOLTE roaming). Third, they ting, operators can change these settings via their own carrier

recently started a new Internet-based con guration service Un-app (to gainCarrier Privileges an app needs to be signed

deraes.mncid .mcc id .pub.3gppnetwork.org . Atthe  with a speci c certi cate that is saved on the SIM card). In

time of writing, only 66 operators registered that domain.  practice, many modern Pixel phones fall back to the default

. values (de ned in the Android source cdije

2.7.1 AppleioSs

Independent of the used modem chipset (i.e., Qualcomm or  “*https://github.com/mrinc/ipcc-downloader

Intel), Apple organizes country-speci ¢ and operator-speci ¢ ZEgpzEzg:)tﬂ:Jcbécz;)r?;/r‘z)(i)gT:gﬁ:;ggscsg)sre/connect/carrier

con gura'_uons into .ipcc Ies_ (called Country Bu_ndl_es 7httgs'://android.googIésource.com/pIatform/packages/apps/

and Carrier Bundles, respectively). They can be distributed carriercon gi+/main/assets

via the iOS system image and system updates as well as 8https:/android.googlesource.com/platform/frameworks/base/
+/refs/heads/android14-release/telephony/java/android/telephony/
3https://imeidb.gsma.com/nsx/index CarrierCon gManager.java#9099
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3 Threat and Attacker Model on the OS, OEM, and modem chipset manufacturer there

is no standardized way to access these settings. Thus, we
Goals From an adversary’s perspective, three main goals extract those settings from Apple, Qualcomm-based, Tensor-
motivate an attack: based (Pixel), and Exyonos-based (Samsung) phones sepa-

Eavesdropping on private communications (e.g., extract-ately, roughly following the market share [14].
ing the signaling or voice channel of realized calls or ~We identied the following interesting parameters:
spying on sent SMS messages). 1) the key exchange methods (e.g., Dif e Hellman groups),

2) rekeying timers, and 3) encryption, integrity algorithms &

Using the trusted communication channel as an attaCkpseudo-random function (PRF).

vector towards the phone (e.qg., by injecting maliciously
formed SIP messages as seen in the recent Exynos vul-

nerabilities [13]). 4.2 Active MNO-Side ePDG Scanning
Injecting actions towards the provider (e.g., spoong answer we o

SMS messages to impersonate the user or monetizing thenave to analyze 'opera- Mﬁ

exploit by calling value-added numbers) or EPC access ;.o |kE handshakegiel R :

in general. and probe different key = FUS e

Capabilities Traf c interception and modi cation can hap- exchange methods. First, we query all possible DNS names
pen at any point over the Wi-Fi (e.g., via ARP/RA spoo ng, (described in Section 2), resolving DNS requests in an itera-
the Wi-Fi access point (e.g., from a hotspot operator), or while tive manner (i.e., getting all the IP addresses from authorita-

on Internet transit. tive servers). For each operator, we try to negotiate an IKE

For some of the presented attacks, we further assume ghase 1 key with every key exchange method from Table 1
determined attacker with the capability to break Bffor separately i.e., we pretend to support only one method at
even DH2%24 according to Adrian et al. [15]. a time. For all operators, we record how their servers react

and whether they propose a different DH group (if so, which
one) or accept the client’s choice for a stronger one. Addi-
tionally, we test if the server tolerates the client’s choice for
a weaker DH group, even if both parties announce support
for a stronger one. This would ease downgrade attacks to an
attackable bit length.

Criteria  If both the server and client support those weak
DH groups and actually use them (either by tricking them or
by default con g), those VoWiFi tunnels into the EPC would
be vulnerable.

Further, any divergence from the privateness (secrecy) of a
private keyconstitutes a broken encryption.

4 Methodology 4.3 Testing Implementations and Composition

- To answer(RQ3), we @
To explore the VoWiFi landscape and answer RQ1-3, we had need to combine mul- 9“”‘& ERay
to approach it from multiple vantage points: a) We examine tiple results from the\ h
AN LI 4 S

the different client-stored operator con gurations. b) We test ¢jient and the server
the con guration of commercial network operators worldwide  gjqe to form a view of the complete system and its security
and their corner cases. ¢) We examine real UE-operator inter‘properties.

action by observing and modifying traf c. In the Discussion

in Secion 9, we then contrast those results. 4.3.1 Downgrading Possibilities

We examine if phones from different manufacturers accept

4.1 Static Client-Side Con guration Analysis weaker DH groups even if higher ones are available, with
an active test against the phone. We also want to know if

To approac, we ) phones support any undocumented DH groups. To this end,
chose a static cong- =" = ﬁ we redirect real traf ¢ between our phone and the ePDG to a
uration analysis sinc bus N script that allows us to intercept and rewrite data.
otherwise, we would ' Further, we test if networks would accept a weaker DH
need a valid SIM card for each operator. group despite both parties indicating support for higher
As stated in Section 2, critical information about the VOLTE groups. To this end, we probe each operator’s ePDG but an-
and VoWiFi data bearer (or tunnels), as well as the IMS set-nounce multiple methods at once.
tings, need to be known to the UE in advance for each MNO.
In lieu of a 3GPP autocon gure protocol, a database of known
settings for each operator is preloaded to the device. Due toWhen attacking the key, the attacker has to outrace the rekey-
different VOLTE and VoWiFi implementations depending ing period of connections, i.e., crack the key before it loses

4.3.2 Interception Opportunity
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validity. We extract those settings from the phones. Putting 5  Static Client-Side Con guration
both sides together, we also consider key value re-usage and
undocumented DH groups. To cover a considerable share of real-world client con gura-
tions, we analyzed different implementations and extracted
o the corresponding settings for the available operators out
4.4 Limitations of smartphones and smartphone rmware images that re-
o ) ect the current market situation [14]. While not part of our
4.4.1  Limited MCC-MNC Mapping threat model, we additionally extract encryption, integrity
One operator can have multiple MCC-MNC designations, @nd pseudo-random function (PRF) algorithms alongside DH
for example, because of past mergers. Likewise, one MCC-groups and rekey timers for the IKEV2 security association
MNC tuple can (but does not have to) be shared betweenParameters and evaluate their prevalence.
multiple virtual network operators. This depends on whether
the MVNO operates its own H(_)me _Subscriber Server (HSS)._5_1 Implementation
MVNOs can also contract services, i.e., share the same physi-
cal servers with another operator. After downloading and extracting the availal#pple iOS
We refrained from error-prone manual disambiguation. carrier bundles (Section 2.7.1), we Iter for iPhones (discard-
Thus, unless otherwise stated (for a very particular vulnerabil-ing other device types such as Apple watches) and group them
ity), results operate on a off@ACC-MNCi -tuple-per-operator by operator. For our statistical analysis, we select the latest

approximation. VoWiFi con guration for each operator.
Con gurations forQualcomm-based phones, such as Xi-
4.4.2 Consistent Con guration aomi and Oppo, use the Qualcommbnmechanism as de-

scribed in Section 2.7.2. Leveraging the information from
For resilience and load balancing, operators could either ex-pther open-source projects, we implemented a parsing tool
plicitly or invisibly operate multiple servers/gateways, some to unpack and parse the modem con guration les. We ana-
of which could have diverging con gurations. Explicit load  |yzed con guration les from the Xiaomi 13 Pro (2023-08-22)
balancing is externally visible, e.g., via DNS round robin, and the Oppo X6 Pro (2023-12-06).

while a dedicated load balancer would conceal load balancing  |n the category oSamsungds VOWiFi con gurations (see

from the outside world (it has only one IP address). Unless section 2.7.3), we analyzed the most recent (2023-12-29)

otherwise stated, we assume consistent con gurations within con guration le from the Exynos-based Galaxy S24+.

an operator for our measurements and results. As Google Pixelphones have multiple ways to receive car-
rier con gurations, we used them primarily to extract Android

4.5 Ethical Considerations 14 default values.

IKEv2 Default Values We focused our client-side analy-

Since some parts of this paper include measurements on reak;js on operator-speci ¢ settings, overriding the default state.
world prOdUCtiOn prOVider infraStrUCtUre, we assessed its ne-HOWever, Operators may also refrain from providing Speci c
cessity and the least invasive method to perform the investigaya|yes, leading to a fallback to a prede ned default. Addi-
tion. tionally, these default settings are also used for operators that
are not part of the preloaded con guration les at all (e.g.,
3maller mobile virtual network operators, MVNOS).

In our static analysis, we were able to recover the default
settings for Samsung devices (cf. Section 2.7.3) and for newer

Traf c and Server Load. Connections to production sys- Pixel phones (cf. Section 2.7.4).

tems were of low volume and with the minimum number of

connections necessary for the task. Since those systems (.05 2 Results

ePDG) are made to handle traf c for (millions) of customers,

we are con dent that our attempts did no harm. Table 3 compares the presence of operator-speci ¢ VOWiFi
settings in our analyzed client con guration les. The percent-

Traf c Abnormality.  Our handshake attempts for the ePDG  age column shows the share of operators that actually provide

always con rmed the appropriate RFC format and never con- dedicated VoWiFi settings. Figure 4 shows the prevalence of

tained illegal data or malformed structures. the different DH groups in the analyzed client con gurations.
We see that on the client side, DH groups with larger key sizes

Con dentlall_ty and Integnty._ Our handshake attempts have not reached widespread support yet. Within all analyzed
never contained real credentials and, therefore, should never

have access to any privileged functions of con dential data. Shttps://github.com/sbaresearch/mbn-mcfg-tools

Invasiveness. We always measured properties with our de-
vices or in sandboxes unless the research subject require
real-world data.
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Table 3: IKEv2 security association parameters inside static
UE con gurations

Vendor Apple Xiaomi Oppo  Samsung
DH Group 219 (29%) 150 (56%) 221 (59%) 156 (49%)
&8, Rekey Timer 219 (29%) 231(86%) 340 (90%) 95 (30%)
S Encryption 219 (29%) 126 (47%) 211 (56%) 141 (44%)
O Integrity 219 (29%) 130 (48%) 212 (56%) 141 (44%)
PRF 219 (29%) 120 (44%) 203 (54%) 0 (0%)
Total MNO Con gs 745 270 377 319

device groups, only a single operator (T-Mobile Germany) on
Samsung devices signals support for an elliptic curve group

(i.e., DH1E%).

5.2.1 AppleiOS

Of a total of 745 operator-speci gpcc -con gurations for
iPhone devices, 219 specify VoWiFi-related settings. The
remaining 526 operators either do not support VoWiFi yet or
rely on the device’s default con guration.

Analyzing the operator-specic VoWiFi settings for
iPhones, we discover two properties:

Figure 4: Number of MNOs per supported DH group (client
side, grouped by device type).

Oppo smartphone. While MBN les are more likely to in-
clude VoWiFi-speci ¢ settings, they do not always specify alll
parameters (as opposed to Apple, Section 5.2.1). Nearly every
1. While other vendors (e.g., Qualcomm, Samsung) usu-.mbn le includes a rekey timer and differentiates between
ally de ne a broad set of supported security parameters, soft and hard timers. The soft timer speci es the number of
Apple, with the exception of three MNO con gs, only de-  seconds until the client tries to renew the corresponding SA.
nes a single algorithm setting for each VoWiFi-related The hard timer states the maximum lifetime of an IKEv2 SA.
attribute. Thus, on the network, it just signals support for If only one timer is speci ed, as is the case for Samsung, it
one single DH group. The same holds true for the other represents the hard timer, thus the total lifetime of the SA. In
con guration settings (e.g., rekeying or encryption and contrast to the rekey timer only half of th@bn les include
integrity algorithms). SA parameters such as the DH groups, encryption, integrity,
2. Whenever one IKEv2-related parameter is set for an op-0r PRF algorithms.
erator, the con guration also contains all the other pa-
rameters. (i.e., thépcc -con gurations always contain ~ 5.2.3 Default (Fallback) Values

complete settings). This can be seen in Table 3, as aIIAs described in Section 5.1, we extracted the default values

columns contain the same percentage values (i.e., 29%)for Samsung devices and recent Google Pixel phones. Since
Due to these properties, Figure 4 shows that iPhones excluthere were no IKEv2-speci ¢ SA parameters available within
sively support (never 3GPP-standardized) B#to connect  our default Qualcommmbn pro les, the used settings are
to 9% of the analyzed operators. taken from the modem’s default (de ned in even deeper lay-

. ers of the modem rmware). To gain comparable settings for

5.2.2 Android Qualcomm, we thus extracted the proposed values from an
Qualcommmbn les can be deployed and adjusted both by active capturing of our lab’s Qualcomm-based Xiaomi de-
the chipset vendor and OEMs, leading to a different number vice (the Xiaomi Poco X3 NFC, using the Snapdragon 732G)
of .mbn les for Xiaomi and Oppo. Our analyzed Xiaomi de- when no speci ¢ carriermbn le was loaded. We list the de-
vice includes 270mbn les, compared to 377 for the selected fault values in Table 2. As the table shows, Samsung only sets

Table 2: Default parameters for IKEv2 if no MNO-speci ¢ con guration is present.

Vendor Qualcomm (Xiaom) Samsung Google Pixel

" DH Group DH21°24, DH51536 , DH142048 DH21024 DH21024, DH51536 ) DH142048

£ Rekey Timer 64,800s (soft), 64,900s (hard) 86,400s 7,200s (soft); 14,400s (hard)

£ Encryption AES_CB@&28.256 3DES AES_CB@&? AES CB(28192256

O Integrity SHATS, AES_XCBC®, MD5%  SHA1% XCBC®, SHA1%, SHA2256:384.512
PRF SHAZ56, SHA1, AES?8 * SHA1, AES_XCBC?8, SHA2256.:384,512

*If no PRF is set, the PRF can be derived from the integrity algorithms<iaomi Poco X3 NFC deprecated DH [23]

80



Figure 6: Operator-speci ¢ con guration of rekey timings.
The majority of Apple devices is con gured to renew the keys
after 22 hours. For Xiaomi and Oppo, the graph represents
the con gured soft timers (peaking at 18 hours).

Figure 5: Share of deprecated IKEv2 parameters within all
operator-speci ¢ VoWiFi settings, i.e., 83% of Oppo’s con g-
ured DH settings include a deprecated DH group.

one speci c value for each IKEv2 parameter category (sim-
ilar to the operator-speci ¢ behavior observed for iPhones).
In contrast, our Xiaomi and Google Pixel devices propose
various settings to the server endpoint.

Both Xiaomi and the Pixel phone default to the rst (and  Figure 6 shows the rekey intervals set by each vendor. In
weakest) setting and propose a d—p@key exchange within almost all cases, re-keying takes place within a 24-hour time
the rst SA_INIThandshake packet. Note that the initial DH frame. 40% of Samsung devices tried to rekey in the rst
client preference is not relevant for active attackers, becauselO hours, while most iPhones rekey after 22 hours, which

it can be arbitrarily switched by sending an IKEv2 protocol Should leave enough time to be in reach for nation-state at-
extension packet to the client (as described in Section 7.3tackers. We observed three outliers inside Samsung’'s MNO

towards the end of the paper). con gurations that specify a key lifetime of a year. The 3GPP

Inthe rst packet GA_INIT), the UE has to choose a DH  Speci cation [23] does not give recommendations for rekey
group from the list. During our test, the rst and weakest DH timers, which ultimately delegates the decision to the opera-
group DHZ2924was chosen. tors.

are recommended to extend the time and resources needed to
crack the key.

5.2.4 Deprecated IKE Parameters

Our static analysis of IKEv2 security parameters on the client
side shows an alarming share of deprecated algorithms. Figd.2.6 ~ Client Side Validation (Sanity Check)
ure 5 shows the deprecation share by each IKEv2 security
algorithm group and device type. We used a random sample (n=12) of available smartphone
DH2'%?%is the most dominant group among the deprecated geyices (i.e., all testing devices from our lab and some ad-
groups, but also among all measured groups in total for many gitional models from volunteers that allowed us to record
devices (e.g., Apple, Xiaomi, and Oppo). Itis also the go-t0 the |KEV2 handshake from their regular smartphone) to do
fallback value for many con gurations (cf. Table 2). a sanity check and verify whether the obtained results from
Regarding encryption and integrity, many clients still sup- oy static analysis are feasible. Our selection covers every
port the deprecated DES and MD5 algorithms. Table 4 in the gevice group from our static analysis with at least one model
Appendix lists decrepated IKEv2 SA algorithms. (i.e., using iPhones, Qualcomm-based devices, Samsung mod-
Note that Figure 5 only shows the results of the operator-g|s Google Pixel, and additionally, several MediaTek-based
speci ¢ settings, not considering default values. For example, gevices). Although the extracted IKEv2 proposals from our
Samsung only shows a DH group deprecation of 33%. How- captures are biased towards operators from our home country
ever, only 49% of the operators override the default value (cf. oystria, we used them as a sanity check to verify the results
Table 3); thus, in practice, the deprecated BH2groupis  from our static analysis. For all devices that matched the exact
used as a fallback in many real life scenarios. models from the con guration le analysis (i.e., iPhone and
e Google Pixel), we were able to verify the obtained results,
525 Key Lifetimes i.e., the proposals were identical to the settings in the con gu-
The key lifetime on the IKEv2 layer essentially de nes the ration les. Moreover, the residual devices from our sample
available timeframe for cracking the key. From a security per- also showed a similar distribution (e.g., DH2* being the
spective, shorter lifetimes (and, obviously, strong DH groups) most popular DH group).
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DH188192 =7 86 (31:3%) R\
DH1751441 79 (287%)
DH16%096 1 82 (298%)
DH 153072 7 98 (356%)
DH142048 T 144 (524%)
DH51536 1 97 (353%)
DH21024 ] 216 (785%)
DH1768 1 112 (407%)

Figure 7: Number of MNOs per supported DH group

6 Active MNO-side ePDG Scanning

6.1 Implementation i

To analyze operators’ IKE handshakes and prqbe different Key igure 8: Number of MNOS that support a speci ¢ combina-
exchange methods we operated as follows. First, we querie

all possible ePDG DNS names (Section 2.2) witassdn, lon O.f DH key exchange'groupst. 30?2'8192 bit groups are
. : 1 . combined because of their low diversity.

delegating all queries to a locahbound! instance, itera-

tively resolving DNS requests (i.e., getting the IP addresses

from the authoritative Server). AfterWard, our Python'based Figure 8 shows the combinations of Supponed methods
the methods from Table 1 with every Operator. Our implemen- 77 0n|y Support DH%)24_ The former was never proposed
tation'? is based on prede ned packet structures frerapy> by the 3GPP for usage [23]. 12 and 18 operators support
and was veri ed against a self-hostetiongSwarserver. For  combinations of DH168+DH21024 and DHA024+DH 142048
each tested operator, we recorded the server’s answer, includespectively. Once an operator chooses to support B35

ing any optional DH group suggestions, the public key value, jt ysually supports most of the groups up to DB, 65

and additionally the whole interaction as a PCAP le. Addi- operators supported all groups from Difdup to DH18192
tionally, we tested if the server tolerates a client’s choice of

a weaker DH group, even if both parties announce support6.2.2 ECP Groups

for a stronger one. This would ease downgrade attacks to

feasibly attackable bit length. a\Except for one private operator, there is no support for el-

liptic curve groups. 13 operators proposed a downgrade to

DH178 in their response, even though all of them support

6.2 ePDG Supported Key Exchange Methods  up to DH1&92 Two operators proposed a downgrade to
o _ DH14%%48, Al others (including T-Mobile Germany, which

As of Q4 2023, operators maintained 423 ePDG domain gjgnals ECP support in the client-side con g on Samsung

names (minimum one A record, of which 16 additionally pro- geyices) either ignored the handshake, returned a negative

videdAAAAecords). Of these 423 operators, 275 responded answer, or reported an error. Thus, in practice, ECP appears

to our handshake, of which 33 rejected all of our proposed ; pe rarely used for real-world VOWiFi connections.
key exchange methods. We suspect that some might have

geoblocked their VOWIFi services to prevent roaming evasion .
or for increased security. 6.3 Tolerating Weak DH Preferences

We want to know if ePDGs tolerate weaker DH groups than
6.21 MODP Groups their common set of supported methods allows for. In this test,
275 ePDG servers responded to our handshake attempts. Byur client connected, indicating support for all DH groups,
offering only one DH group, we tested the servers’ capabili- but chose DH324 as the preferred one.

ties. Some servers tend to ignore requests with unsupported 41% of the operators accepted the proposed less secure
groups, while most reported a handshake error; none proposednethod, 12% returned an error without indicating which

a downgrade. As depicted in Figure 7, 79% support E¥2 group to choose instead, but 42% desired an upgrade by the

followed by DH1£%4€ with 52%, and DHI%8 with 41%. client. Roughly half of them chose DH%82 most of the
Tremsere——UR others DH14%48 with a few single-digit outliers requesting
S://github.com/blechschmidt/massans - B
11httgs:llgithub.com/NLnetLabsIunbound DH15%72 DH16%%, and DH5°% (in descending order).
12https://github.com/sbaresearch/vowi -epdg-scanning Curiously, 4% seemed to indicate a desired downgrade to

L3https://github.com/secdev/scapy/blob/master/scapy/contriblikev2.py  DH1768. However, as all those networks actually support our
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proposed DH?4 this probably represents a generieke 7 Downgrading Vulnerabilities
it work at all costserror message (e.g., if some of the higher
groups are not recognized, similar to what we have seen with Based on the results from the above sections, we devise ex-

ECP groups). periments to assess and test the resilience against downgrade
attacks. As per our threat model from Section 3, a downgrade
6.4 Inter-MNO Static Key Sharing to a suf ciently weak key exchange method is considered a

successful attack.

In our scans, initially*, 14 ePDG servers (12 operators, based
on IP addresses an(_j backgro_und story, see Appendix C)7.l Implementation
showed a very peculiar behavior: They repeatedly served
the same keys. A repeated scan with apx. 500 FHhand- As described in the threat model in Section 3, a user’s traf ¢
shakes on those MNOs revealed a globally shared set of exean be intercepted locally (e.g., by a malicious WiFi operator),
actly ten static public keys randomly used on each connectionanywhere on the path, or on a large scale (e.g., by a nation-
attempt by every one of those operators. state monitoring an IXPs traf ¢). To simulate these threats,
However, this, in return, means that those 12(+1) operatorswe set up a Wi-Fi AP (monitoring the occurring traf ¢ with
all use the same ten private keys. Violating the secrecy retcpdump and use it as an Internet uplink for off-the-shelf
quirement of theprivate keyallows any of those operators (or smartphones equipped with SIM cards of commercial opera-
anyone else who seizes the keys from them legally or throughtors within our home country.
other means), as well as the originator of those keys, to de- For invasive traf c-altering attacks, we devisgdable
crypt any other operators’ shared session secrets instantly. rules that forward the corresponding packets to our MitM
Using the notation from Section 2.6, if an attacker can read (Monster in the Middle) script. For the traf ¢ rewriting we
the plaintext DH group anB from the wire and knows one  reused the Scapy-based implementation of our server-side
of the private keys (in our casg, the secret session key can  scanning solution.
be reconstructed usirlg= B mod p.
In a smaller sample, we also con rmed that similar sets
exist for other DH groups on the same operators. As the key7'2 Outdated Software

ais independent of the DH group, an attacker who does notyyhile preparing the exploit chain and testing the setup
know the private keyA can crack the weakest group DF§% described above, we identi ed that Samsung and (some)
and then use it to reconstrugtgenerated for the stronger \jediaTek-based devices use strongSWars a foundation
groups. _ o for their VOWiFi support.

Using passive banner analysis with Shodame con- While Samsung uses a recent version of strongSwan (i.e.,
rmed that at least three of those ePDGs are from ZTE (the \o(sion 5.9.8 for the Galaxy S24+), thkaron binary of our
others were rewalled). For all MNOs (except for one), press \ediaTek device (i.e., the Xiaomi Redmi A1) identi es itself

releases show contracts with, winning bids by, or strategic 1 pe part of strongSwan 5.1.2, released in March 2014.

cooperation with ZTE to build an LTE or 5G network. Eight

of those networks are located in Asia, three in central Europe,

and two in South America. 7.3 Pivoting DH Groups V|a|NVAL|D_KE
Without knowledge about how those operators arrived at

. ; . - .Whenever a client connects to an IKEv2 server, it has to
using the same static set of then non-randomized keys, we ini-

tiated a responsible disclosure with the GSMA. The process,communlcate its supported SA (Security Association) param-

the manufacturer’s response, and a list of key hashes are toeters within theSA_INITpacket. While it has to decide on

be found in Appendix D.2. We later found that the same ten a speci ¢ key exchange method (i.e., DH group), it can also

signal support for other groups within its proposal. The server
keys are also used for the phas(L2] key exchange. can then either accept the proposed key exchange method or

switch to another offered group by sendinglBiVALID_KE
6.5 Intra-MNO Key Reusage (invalid key exchange) message. This message can carry the

We also encountered MNOs that reused keys between handfs_ervers proposed method. The client then retries and sends a
. - L reshSA_INITpacket with the chosen key exchange, as shown
shakes. If handled carefully, this can be a valid optimization

on the server side as described in Section 2.6.1. in Figure 9. While the proposed SAs within tREA_INIT

We have also encountered rare instances of nonce reus@aCket are normally protected against rewriting attacks by sub-
Sequent integrity checks, downgrading by tN&/ALID_KE

message is possible because the client discards its current
state and starts from scratch with the indicated key exchange.

which violates the IKEv2 speci cation and also de es the
common de nition ofnumber used once

14After the manufacturer provided a x, a 15th ePDG/13th MNO appeared.
Lhttps://www.shodan.io/ L8nttps://github.com/strongswan/strongswan
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UE ePDG UE (MTK) MitM ePDG

SA INIT([DH2, DH14], KE DH14 SA INIT([DH14], KE DH14

INVALID_KE(USE DH2) INVALID KE(USE DH1)

SA_INIT([DH2, DH14], KE DH2 SA_INIT([DH1], KE DH)
— — —— ——— E—

Figure 9: An ePDG server can switch from the initially se- Figure 10: Some of MediaTek’s Dimensity basebands are

lected DH group (DH1%9) to a different group that is of-  vulnerable to severe downgrade attacks, allowing the selection

fered by the client within the proposal (D24 of DH groups that are known to be weak and were never part
of the initial IKE_INIT-proposal nor 3GPP speci cation.

Thus, an active attacker can suppress the Sat INIT
message and send the client a spodfdALID_KBpacket We found that there are at least two different IPsec imple-
proposing a lower DH group and effectively, downgrading the mentations for VoWiFi support on MediaTek devices. The
key length. Clients supporting weak DH groups and servers rst one (presumably older devices with a Helio chipset) uses
tolerating insecure proposals (without demanding the client strongSwan (based on strongSwan-related con gurations in
to switch to a stronger group if available) facilitate this kind the rmware images). In contrast, newer Dimensity-based de-

of downgrade attack. vices lack the necessary strongSwan les and thus presumably
use a different IPsec/VoWiFi stack.
7.3.1 Results Our active measurements on multiple models reveal that

the latter MediaTek devices are not omylnerableto the
attack described above, but also acdepALID_KExations
to any DH group (i.e., also to a group that was not part of the

Properly implemented clients that propose multiple SAs are
prone to this attack. For example, since Apple devices only

announce a single DH group within their client-side proposal, |, .
they are not vulnerable to this kind of downgrade attack. The UE’s proposal). In practice, an attacker can thus downgrade
' to the weakest DHF®, as shown in Figure 10. According

same holds true for other scenarios where the client explicitly o our threat model and Adrian et al. [15], we consider this

uses asingle DH group (e.g., devices using Samsung's def"’w%reakable by well-funded academic researchers and certainly

con guration that is shown in Table 2). However, as our client- .~ - .
) . . L .. within reach of resourceful (not necessarily nation-state) ac-
side analysis showed, most devices are overprovisioned with -
i . . : tors. We want to emphasize that the two downgrade attacks
multiple DH groups, and their settings include deprecated X :
) . described above work on unmodi ed, unrooted smartphones
groups. For all those devices in our sample, we successfully =" ;
. within commercial networks.
switched the used key exchange to the weakest offered group
using the attack described above if they were not already ) )
making the weakest selection their default anyway. 7.5 Responsible Disclosure
In context with our results probing the ePDGs, where we
have seen that at least 41% of the operators tolerate weal
client preferences over stronger available DH groups, we can
conclude that it is feasible to execute this attack under real-

world circumstances. 7.6 Escalating(Ly) Attacks

lY\/e disclosed those vulnerabilities to MediaTek and a x is
available (Appendix D.1).

. . This Section gives some context, on h attacks can be
7.4 MediaTek Implementation Bug facilitated to gain control over the full IKE/IPSec/SIP stack.

Besides testing our available UEs for (maliciously played) The key observations are:

protocol-conformdowngrade attacks (as described above), downgrading drastically eases key recovery Even

we also tested whether thVALID_KEnessage is properly  a downgrade to DHF8 (Section 7.4) still needs massive
implemented. Speci cally, we test how the client will reactto computing power to be cracked, but is considered in reach for
the server’s (or spoofed) request to switch to a DH group not several years now [15].

part of the preloaded con guration. Regular Rekeying without Reauthentication IKE’s keys

are regularly regenerated using a DH exchange based on the
selected lifetime (see key lifetime analysis in Section 5.2.5).
While all devices behaved as expected (rejection of the offer), An attacker can hijack the rekeying as shown in our experi-
some MediaTek-based devices stood out. mentin Appendix B. However, no authentication is performed

7.4.1 Results
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on(L2) making it roll over into the next session key. Dif e-Hellman Groups and IKE In Imperfect Forward

SecrecyAdrian et al. [15] show all the little ways in which
Child SA has no integrity protection It relies on(L1) DH implementations fail in practice. Bhargavan et al. [16]
for providing all of the integrity protection. Since there is no  ty to answer the question of how to support recon gurability
subsequent reauthentication, cracking the outer key exchanggyhile at the same time guaranteeing the preferred mode is ne-
is enough to gain stealth rewriting capabilities within the rst  gotiated. Felsch et al. [25] reports on Bleichenbacher attacks
two layers. on IKEv1 and IKEV2.

SIP encryption is optional and not enforced As Evaluating Real-World Security Con gurations Hue
shown in Experiment Appendix A, SIP encryption is con- et al. [31] evaluated both client- and server-side WPA2-

sidered optional by most providers. enterprise con gurations for education institutes (e.g.,
eduroam), uncovering deprecated settings and suspected pri-
7.6.1 Full Attack Outline vate key sharing across different institutes. Valenta et al.

[46, 47] performed Internet-wide scans for TLS, SSH, and
IPsec, surveying their elliptic curve usage and improper curve
validation. Heninger et al. [30] analyzed the occurrence of
weak (factorable) keys in the wild.

2. From now on, the attacker lets the client and server hand-gygjyation of VPN Servers Maghsoudiou et al. [36] exe-
shake the weaker DH group, authenticate the connectiongyted Internet-wide scans to discover and ngerprint VPN,

1. An active attacker inhibits the rsiNIT_SAmessage
from the client to the server and proposes a weak DH
group (as described in Section 7).

(via EAP-AKA), and create a session key {L2). nding over 7 million IPsec servers. Kahn et al. [35] and
3. The attacker can now race to crack the outer key ex-Ramesh et al. [39] made large-scale measurements in the
change and thus gain rewriting capabilities (L1) commercial VPN ecosystem exposing leaked user traf c. Wu

before the key lifetime expires and a rekeying is trig- et al. [49] investigated academic VPNs, which have become
gered. Note: the attacker does not h{L2)'s session ~ an integral part of the home of ce life.
key yet. Roaming Experiments and Large-Scale Cellular Measure-

4. If or when the time comé$ (Section 5.2.5) for a rekey- ~ments Sahin and Francillon [42] observed hijacked and thus
ing of (L1), the attacker can handshake both sides inde-monetized voice calls being redirected to over-the-top (OTT)
pendently and inject themselves in between. services (e.g., WhatsApp, Viber). Gegenhuber et al. [28, 29]

. . introduced a measurement platform enabling scalable cellular
5. Similarly, when(L2) is rekeyed, the attacker can hand- eaq rements by tunneling the communication between SIM
shake both sides independently and inject themselves

; . h - card and modem over the Internet. Besides measurements
in between without needing authenticating. Note: The ., the radio layer, Gegenhuber et al. [26, 27] also evaluated
attacker now has also control o\(2J. global VoWiFi deployments, exposing geoblocking practices
6. As encryption of the SIP connecti is optional at VoWiFi by simulating clients from different countries.

(Appendix A), an attacker also likely gains control over S|P in VoLTE and RCS Tu et al. [45] uncovered spoo ng

the client’ authenticated IMS session. and injection vulnerabilities at VOLTE’s SIP layer. Similarly,
Yang et al. [50] exposed weaknesses in real-world RCS de-
ployments. In 2023, the Google Project Zero team discovered
four severe Exynos vulnerabilities, including a remote code
execution on the most recent Pixel and many Samsung base-

Encryption in Cellular Networks  Cryptographic problems ., rocessors by injecting malicious SIP messages [13]
have plagued cellular networks from the start. More recently, into the VOLTE/NoWiFi traf c

Yomna et al. [37] presented Android’s approach to combat

so-callednull ciphers Null ciphers are mock ciphers that can ) )

be inserted into the encryption stack in case no actual encryp9 Discussion

tion is desired. Cholesta et al. [18] put European networks to

the test - many of them still accepted null ciphers on the radio This paper set out to cartograph the state of VoWiFi on the
|ayer. Tsay and Mj”snes [44] found impersonation vulnera- UE and MNO side. Little did we know what awaited us. The
bilities in the Authentication and Key Agreement Protocols €cosystem is haunted by multiple structural and standardiza-
(AKA) in UMTS and LTE. Rupprecht et al. [41] categorized tion problems:

past cellular network vulnerabilities to identify classes of  a) aninadequate and slow process of provisioning provider

8 Related Work

errors and how to combat them. settings to the UEs, with too many middlemen,
7The standard allows both peers to trigger a rekeying prematurely, butwe D) structural disincentives for phaging_ out deprecated cryp-
have not tested that. tography and a na ve standardization approach,
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c) optional encryption in certain parts of the ecosystem and handset vendors still work, and 42% of the operators request
the prevalence of the dumb client paradigm, an upgrade of the key exchange method if a common higher

d) critical bugs on the UE and MNO side. group is available. 3GPP, the operators, and handset/baseband
manufacturers should trust more in autocon guration mea-

91 Provisioni dc . sures (or enforce their own minimum standards), even at the
) rovisioning an on guration expense of slightly longer connection times.

The missing VOLTE/MoWiFi autocon guration feature in-

spired handset manufacturers to nd (non-interoperable) ways 9.4 Downgrades, Bugs, and Vulnerabilities

to preload known settings and curate their own databases

(RQ1). It is a painful, tedious task for the operators and the Attacks (Section 7.6.1) against DFf still require heavy lift-

handset manufacturers alike, with multiple middiemen that Ind for cracking the key exchange within the key lifetime, but
do not inspire quick, painless updates to new settings disin-it is assumed to be within reach for resourceful attackers. This

centivizing updates. is not for everyone, and nation-state actors would, therefore,

This is represented in the very inconsistent settings among!ikely choose a legal approach for domestic key seizure.
the different vendors (Section 5) and the large adoption of _However, downgrading to a weaker DH group alone should
deprecated DH groups in provider-speci ¢ settings (Section alre_ady Ipe considered a serious vulnergblllty. Otherwise, se-
6) as well as default settings, as seen in Figures 4 and 5. lecting different key lengths would be pointless.
Ultimately, MNOs should have the power to make con gu- Recovered (downgrade attack) and leaked static keys do

ration changes, including removing deprecated cryptographic ot always have to be used to attack higher layers up to
algorithms without impairing service, if they wish to. the SIP/IMS connection (snooping conversations or Spoo ng
commands)(L1) decryption alone can be used as a type of

. IMSI Catcher [19] on VoWiFi by snif ng EAP-AKA identi-
9.2 Structural Hurdles of Deprecation ers. [l Y J

The MNOs have little to no incentive to phase out older inse-
cure key exchange metho. On the one hand, (antici-
pated) compatibility issues with legacy devices and the slow \We see a number of downgrade attacks against the IKE phase 1
update process might stoke sentiments against changes. Ianifesting in the 3GPP VoWiFi ecosystdRQ3). An at-

our sample, only 7% of operators ditched all the insecure DH tacker should not be able to force an exchange method and
groups below 2048 bits. bit length upon the parties.

On the other hand, 3GPP/ETSI lacks a de ned depreciation  Attacks on(L1) and the rekeying system gain impact be-
path. Just removing it from the standard does not actually cause they inherit a previous EAP-AKA authentication on
remove the method from the world nor the affected devices. (L2)- And since&(L3) SIP Encryption is optional in many cases

In standards, there is no room to be stingy on the number of (Experiment see Appendix A), this gives an attacker control
key bits. If anything, it is the place to be bold and visionary. If over all three signal and user data panes.
shorter lengths are required at the start, a stringent phase-oué
plan/process should be de ned with it. The development of
computing power turned out to be somewhat predictable, and
the same can be expected for the deprecation of key lengthsThe MediaTek vulnerability of accepting unproposed and
non-complaint key exchange methods israsecure imple-
mentationby over-ful lling the speci cation, as described by
Rupprecht et al. [41]. In this type of implementation error,
Thedumb clienparadigm, often found in large infrastructure, the attack surface is unnecessarily enlarged (the client ac-
envisions the majority of decisions to be made by the network cepts a larger input language than required or even advertised)

9.4.1 IPsec Rekeying Problems

4.2 Accepting Undocumented and Unoffered Algo-
rithms or Key Lengths

9.3 Optionality and Strict Con gurations

and not the client. by including extra functionality outside of the speci cation.
Using SIP encryption? If the network does not mandate it, The weak key exchange method was likely inherited from
the client will de nitely not object. a general-purpose IKE implementation or library. The de-

However, the VOWiFi ecosystem, which is built upon many veloper removed it from the advertised methods but never
Internet technologies, has the infrastructure and protocolarychecked the received selection. Ideally, unsupported methods
means for clients to request better settings at their discretionshould also be removed from the code.

UE chipset and operating system manufacturers should take ) )
this chance. 9.4.3 Not-so-private Private Keys

Furthermore, the data suggest the importance of thoseAs the manufacturer was identi ed as the source of the global
preloaded con gurations might also be simply overestimated - static set of ten round-robin keys, they can not be considered
as seemingly con icting carrier con gurations from different  privatefor a number of reasons:
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a) All of the affected operators are in possession of the 10.3 Fallback to an Unannounced Mode

same keys and can decode each other’s traf c. . .
Do not roll your own cryptois valuable advise. However, if

b) The manufacturer (and any demo or test customer) area standard library is used, unsupported methods and ciphers
also in possession of those keys. should be removed not only from the negotiations but also

¢) Security o private actors could seize the opportunity to from the code base. A missing test coverage for a particular

get those keys from an institution under their jurisdiction piece of code could either hint at a missing test or a removable
or other control over-implementation.

d) Used telco equipment nds its way to second-hand hard- . L
ware marketplaces [43] and might leak those keys into 10.4 De ned Upgrade Path in Standardization

the public. As discussed in Section 9.2, standards of cryptographic ap-

plications should de ne an upgrade timeline for minimum

10 Evasive Recommendations supported security features, such as key length.

10.1 Default to Strongest DH Group 11 Conclusion

Operator con gurations that are preloaded to clients are up-The Vowi ecosystem relies on IKE and IPsec to set up
dated only irregularly and thus often outdated. In practice, gsecure tunnels into the operator's EPC. However, multiple
supported DH groups within those con gs are often com- factors lead to a delayed adoption of up-to-date key exchange
paratively weaker than on the server side. To counter this,mechanisms. Deprecated DH groups (by 2015 standard) and
clients should treat the preloaded options as a lower boundother dated cryptographic primitives are the norm on the client
and always signal (and prefer) stronger DH groups in their and the operator sides in 2024 and computing power only
proposal. In the worst case, this adds another roundtrip wheregot cheaper in that time frame.

the server indicates that it does not support that mode. To save  Fyrthermore, we encountered client implementation issues
that on sgbsequent connections, server capabilities could b&yih 4 major smartphone SoC vendor, facilitating downgrade
temporarily cached. attacks to weak, non-compliant key exchange methods.

. . - . The biggest surprise was the operator side, as at least 13
Failure Mode A rejected VowiFi handshake_ on security operatorsggerving 540 million custgmers apparently used the
grounds does usually not lead to loss of service for the CUSsame global set of static private keys. In both cases, we helped
tomer, as the phone falls back to cellular service. to remove those vulnerabilities through responsible disclosure
programs and tracked their progress.

10.2 Not-so-private Private Keys

Leakage or re-usage of private keys can happen for a numbefA‘Ckrka:"dgments

of reasons - but from the perspective of a phone that most of __, . . .
the time connects to a single operator’'s ePDG, only the intra—ThIS paper has been in part funded by UraVie Doctoral

: ; chool Computer ScienemdChristian Doppler Laborator
operator reusage is detectable, not the inter-operator reusag Ar Security gnd Quality Improvement in ?ﬁe Production )éys-

UE-local Freshness Tests In lieu of a cryptographically te_m_LifecycIeNith nancial support by the Austrian Feder_al
ensured freshness, the client can detect key intra-operatoMinistry of Labor and Economy, the National Foundation
re-usage with a history mechanism. However, based on thelOF Résearch, Technology and Development andhes-
observation time frame and the network volatility, this history fian Doppler Research Associatiofurther support by the

might grow large. A constant size and complexity key history USable Security Groufed by Katharina Krombholz at the
could employ a temporal ring of Bloom Filters [20]. CISPA Helmholtz Center for Information SecuriBurther

funding originates from th&lGIO Entrust Fundestablished
Distributed methods Inter-operator key re-usage detection by NLnetwith nancial support from the European Com-
would require cooperation between a (vast) number of phonesmission’s Next Generation Internet, under grant agreement
either with a common infrastructure (e.g. like DNS blocklists) No 101069594 and Project FO99988730¢nAISECfunded
or in peer-to-peer mode. by the ProgramiCT of the Future The competence center

SBA Researc{SBA-K1) is funded within the framework of
Failure Mode A security-rejected handshake is tolerable,as COMET Competence Centers for Excellent Technolobies
the user would not experience a loss of service due to fallbackBMVIT, BMDW, and the federal state of Vienna, managed
to cellular service. by the FFG.
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Appendix
A Experiment: SIP Encryption Optionality
Not all operators enforce encryption and integrity (L3)

in practice, which leaves room for even more severe attacks
(G1-3). This is partly visible in our static con guration le

/lprogram.mch2022.org/mch2022/talk/7TVHSDY, slides avail- analysis but also in-vivo veri able:
For example, when we removed client-side encryption and

able: https://www.slideshare.net/3G4GLtd/should-we-stop-
the-shutdown-of-2g3g-to-save-lives.

authentication preferences on our testing device (using the
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Table 4: Deprecated IKEv2 SA proposal parameters [23, 38,

48]

ID Name

DES IV64
DES
RC5
IDEA
CAST
BLOWFISH
3IDEA
DES IV32
HMAC MD5
HMAC Tiger
HMAC MD5_96
DES MAC
KPDK MD5
HMAC MD5_128
HMAC SHA1_160
Key Exchange Methods 1 768 Bit MODP
2 1024 Bit MODP
5 1536 Bit MODP
1024 Bit MODP 160 Prime

Category

Encryption Algorithms 1

Co~NOaMN

Pseudo-Random-Functions 1

Integrity Algorithms

~No s W, W

stock MTK EngineerMode app), we were still able to connect
to the home operator successfully.

kept alive for historical reasons.

In our set of 15 ePDGs using static keys (Table 5), three
pairs had identical IP addressekitchison Dreiactively main-
tains 232-05 and 232-10 after mergi@gangeandOne The
case is very similar foBmartfrenand their 510-09 and 510-

28 designations. In contrast, Malaysi&/sMobile andDiGi
cooperate by maintaining a common 5G infrastructure but
are otherwise (mostly) independent operators. Thus, the latter
ones are counted as two operators.

Pakistan’s Telenor newly showed up in our scans on April
2nd, 2024, over a month after we started the responsible dis-
closure, and several operators had already rolled out the patch.

D Responsible Disclosure and Remediation

D.1 MediaTek Unannounced DH Group and
Downgrade
MediaTek con rmed our ndings and issued CVE-2024-

20069° (severity: high) for the described downgrade attack.
The affected basebarf@swith the NR15 modem are from the

In such cases, an attacker that cracked the outer IKEv2 keyPimensity product line.

exchange and is thus able to take over the rst two layers

They released patches to all affected customers. All An-

can subsequently also hijack the third layer after the SIP droid devices with a Security Patch Level (SPL) of 2024-06-
authenticated between UE and P-CSCF is nished, effectively 05°" OF later are protected from the downgrade attack.

dominating all three communication layers and reaching all

available goal{G1-3).

B Experiment: No Integrity Protection in Reg-
ular Rekeying

D.2 Globally Static Set of DH Exchange Keys

After the experience with the few and slow responses from
the operators themselves [29], this time we reached out to
the GSMA's Coordinated Vulnerability Disclosure (CVD)
program to timely contact the affected operators and the man-

As described in Section 7.3, downgrade attacks via the ufacturer on 2024-02-13. We further reached out to Apple
INVALID_KHEnessage are not integrity protected and work and Google to consider countermeasures for their mobile op-

as a stepping stone to taking over the stack.

In this experiment, we verify that the same is true for the
regular rekeying o(L1).

In this instance only, to simulate the capability of breaking
the key exchange, we used a rooted phone. We inject¥®rida

erating systems.

The GSMA has issued CVD-2024-0089 to track our nd-
ings and further helped to communicate them with the affected
manufacturers and operators.

ZTE con rmed our ndings and issued CVE-2024-22664

into the process responsible for the IKEv2-related commu-(severity: high). The software component responsible is
nication and extract the used encryption and authenticationZXUN-ePDG from their CCN (Computing and Core Net-

keys by intercepting the corresponding library functions.

work) product line. According to ZTE, the bug has been

Thus, we were able to manipulate the rekeying interval and present in all versions before V5.20.20. The issue was caused

observe it in vivo.
The results con rm that regular rekeying lacks integrity
protection similar tdNVALID_KHriggered rekeying.

C Static Key Re-usage: Mapping MCC-MNC
to Operators

by incorrectly shipping integration test keys in the produc-
tion release, they explained. Besides a xed version, ZTE
also offers a volatile runtime-only x for MNOs that can not

currently be updated; it must be reapplied after each restart.

Lhttps:/icorp.mediatek.com/product-security-bulletin/June-
2024#CVE_2024_20069

20MT6833, MT6853, MT6855, MT6873, MT6875, MT6875T, MT6877,
MT6883, MT6885, MT6889, MT6891, MT6893, MT8675, MT8771,

As mentioned in Section 4.4.1, an MCC-MNC tuple does not mtg791T, MT8797

necessarily constitute an operator. Old MCC-MNCs are often

8https://github.com/frida/frida/

90
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Figure 11: Globally Static Set of DH Keys: Remediation over Time

Table 5: Static IPSec keys: Vulnerable Operators.

DH1768;
€91fbb17¢38e95c¢3590c54838bab62808df808cce198c3ba24e830c8f3cc2fc7
564a3bad4f7504c4clc515b8cad7687cfdf19af0cce3b527cfc56093fab266¢8

MCC-MNC Country  Operator Subscribers(M) Remediation 70000 . 6797665201 11206051218c253a1 254695ab246b{0e40809AC041176
232-05, 232-10  Austria Drei 4.1 [1] 2024-03-18  498f3bbfasf8f2b5b1b3ec7cd6790d960f0c760echafSeca5d31752aazfeclfd
231-03 Slovakia 4ka 0.6 [12] 2024-03-27 003f27b3139dfd332821134adff§f0ffa8097e?2b0dCd0955dcj370571d30fegg586d
2ade9b103celch75a7894905h55¢51ec5ciBbc78513cdd9373¢3266f0d1c2ed2
216-01 Hungary  Yettel 3.7 [3] 2024-04-02 51501 3635mm81 4facscelb24abalar9eiB284ear 37h241e5311423¢0510782
724-29 Brazil UNIFIQUE <05 [2] 2024-04-04  43090ffd7d3285678d3b1d98e4btbe5775911a5595258639287a641b48eh32a3
724-26 Brazil Vero (AmericaNet) <0.5 [2] 2024-04-09  h2b8e7eb53256495519209eebd98a2f9d7974241c848¢c7ad37ec586676ae4116
250-99 Russia  Beeline 44 [11] 2024-04-15 a005b8aacd7ce34c6293f1f37da868107f5e05db5aebba618d899a94927af47e
20211 Malaysia  Telekom Malaysia 2 [6] '2024-04-17 99%%;012;: 602ab1863e4d900650233bfc00aabice29fde18c36219f6aa361e7
A A e al al e cOOaab4ce. eldc. aa. e
502-153 Malaysia — uni 08 [8] 2024-04-17  oicatal cre3b1d36(74d14e0a6007683361faf438b7 1e42a0e676(d20842003
510-09, 510-28  Indonesia  Smartfren 36 [4] 2024-04-23 5 40415a0n25bb2a8adbde6eeddadi5e65c39h746a879acT 1b613b664720c41
502-18 Malaysia U Mobile 85 [7] 2024-04-24  9c3fee28e4a984db043924ccd42a8121bi1d696428a82fac624197df10a4d35
502-16 Malaysia DIGi 20.6 [5] 2024-05-23  3289fel551fcOfbi372f293fad867c52e30d2357d3ab2ae5d4b8c896f4b57bS5
410-08 Pakistan  Telenor (44) [10] 2024-05-24  9dd792e808954c00fc1565a447324788a34913a7df977a836bd523edcalag9ds
429-01 Nepal Nepal Telecom 20 [9] . e8bc246f549cab69d4e6789cfa611d24828d532f839597c02d7b193ae0dc7cab
423516e9e2e67f0018abf66e20f2ded682da51d12752fe010103698782575(6f
Total >140.3 Mio 936aeb8c8d413d03682a0ab68ed7ae098c0be630575704eb3f395d70beas3ab

aVulnerability introduced April 2nd 2024 P Cut-off date: May 31th 2024

D.2.1 Remediation Timeline
To track the progress of the update, we ran scans hourly. In

01870a§§§e23257f81ea50984a7cac4d7beQ49c18681725576c66e32b811c6b9
DH51536:
b22cdb284a4db637fe76f1f7ab8alf8c2530976805822686b008176e60e5cf29
398c99f3e84bef849fc62a6216c5b66f95445a92ce6b8d49b56f8c73c994e774
578a16523d85ac4ab566b7cefa2545a64a4a7175b4432eab9a2a5e4200a3e391
74e0aa079e655f8caeefa0dc35c8c81d5c81e4bc4b5d3e4f975a1f1ed198f68f
d083fh11ed987a56f28e5887980ead2al73396f0676e5b322aa58e81dd85d4c5
2ba8036874c1cc870d280d1a388a2746ac6ed62f26e427362c8aadc7e2eal3bd

mid-March 2023, one operator con rmed to us that they re- 337095ee22be46044dd0e4626b0b0a19728273001bdasfbf7e77afc514fc8e5f
. o 4ald84aab699e209fd96dd611f3c25128¢314d37b43fa4d325057b7a1943f09a
ceived a patch and were testing it. Shortly thereafter, mOst gy 120704d7an4cs7951412d60f2chedB787ched3c44dh08431e6c5400e143799
operators started rolling out the patch into production. Fig- 662cf2600a8432a09296f7e2ca480df04712¢5ef58051c95c4341bb085a80491
; DH142048:
ure 11 and Table 5 note the last time for each operator, Weg,,7ccc7attecssaidasassioncsszd4sdiss4sdasa1650aec23dac765d918
recorded an ePDG server using one of those static keys. €757060b089bfc671a7678661786f6aaad53afa5f57d4150305e0d7e4ee996c0b
; ; ; ; 8f9dd2cd05e0b1884e9dde3dcc74b01d782014df68b86bc0O74782a7a2d78b467
Interestingly, Pakistan’s Telenor rst started Showing Up  s,aa01715a5affeasbaoe168dad902d8190adb64b02a99136b01340878139a89
as vulnerable on April 2nd in the scans well after a x was 55895ae426a8487ccdela38cc6631e5728a5eb8605269c4c907f2a93c09e1€03
: . P . €0b4747bff0898e52ef435e930842dea8f3a48ca7d0e3e37h32a0e390a81adaf
available. We were later informed, that this is a test site NOt ;56:q0gof74e32a2e880110024010aa1824c5ec625059108118046c491ab7d2
ready for commercial use and will be upgraded before it is 08e8le262766albaadde5ad543a83477be7153394d7dbabd61682eb3f8e24284
t t 58bfh525033d093dfcce2c483c25495dad2591965253cfhddfc98579c6e8bdf4
open to customers. 59b6b9094b1b6dfd637d80cc59c8a44160e053c0bb1c66e1f58e1a871258a53a
DH15%72
13ca255h94a7284399177828f1f39c4a66d618cd735455e5391b4445c603c8d
5a4f387f10bee59a6209244e43d0eaab7c1e6255c5h23761ce51f7448d72870
D.2.2 Key Hashes 9ce716182a2790cebe900630bdef64def59ed90e45e7d87029b60d145¢20a22b
. 1f57f25e95eaeba86e5004b03058433378367e5db9126483b1009a9262cd25b1
We include the SHA256 hashes of the found globally-used sssaasagbb2b2327f52ed5d791f7ef211cc3177e50fa47c907f9a9004e91d002
; ; o b0b84567c90008babed048914325b15f{016d72b5aa46283447a6ealb16a8fe5
non-random public keys (bytes in network order) to facilitate g;:oqu5,14ddoe76646107b9d324ab1625037801380282c679f1de343fe447
blacklisting of those keys. Because of space constraints, wes16fb8cad462ff067cd0611f391a289d1aaae6e73b2d96a5d7ad8444ce 714a6f
only include DH]?GS through DH1§072 a9fc5fabd3b4d94c2d1lebdece812548a93ech87a4ce82f883b55e6f683a5bc8
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Careless Whisper:
Exploiting Silent Delivery Receipts to Monitor
Users on Mobile Instant Messengers

Gabriel K. Gegenhubé&f, Maximilian Ganthet, Markus Maiet,
Aljosha Judmayeér Florian Holzbauék, Philipp E. Frenzel, and Johanna Ullrich

tUniversity of Vienna, Faculty of Computer Sciené&lniVie Doctoral School Computer Scienc(§BA Research

Abstract 0:4 ‘ ‘ : :

With over 3 billion users globally, mobile instant messaging 1 Screen On
apps have become indispensable for both personal and profes- F 1 Screen O
sional communication. Besides plain messaging, many services 0:3| } ]

implement additional features such as delivery and read receipts
informing a user when a message has successfully reached its:
target. This paper highlights that delivery receipts can pose
signi cant privacy risks to users. We use speci cally crafted
messages that trigger silent delivery receipts allowing any user o1l
to be pinged without their knowledge or consent. By using this ) | g
technique at high frequency, we demonstrate how an attacker 4 ) mﬂ—m
could extract private information such as following a user across 00 e/ Tr W
different companion devices, inferring their daily schedule, or -0 500 1000 1500 2000 2500
deducing current activities. Moreover, we can infer the number of RTT (ms)

currently active user sessions (i.e., main and companion devices)

and their operating system, as well as launch resource exhaustion Fig. 1: Round-trip times (RTT) of delivery receipts, which are
attacks, such as draining a user’s battery or data allowance, all B 1 second forScreen Onstates andA 1 second and above

without generating_ any noti cation on the target side. Due to the {5, Screen Offstates measured on an iPhone using WhatsApp
widespread adoption of vulnerable messengersWhatsApp and with a sampling rate of 1 Hz.

Signal) and the fact that any user can be targeted simply by
knowing their phone number, we argue for a design change to
address this issue.

0:2f

Probability

messages in ongoing conversations and thereby showed that,
|. INTRODUCTION based on the measured round-trip times (RTTs), country-

Instant messengers serve a vast global audience vJﬁH6| geolocation ofau_ser’s dev_ice i_s feasible [21]. Regular
WhatsApp alone reaching over 3 billion users [9], [28] anff'€SSages, however, trigger noti catpns for the targ_et user,
handling billions of messages daily. Besides being very CorR(_)tentlally alerltlng them to the ongoing attack, particularly
mon in general, instant messaging services are also uddif" the probing messages are sent frequently.
by high-pro le government of cials for sensitive conversa- USing techniques described in this paper, an adversary can
tions [1], [13], which adds an entirely different dimensiorfraft stealthy messages that enable probing a target at high
to privacy issues within these services. In this paper, Wgeduency (up to sub-second granularity) while not causing
present a novel privacy and availability attack vector on insta®Y Nnoti cation at the target side and also in the absence of an
messaging systems, leveraging the (ab)usietery receipts ©Ngoing conyersatlon. With such_ an |ncrea_sed sampling rate,

There are two basic ways used by instant messeng¥@ systematically show that delivery receipts can leak user
to inform senders about message delivery, nanugijvery information beyond the country level.
receipts (consisting ofserver ack & device ackpand read ~ For example, we show that the on/off state of a mobile
receipts The rst acknowledges a message’s receipt at tH@hone’s screen manifests in the delivery receipts’ timing, see
server or the destination device, the latter their view by tHégure 1, and, among others, allows to track the victim's screen
destination device’s user. Read receipts have been misutigie.
to spy on conversation partners [7] and nowadays messengéevioreover, we demonstrate that a user’s activity can be fol-
applications allow to disable them in their privacy settingsowed across multiple devices (i.e., smartphone and companion
Delivery receipts, however, cannot be deactivated due dessions), creating further (and more severe) monitoring and
design choices of the underlying protocol. Previous wotkacking possibilities. In addition to utilizing delivery receipt
has triggered delivery receipts through sending regular tdXTT as a timing side channel, we demonstrate that implemen-
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tation inconsistencies across different target architectures also
leak information about the operating systems and application
clients in use.

Using the same techniques, also resource exhaustion attacks,
such as draining the battery or data quota, can be performed.
Similar to [21] we focus our analysis on three instant messen-
ger platforms, i.e., WhatsApp and the more security-orientied
alternatives Signal and Threema.

In summary, we make the following contributions:

Stealthy Delivery Receipts.While previous work required

an ongoing conversation and consequently noti ed the victim

about every probing message, we show that delivery receipts

are also issued for other message types (e.g., reactions) and

furthermore can be triggered in a silent way preventing a

noti cation of the victim. This allowsconstant and high- o o ] ] )
frequency probing (i.e., sub-second interval) of target device§ig. 2: Simpli ed depiction of client-fanout for Multi-Device-

without the risk of getting noticed and blocked by the victim>UPPOrt: Alice’s message is sent to all of Bob's devices as
well as her desktop device. Each message copy is individually

Multi-Device Ampli cation. We demonstrate that in multi- encrypted. The recipient devices inform Alice’s device of the
device setups in which victims use web or desktop clients fgiuccessful decryption via delivery receipts.
messaging in addition to their mobile phones each device can
be independently probed enabling comprehensive and precise
observation of user behavior across devices throughout the day. Il. BACKGROUND
In prevalent end-to-end encrypted (E2EE) messaging pro-

Arbitrary Targets. For WhatsApp and Signal, we show thatocols used in WhatsApp and Signal, the role of the server
it is not even required to have any kind of association witig essentially reduced to forwarding encrypted messages to
the victim, e.g., being in their contact list or having an exheir recipients, and large parts of the protocol logic are
isting conversation. Thereby, anyone having these messengitified to the client side. This also includes the handling
applications installed on their mobile phone can be selectedaisre-encryptions and re-submission in case of decryption
a victim just by knowing their phone number and monitorefhilures at the receiver, e.g., if the session state and as-
using the techniques described in this paper. With billions gbciated keys on a recipient device have been deleted, or
users, the number of potential victims is not only huge bublled back. Thus, in addition to serving as a convenience
also includes potential high pro le targets such as governmefelature for users, clients also depend on information about
of cials [1], [6], [13], [29]. the successful delivery and decryption of messages from a

technical standpoint. These acknowledgments are commonly
Activity Leakage. We show that delivery receipt timingsyeferred to aglelivery receiptsDelivery receipts indicate the
are in uenced by the phone’s activity and sleep states. Thigccessful decryption of a message and thus allow the sender
enables us to determine whether the remote device is @ mark the transmitted message and the associated ephemeral
tively used or in standby by distinguishing between screg@ying material for deletion. This is necessary to uphold the
on/off states and in certain scenarios even if the messaggg:urity property of forward secrecy as promised by these
app is currently in foreground. Furthermore, we demonstra}%ssaging services. As we show in this paper, this design
that complex routines, schedules, and activities can in ueng@cisjon with the according shift of responsibilities to clients in
delivery receipt timings across a user's different devices, @gmpination with the desired responsiveness and convenience
shown by an open-world measurement case conducted unglefow latency interactions can have a signi cant impact on
real-world conditions. the privacy as well as the security of users.

Resource Exhaustion AttacksWe show that our ndings can Message Delivery.The server ackdelivery receipt, usually

not only be used for the disclosure of private information, btiepresented by a single checkmarK')( on client devices,

also in an offensive way exhausting a victim's resources likadicates that the message was queued for further transmission

battery or data quota similarly, this type of attack does ndtt the message server. Due to E2EE, the message server does

alert the victim through noti cations. not see the message content and thus cannot perform message
validation checks in this step. Thievice acldelivery receipt,

Countermeasures. We discuss how these attacks can beften represented by two checkmark€)(on client devices,

mitigated, including both client and service-side mitigatiohighlights that the recipient has received and successfully

strategies. decrypted the message. Therefore, the delay between sending
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7 Individual User Monitoring via Silent Pings on Instant Messengers

the message and receiving the delivery receipts indicates the §Q (8‘,3’ &
time it took for sending the message rst to the message & < ee'f’ R Qg,& &
server, then from the message server to the target device (if o > &\&‘ Q}‘ _\o‘z' _&d (\90
it is currently online) and back again. For details regarding & & {(;1,@ & & &
the message server infrastructure, the resulting RTTs and
the inferred limits for geolocation see Appendix Al. The WhatsApp 9.648 #

K . Facebook Messenger 5.89B #
read receipt(+”) is a message type returned by the target Instagram 5.488 4
device in case the target user accesses the message. However, B ok 3048 # # # #
WhatsApp, Signal and Threema allow to disable this message 2 gnapchat 194B # # #
type in the device settings. Telegrarf 164B B # #
Multi Device Setups. There existleader- and client-fanout g\lﬁzzr 1'1f§ 8 ##
based approaches to support multi device (i.e., companion) @ ggnai 136M
setups. In contrast to leader-based approaches, where one © Threems 5M &
device acts as a primary device accountable for redistributing 3 E2EE for snaps, not for private messages.
messages to other devices, current client-fanout implementa- b Non-default E2EE.
tions trigger delivery receipts bgll user devices connected ¢ Multi-device support for iOS only.

to the account. This client-fanout is now implemented iMABLE I: Overview over popular ALB installations) and

WhatsApp and Signal. Threema is currently in the procesgcurity-oriented instant messaging services (Sources: an-
to enable multi-device setups [25]. In client-fanout setups &toidrank.org, manufacturer information).

devices of the user maintain their own key pair, cf. Figure 2.

For messaging, the sender creates an individual E2EE channel

with each device of the receiver as if messaging multiple  tracking across multiple devices, locations, and behav-
recipients. For remaining consistency among all devices of ioral routines.

the sender, the sending device also forwards the message - Monitoring a user's behavior (e.g., screen on/off, or mes-

g_tr:!er mformart]lon) tg cz[tr?er .deches.Otf t?e‘; _slame_ l:]SGI‘ [tl' " senger app currently in foreground) by covertly probing
IS approach avoids the singie point ot farure INNErent N =, qevice for longer periods and analyzing relative RTT

the leader-based method. However, assigning multiple keys to differences of delivery receipts.
an account reveals the number of devices under the control ) ) )
of a user, as other accounts necessarily have to retrieve tf(G3p Launching offensive resource exhaustion attacks that
keys from a central inventory. Since each device has its own increase a users trafc, draining their battery or data
unique key, the recipient can also infer from which of the allowance, or performing denial-of-service attacks to de-
sender’s devices the message originated [2]. grade the usability of bandwidth-intensive applications
such as video calls on secure messaging platforms.

Mitigation Status. Although previous work [21] has shown . .
that delivery receipts introduce a timing-based side channeIThe adversary aims to carry out the attack as stealthily as

) . HoFsible, ensuring that the victim remains unaware not only
that coarsely leaks a user’s location or the used access tech P- 4
of the source and cause, but also of the fact that an attack is

ogy (i.e., cellular, Wi-Fi), there is still no way of turning them .
Qcpurring at all.

off at most popular messengers. Moreover, other propose

mitigation techniques like delaying the delivery receipt by 8 attacker Types

random delay of a few seconds were not adopted. i ) ]
Depending on the relationship between the adversary and

I11. THREAT MODEL & M EASUREMENT SETUP the victim, we differentiate between two attacker types, namely
creepy companioand spooky stranger

We assume an adversary that aims to impinge a victim’s c ionThe attack d the victim h
privacy by exploiting instant messenger services’ delivery v ~-reepy companionIne attacker and the viclim have an
active chat session containing one or more messages in

receipts. More speci cally, we differentiate between i) three the messaaing app. Such adversaries. e a iealous (e

distinct attacker goals, ii) two attacker types differing in their . 9ing app. ul Vt . '" ’ I. g'ﬁ ) llj-l'f( x

relation to the victim and iii) limit our analysis to three popular Jpar Ner or a nosy employer, typically aiso have real-iile
relationship with the victim.

messaging services WhatsApp and its more security-oriented . . . . .
ging bp Y vy Spooky strangerThere is no prior relationship like a

alternatives Signal and Threema. X - -
previous preexisting contact or conversation between

A. Attack Goals the attacker and the victim in the instant messaging app.
i ] The adversary only knows the latter's phone number.
From an adversary’s perspective, the three goals are: This way, any customer of a messaging service could

Fingerprinting the number and types of a victim’'s devices be attacked just by knowing their phone number. This
by observing received messages and delivery receipts, could be used to spy on public gures, e. g., celebrities
thereby inferring each device’s online status and enabling or politicians, or to gather intelligence about a company’s
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App Used Open Source Projects Action Delivery Receipt Push Noti cation
® o ® o
WhatsApp  whatsmeowweb), Cobalt(mobile)

® signal signal-cli(uses libsign&i) Message & &
2 Threema threema-andréid Edeis;\ctlon z 4 # #
K Of cal project. Community project (reverse-engineered). Delete # # # #

TABLE II: Both of cial- and community-driven open source Edits cause (silent) noti cations for iOS users only (no noti cations are

K L shown on Android).
projects were leveraged to get API level application access. ] ) ) ) )
TABLE llI: Different actions notify the sender via delivery

receipt and the receiver via push noti cation. On WhatsApp

CEO for industrial espionag&pooky strangersan sim- and Signal, reactions only cause push noti cations for mes-
ply use a so-called burner phone with a prepaid SIgRges originated by the receiver but not those by other users

card to entirely hide their identity against the messagirf§ence marked wit). For edits and deletions, WhatsApp and
service. Signal employ restrictions (i.e., time window, recurrence).

C. Messenger Selection

Table | shows the most popular instant messenger applica- IV SIDE CHANNEL VECTORS

tions including also the social networks Instagram, TikTok, 14 explore the probing capabilities and corresponding lim-

and Snapchat as they also support direct messaging. At figns for exploitation, we tested for side channels based

ta_ble’s bottom, we Iisted_ the less prevalent but more securiy_ﬁ delivery receipts. More speci cally, we analyzed i) which
oriented messengers Signal and Threema. For our analygiSions cause delivery receipts, i) whether delivery receipts
we require messengers to support multi-device E2EE aggh 5150 issued for messages coming frospaoky stranger

delivery receipts limiting the potential target applications tf how delivery receipts are issued within multi-device setups.
ve, namely WhatsApp, Facebook Messenger, Viber, Signal,

and Threema. Beyond, we need API-level access. While this is . )

clearly available for open-source messengers, the communifa-Delivery Receipt Sources

tion protqcol and API endpoints need to be reverse engineeregy, systematically tested which actions trigger delivery
for proprietary messengers. In our research, we found Wglseipts™ by using our custom clients to send messages to
gateways enabling messaging as a non regular user, €gth Android and iOS phones. Moreover, we examined which
the Viber REST AP, and projects emulating a webbrowsegtions notify the user (e.g., trigger a push noti cation or mark
providing automation capabilities but no in-depth access {0 ¢onyersation as unread) and which actions remain covert.
message delivery states. Finally, we only considered projegi§e to their stealth, the latter bear the potential of continuous

that implement the full feature set of a regular client, SUppQH{onitoring of target users without them being noti ed by the
E2EE key management and expose low-level API access, F€ssaging app.

;I’abrlle I for Ian 'O\xLVIeVX Th|S§ Ieftlus ;v!IE: three n;ﬁ§serr1]g?f5 for More speci cally, we systematically test and explore deliv-
urther analysis, ats \Pp Signalan reema This choice err¥ receipts caused by the following actions:
of messengers is consistent with [21] and allows compariso

with previous work. vy Send messagesending a normal (text) message to the
target.

D. Measurement Setup v Edit message changing the content of a previously sent
message.

We conducted our measurements in two steps: First, we
looked at message types triggering delivery receipts (on the or @ emoaji) to an existing message.

|OSd a}nd Adndroulj appsr)1 W'tht?Ut :;)okmg at ﬁpeu c dgv:ce vy Delete messagerevoking a previously sent message for
models and evaluate them based on our threat model, see _ participants @elete for everyone).

Section |V for details. Based on this assessment, we craft
attacks on the individual messengers and test the privacy leakd@ble Il shows the results. While WhatsApp and Signal

for speci ¢ manufacturers and models in a second step, s@g0 send delivery receipts for reactions, edits, and message
Section V details. The full list of our testing devices includingleletions, Threema restricts the delivery receipts to regular
their chipsets and software versions is shown in Table VIII iileéssages. Editing or deleting a message usually does not

vy React to messagesending a message reaction (e.g, a

the Appendix. trigger a noti cation on the target’s phone and could thus

be used for tracking purposes. However, both WhatsApp and
Idevelopers.viber.com/docs/apilrest-bot-api Signal impose restrictions on these actions. WhatsApp permits
2whatsmeowgithub.com/tulir/whatsmeow message deletion for up to two days and allows unlimited edits
Cabalt: github.com/Auties00/Cobalt within 15 minutes. In Signal, the time frame for deleting and
signal-cli: github.com/AsamK/signal-cli . . . .. R
libsignal: github.com/signalapp/libsignal-service-java editing messages is 24 hours with an upper limit of 10 edits
threema-androidgithub.com/threema-ch/threema-android per message.
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7 Individual User Monitoring via Silent Pings on Instant Messengers

B. Stealthy Probing (Creepy Companions) Messenger used for  Spooky Creepy Each
. ) covert probing stranger companion Device

Threema only allows reacting to someone else’s message
but users on WhatsApp and Signal can also send reactions to ~ WhatsApp yes yes yes
their own messages. A user is only noti ed when somebody ; Signal yes yes yes
reacts to a message originally sent by them. Self-reactions - Threema no no no

do not provoke a noti cation for other chat participants b%ABLE IV: Ability to covertly probe a target, i.e, without

neve_rtheles_s trigger_a delivery receipt. T_herefore, Self'reac“%%gering a noti cation, using delivery receipts. The last
pro_wde an inconspicuous way of probing a target to reCeSlumn speci es if this is possible for each of a user’s devices
delivery receipts. To make things worse, there are no t"ﬂ?dividually.
or quantity restrictions on message reactions and users can
change or remove their reaction at a later point in time. Thus,
an attacker could simply react to an old message they sgRévious relation (e.g., contact, conversation, group chat) with
themselves to stay under the radar. Finally, removing a reactigg attacker’s phone number.
(i.e., sending an empty string as a message reaction) is entirelpyr results showed that both WhatsApp and Signal al-
invisi_ble to the_targeted user providing an ideal vector fQpy arbitrary targets to be stealthily monitored byspooky
consistent monitoring. strangervia reactions referencing non-existing messages. Due
The just described side channels do not necessarily requsemissing self-reactions, we did not identify a covert way of

full APl access. An attacker could use an of cial Client, Obrobing arbitrary targets on Threema asrmoky Stranger
manipulate the client's state (e.g., by using developer tools

via the web app) to trigger inconspicuous reactions and dg- Multi-Device Probing
serve the (encrypted) traf ¢ to derive delivery report timiigs Besides observing which actions can be used to probe a
However, having API-level access facilitates the probing ardrget user via delivery receipts, we also analyzed how delivery
shows that invalid messages are generously conrmed vieceipts are handled when the target uses multiple devices. For
delivery receipts. For example, a message deletion packet tath, WhatsApp and Signal, all devices (Android, iOS, Mac,
be sent multiple times to harvest continuous delivery receipféindows, Linux, and Web) issue independent (i.e., duplicated)
(with only the rst message deletion actually being effectivedelivery receipts for all tested message types. If the device is
Although message deletion or edits that were sent after theline, delivery receipts are issued right away; if not, they are
of cial time window were not considered (i.e., executed) bgent as soon as the connectivity of the device is regained.
the receiving clierft these messages also generated delivefjnis ampli cation of delivery receipts further increases an
receipts, providing another stealthy side channel that could &ttacker’s tracking and ngerprinting possibilities (as shown in
used for tracking purposes. Section V-B) as they are capable of inferring when a device
Summing up, we show that an attacker (more speci callgomes online from the receipt of pending delivery receipts.
a creepy companigncan use theemove reactioraction, or On Threema, we checked for multi-device receipts by sending
reactions to their own messages to stealthily monitor amprmal text messages. Threema appears to synchronize issued
target that has an existing conversation with them. The ortlglivery receipts among all devices of a user causing only a
requirement is a conversation with at least one message $orgle delivery receipt per message.

the target that is then used by the attacker for reactions. E. Summary of Probing Capabilities

C. Stealthy Probing (Spooky Strangers) We summarize the identi ed side channels that can be used

- _— for covert probing of user devices in Table IV. Threema only
Our tests showed that there is little validation done by thr%sponds with a single delivery receipt even in settings with

receving client and that message reactlon§ referrlng to ncmhltiple devices per user. Moreover, Threema does not allow
existing messages also trigger delivery receipts. This remove

o . e : ..a gpooky strangemor creepy companiono covertly probe a

g]?ng;e;:q;";]'z gfrzz\gt?gnﬂfzfgng;\é?;?:“?hr:scggmnQ”%S"S device without triggering noti cations for the victim.

be ex Ioi%ed byspooky strangers ' ’ e only way that remains to trigger delivery receipts by a
T p | t?’fp rang hased id S| eviously unknown user is by sending a normal text message
| 0 ezp{)r_et IS Zcenarlo %N € purc ;Se anew dprepal ; d starting a new conversation, but this is obviously not

plyggtjet : mg a burner tp onte, sn agt?lmt lése c;u': cus althy. Summarizing, Threema handles delivery receipts in

clients to probe various target phones that do not have aglyesyictive way impeding stealth probing. Consequently, we

3This technique is used in [21]. In contrast to this work, the authors expl(i'gcus on .the the m?ssagmg services WhatsApp and Slgnal in
delivery receipts of regular messages triggering noti cations at the victithe remainder of this paper.

device. This implies that their probing is not stealthy and cannot be applied

in a continous and high-frequent way as we do. V. ATTACKS & EXPLOITATION

40fcially announced times differ from the actually enforced ones, e.g., In this section. we show the manifold potential for abuse
deleting on WhatsApp is possible for 60 hours instead of 48 hours and editi ’

n o . . - -
for 20 minutes instead of 15 minutes. For Signal, the observed time wind@ﬁd exploitation of the discovered de'_'Vef}’ receipt-based side
is 48 hours instead of 24 hours. channels for the two vulnerable applications WhatsApp and
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(Main Device)
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(Web Client)
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receipt * no receipt

Fig. 3: A device’s online status can be consistently and
stealthily monitored with second-based granularity, possibly
leaking the user’s location and daily routines.

Fig. 4: WhatsApp Screen On/Off: Measured with low fre-
Signal. More speci cally, we use stealthy message reactiold€ncy (1 ping per 20s), RTTs enable to differentiate between
to extract privacy-sensitive information from and for offensiviactive and active screen states.
resource exhaustion attacks against the victim. Most of the
presented exploits require the attacker to continuously send

stealthy message reactions towards the victim. While web sessions need to be initiated by opening the
corresponding website in the browser, desktop clients are often
A. Tracking Users Across Devices automatically started as a system service allowing an attacker

Concurrent work [2] shows that WhatsApp's key director§® Precisely monitor the online status of a companion device.
leaks the device setup information of users and that the ugd¥ Presented in the previous section, WhatsApp and Signal
sender device can be extracted from received messages. 3f stealthy and independent pinging of all existing devices
validated these ndings and con rmed that this is also the caddlowing both creepy companionsind spooky strangerdo
for Signal. For WhatsApp and Signal, the main device has tg&Ploit this attack.
lowest device index (0 and 1 respectively) enabling differen-
tiation between main- and companion devices. Monitoring@ Fingerprinting User Behavior
user’'s device (_jirectory and consequently observing a user'gegides using delivery receipts to classify a device's (bi-
number of devices can be executedspooky strangers nary) online status, relative differences in the observed RTTs
B. Monitoring Device Online Status can be used to derive the activity of the target device. We

. o . , found that the operating system, the smartphone’s model,

Besides monitoring a target's key directory on the SEIVefs underlying chipset, and the current environment (e.g.,

v;/]e are. abIAe\ to”a(;:tlv_ely send pa(_:kg_ts_dthaltl remﬁ'” Q'C:_den reen- and target application status or Wi-Fi vs. LTE) heavily
the victim. As all devices answer individually with a delivery ' oo the occurring RTTs for a device.

receipt, continuous probing enables independent monitoring of
each device’s online status. In this use case, the attacker dBé#w Frequency. We use different probing frequencies to
not evaluate the RTT of the delivery receipts but simply theineasure characteristic RTTs on testing devices. On WhatsApp,
time of receipt to trace the online state of a device. we did not experience any rate limiting or server-side queuing
Main devices, i.e., mobile phones, are expected to be onliaed could also send high-frequency ping messages, e.g., one
most of the time, either via Wi-Fi or a cellular connection. Ifeaction every 50 ms, without any restrictions. On Signal, short
the main device ceases to respond, an attacker might dedubgsirsts were also permitted but sending multiple messages per
brief connection disruption or that the phone has been switchegtond continuously over an extended period caused them to
to airplane mode. By monitoring this status over a longgueue. Thus, we refrained from sending more than one ping
period of time, an attacker might then be able to extrapolgder second to circumvent rate limiting.
the victim’s behavioral patterns. For example, absent deliveryl) Case Study: iPhoneTo investigate the feasibility of
receipts could indicate the victim being on a ight, or aextracting detailed statistics about the ongoing user activity
a location with no coverage, e.g., in the metro, elevator, (#.g., screen time and app activity state), we systematically
basement, or simply using the phone’s airplane mode to muteasured Android and iOS phones in different environments.
all messages during the night revealing their sleep schedulBue to its dominant market share (currently, more than 50% in
Companion devices (desktop or web clients) return delivetiye US [24]), we select the iPhone to showcase our results. In
receipts upon missed messages as soon as they come ominetests, we compared two different iPhone models (iPhone
and the adversary will automatically be noti ed. This behaviot3 Pro, iPhone 11), both showing the same characteristic
might be abused to track the victim across devices and pot@aiterns for specic activities (screen on/off, application in
tially expose their location, e.g., in case the companion devifteground). For our systematic measurements, we xed the
is a desktop computer in the of ce or at home (cf. Figure 3ping rate to one packet every 2, or 20 seconds.
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7 Individual User Monitoring via Silent Pings on Instant Messengers

Fig. 5: WhatsApp Use: RTTs are 350 ms if the application Big. 6: WhatsApp Web on Firefox (Windows): RTTs are 50 ms
active (foreground). If minimized, RTTs become 500 ms fdior an open browser tab and 3 s if the user switches to another
30s before eventually returning to Eereen oras typical for tab.

long-term app standby.

) ground. An envious ex might be curious about how much time
_ Complete graphs of our systematic measurements COMRAEi former partner spends on the messaging app potentially
ing different attacker typesspooky strangews. creepy com- chatting with new acquaintances. Figure 5 shows that the RTT

panior), access technologies (Wi-Fi vs. LTE), Applicationgy,os 1o ahout 300 ms as soon as the application is opened

(WhatsApp vs. Signal), and iPhone models (iPhone 13 Pig, e pnone. If the application is closed, i.e., moved to the

iPhone 11) can be found in Appendix A5 and proof the fegy, .y o ound, the timings dwell in an intermediary state (RTT:
sibility of our monitoring across all tested environments. Wgqq ) for about 30 seconds before normalizing at their initial

also uploaded a vid8odemonstrating a single measuremente| (RTT: 15) as the screen is still active. To further support
case ¢reepy companiar20s interval, Wi-Fi on the iPhone 11, 14ings we looked for evidence of this behavior in the

video speedup 30x). Initially, we conducted our measurememts, jne's system log (vi@evicesysloy We are able to con rm

manually. However, we later automated the process using @ e application is rst put on hold leading to the observed
ESP32, which emulates a Bluetooth keyboard and executesifie, 1o qiary state for 30 seconds before being moved into

keyboard inputs to switch between the required activity Stat%?andby.
For clarity and ease of demonstration, we isolate particularz) Behavior Eingerorinting on Android Devicesor An-
patterns and present graphs focusing on these ndings un%?r gerp 9 )

" A R oid, we likewise found characteristic patterns allowing to
xed conditions (i.e., acreepy companionsing WhatsApp to . . o .
SO differentiate between screen and application activity states on
track a target connected via Wi-Fi). However, complementar - .
variety of phones. Due to the more diverse landscape of

megsurements (Appendlx AS) showed that thesg patterr}s. gr%gfnufacturers, chipsets, OS avors, and software versions, the
eralize and can similarly be observed under varying conditions.

) o : . patterns for certain activity states differ among models and
Showcase I Deriving Smartphone Screen Timfhile need to be individually adjusted for each target device. Yet,

knowing (one own’s) screen time is convenient for digital 4
g ( ) 9 pme general rules hold across all tested device models, e.g.,

wellbeing and parental control, it is also interesting for extern L , )
entities. For example, a nosy employer might want to kr‘OWeepe.r starydby §t§tes causing |.nc.reased1|tter and hllgher RTTs.
esides identifying characteristic patterns, selecting an ap-

whether their employees use their (private) phone when a® ; ing f i ;
work or a marketing company might be speci cally interesteB"OPNaté ping frequency greatly in uences a measurements

in targeting users with excessive screen time. Figure 4 cofitcome and thus needs to be ne-tuned for specic phone
pares the observed RTT for WhatsApp with an active argedels: For example, on Samsung models, lower ping frequen-
inactive screen state on the iPhone. An inactive screen le&feS (€-9-» 1 ping per minute) allow the phone to enter a deep
to RTTs of about two seconds, an active of about one secoRtFEP State, resulting in more distinct RTT differences between
Extracting the screen time only worked with less frequeﬁt‘:t'v"[y _state_s. hC onvers_elﬁ, on Q_ualt;omm— a_nd MedlaTe_k—
probing, e.g., one ping per 20 seconds as more frequent proBa&ed Xiaomi phones, higher probing frequencies (e.g., 1 ping

would have prevented the phone from pivoting into a dee,pp?r second) do not disrupt the phone’s standby behavior and
sleep state still allow for a clear separation between active and inactive

Showcase II: Deriving IM Application ActivityEurther, we states. To compare characteristic screen on/off timings for

show that even the use of an application could be extractéyi0us manufacturers and models, we measured the RTTs for

from the measured RTTs. In particular, we checked wheth2fange of smartphones. Using a probing interval of one ping

RTTs change if the target application is open, i.e., in forder second (to also cover standby states on Samsung models),
we recorded delivery receipt RTTs for different screen states

Shttps://drive.proton.me/urlssDHACRY X250#CLYkdE3Rb7Ho on each device. For each individual phone and state, we made
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Device models: Apple iPhone 11, Samsung Galaxy A54 5G, Samsung Galaxy S23, Xiaomi Poco M5s

Fig. 7: Characteristic screen on/off timings for different manufacturers and chipsets (all measaredpgscompaniover

Wi-Fi with 1 ping per minute). The box and violin plots show, that we observed differences between timings for the screen
on vs. screen off state across all tested devices. While this only shows the overall RTT distribution, local patterns (e.qg., jitter)
could be used to further re ne the distinction between states. The leftmost graph (iPhone) corresponds to the data that is shown
in Figure 1.

sure to gather at least 300 data points (i.e., 5 hours of capture 0s Delivery Receipts ~ Read Receipts
time). Figure 7 compares the RTT distribution for each screen g Android  Separate Stacked
state on our testing devices. Despite distinct characteristics < 10S Separate Stacked (Reversed)
across models, differentiating between screen-on and screen- & web Stacked Stacked

"o ! . 9 . . § Windows  Stacked Stacked
off timings appears feasible for all devices. Two detailed plots macOS Stacked (Reversed)  Stacked (Reversed)
that show characteristic patterns on Android phones can be 5 Android  Separate Stacked
found in Appendix A4. S ios Separate Stacked (Random)

»  Desktop Stacked Stacked (Reversed)

3) Monitoring Behavior on Companion Device8esides

examining characteristic RTT patterns on main d_evices,_vaLE V: Deivce/OS Fingerprinting: WhatsApp and Signal
analyzed the RTTs on desktop- and web-companion devicgiow different receipt handling for different platforms.
We tried to differentiate between the active (i.e., application

or corresponding browser tab in foreground) and inactive (i.e.,

application minimized or tab in background) state. the same behavior. For the residual companion devices (other
Figure 6 shows that it is trivial to differentiate by RTTsbrowsers and Desktop Apps), we did not see any obvious

between an active and inactive (i.e., browser tab46904690distinctions.

the background on Firefox) WhatsApp Web session. While ) ) e

we got immediate responses (roughly within 50 ms) in tH: Device OS Fingerprinting

active state, responses took about 3s when another tab waSection V-C showed differences in RTTs that might be

focused or when the browser was minimized. Moreover, tladused to observe a victim’'s behavior, but we also noticed

high response times occurred as soon as another winddifferences in the applications’ implementations for different

was fully covering the canvas of the Firefox window (i.e.target architectures. This includes handling delivery- and read

the supposed standby mechanism kicks in as soon as tbeeipts, e.g., receipt ordering and receipt stacking, for missed

WhatsApp window is not actively painted on the screeninessages due to the device being of ine. Therefore, we sent

Clearly, this behavior allows sophisticated tracking of theultiple messages to an of ine target. As soon as the target

victim's Whatsapp usage within their browser. For Firefoxdevice went online again, the pending messages were fetched

all tested Operating Systems (Windows, Linux, Mac) showdmbm the server and acknowledged via delivery receipts. As
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Fig. 8: Real-World Tracking Scenario of two companion devices (web-client and native client) and the main device (smartphone)
across different access technologies (LTE, Wi-Fi and Wired LAN) and usage scenarios (active usage, voice call, screen off
phases), measured byspooky strangewith one ping every 2s.

soon as the target opened the conversation, it sent out thgerprint a victim's system and to re ne further exploits
corresponding read receipts. Although the protocol suppodgainst the target.

stacking, i.e., combining the receipt of multiple messages into

a list within one single receipt, some implementations always Real World Tracking Example

issue separate receipts. Whenever summarized receipts WelRhile the previous examples clearly demonstrate the fea-
used, the messages’ order was found to differ among diﬁer%ﬁ

imol ati wral ord d domi ility of extracting privacy-sensitive information, they were

|m(§) eme_,'rn t?l 'OQ/S (na ura’ or ?r: V?' re(\j/e(;_se vS. ran Ovrr\‘/'h asured within a relatively stable and controlled environment
order). able vV summarizes the found discrepancies. klﬁe., within testing devices in our lab). We further show that
read receipts are only sent tseepy companionsgluring an

i i the behavi ding deli _attacking a user’s privacy is also feasible in an open-world
active conversation, the behavior regarding delivery receiEenario even with limited prior information and thus created a
can also be measured Bpooky strangersThese differences

be vi d inf tion discl that b dmeasurement under real-world settings, monitoring the phone
can be viewed as information disclosure that can be use (.IiOXiaomi Poco X3 NFC device) of a volunteering colleague
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on their way to our lab. The volunteer afterward provided us Send Edit React Delete Consumable Data
with information about their devices and their actions during 65 65 1,000 . 13,320 MB/h
the capture, which was used to annotate the corresponding ® 194 194 194 - 360 MB/h

Figure 8. The sending device did not have any prior relation

to the observed device, i.e., this measurement re ects the wol&BLE VI: Server-side payload limits (in KB) for different
attack scenario of apooky stranger message types. (Invalid) reactions can contain arbitrary data

Before we started the measurement, we inspected our \Ad are not displayed at the target. Thus, besides abusing them
tim's device list (cf. Section V-A){0, 1, 9] . We can see for resource exhaustion, they could also be utilized as a covert

that they currently have three existing sessions, one m&annel or for data ex ltration.
device (index 0), and two companion devices (index 1, 9).
Due to the (auto-incrementing) index, we know in which order
the sessions were created, i.e., the rst companion devite
corresponds to a relatively old and stable device, while devi}?,%t

9 is a newer (or potentially just temporary) session. . . . )
.( P Y RS Y) : sending message reactions with 1 MB of payload and might
After starting our probing, we receive receipts from two 7 . X - .
be further ampli ed using multiple clients or sessions. The

currently online devices (cf. Section V-B): the main device . s, . .
. . . attack covertly in ates a victim’s data bill and might use the
and companion device 1 (our volunteer's desktop comput

r . S - A
running WhatsApp Web in the browser). According to ou%andvyldth planned fo_r other applications, potentially leading
their denial of service.

volunteer, device 1 is connected via LAN, which is re ecte

in the graph by very stable RTT timings with low jitter. AtBattery Drainage. Besides using up a user’s data allowance,
19:28, our volunteer turned off their desktop computer (thusceiving many and large messages additionally drains the
no more receipts are received from this device), shortly befesmartphone’s battery. We measured the battery exhaustion
leaving their at and heading to the of ce. The phone switchedn three phones by blasting large reaction messages via
from Wi-Fi to LTE, which is re ected by a changed RTTWhatsApp for a period of one hour. While regular (idle)
pattern (slightly higher, but more dense RTT timings). On thelrattery drainage for all phones was less than 1% per hour, we
walk towards the of ce, the victim issues a phone call, agaiwere able to drain a considerable share of the battery (iPhone
resulting in a more dense receipt distribution (since the phoh& Pro: 14 % per hour, iPhone 11: 18% per hour, Samsung
is in a high activity state). Finally, at 19:45, our victim arrivesSalaxy S23: 15% per hour) During our tests the phones

at the of ce, as their phone switches back from LTE to Wiwere on normal standby (screen off), connected to Wi-Fi and
Fi. Shortly after, our volunteer turned on their work laptopll attacks were executed Ispooky strangers-or Signal, we
(device 9), which synchronizes all missed messages, causingétre not able to considerably drain the battery of our testing
to send a lot of receipts for the previous probing requests. Dpkone (iPhone 13 Pro). Due to considerably stricter rate limits,
to the reversed ordering of the stacked delivery receipts (&fonly decreased by 1% after an hour of attack.

Section V-D), we know that this device is a macOS computer
running the WhatsApp desktop client. Comparing the jitter
and density of the RTT patterns of the two companion devicesMobile Instant Messaging Security and Privacy.Instant
(devices 1 and 9) we can easily spot the difference betweeessenger security has been investigated since their early

cond (i.e., 13.3GB per hofirpf data traf ¢ for the victim
hout the latter receiving any noti cation in the application.
is value was reached by a single client session continuously

VI. RELATED WORK

LAN and Wi-Fi. days. Schrittwieser et al. [22] analyzed attack vectors ex-
_ ploiting insuf cient authentication in nine messenger appli-
F. Resource Exhaustion Attacks cations. Back then, WhatsApp was found to be vulnerable

Although covert messages are not displayed on the targdPsaccount hijacking, the unauthorized modi cation of the
phone, they still use resources (e.g., traf ¢, battery, phone st4S€rs’ status pages, the unlimited delivery of unrequested
age). To amplify the resource exhaustion that can be achievalfS: and user account enumeration. A subset of attacks
with a single message, we attempted sending different m&@ntinued to exist over multiple years [9], [14], [15], [19] and
sage actions with different payload sizes, aiming to detddger account enumeration even become feasible for the more
server- and client-side limits. Table VI shows the discoveretfCurity-oriented messenger Signal [14], [15]. With the advent
size limits. Interestingly, WhatsApp uses different boundarie®f E2EE, Be'ery [2] and Gegenhuber et al. [8] discussed
depending on the message size, and allows message reactt sirable leaks of multi-device architectures, relevant for

to carry up to 1MB of payload data. While the client-sigdVhatsApp. For E2EE, one public key has to be maintained per

limit of actually handling the message seems to be much lowd§Vice in the application’s inventory and user behavior (i.e.,

(i.e., no delivery receipts are issued for reactions containifgdition or change of device) might be observed by changes
more than 30 bytes of data)’ the message IS still received %.la([j)ture period: 2 hours. In addition to our captured trafc dump, both

processed before it is discarded. the phone’s system-level data usage statistics and WhatsApp’s internal data
. . . consumption view con rmed the volume of traf c generated.

Trafc In ation. Our trafc ination measurements for7Again, the system’s battery usage overview conrmed that WhatsApp was

WhatsApp showed that an attacker can cause 3.7 MB pesponsible for the observed battery drain.
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in an account’s public keys. Based on the delivering sessi@®ecurity and Privacy Issues in Cellular ServicesBeyond

a receiver is also able to infer the sender’'s device issui@yer-the-Top (OTT) applications like WhatsApp and Signal,
a message. Our research emphasizes that this also holdspf@r work has demonstrated that tracking a mobile user’s
Signal. Beyond, we discovered further privacy implications byeolocation (e.g., under roaming conditions) is possible via the
exploiting delivery receipts as a side channel for WhatsAgpaditional cellular network [3], [4], [12]. 3GPP-standardized
and Signal. messaging services that are terminated over third-party Internet

) . ) connections, such as VoWiFi and RCS, have also been shown
Delivery and Read Receipts.Instant messengers typicallyy, pe yuinerable to various security and privacy issues [10],

acknowledge receipt and reading of a message. Readiig) [26], [30]. In contrast, the present work does not rely on

receipts facilitate stalking, e.g., in the context of intimatR,iive 3GPP services but instead requires an additional OTT
partner abuse [7], even by weak adversaries that are bo lication to be installed on the phone.

to the messenger’s regular user interface. It is now possible
to disable these reading receipts, but delivery receipts are VII. MITIGATIONS

C(_Jntlnuc_)usly returned by WhatsApp, Slgnal gnd Thr?e.mﬁ'estricting Delivery Receipts.Our measurements show that
Simulating a regular WhatsApp conversation with the victim

. . -dll three analyzed messengers also send delivery receipts
delivery receipts were used to narrow down user Iocathn . o :
or unknown users that are not in the victim's contact list.

(e.g,, UAE vs Germany) and fo distinguish between Ce”maﬁestricting this feature to real conversations and automatically

and Wi-Fi-based connections [21]. Thereby, the adversa(i}{opping messages or preventing receipts for unknown num-
requires an on-going conversation with the victim and eag!

i - ; ers would hinderspooky strangersrom tracking arbitrary
probe triggers another message, i.e., the attack remains over, . . .

o= I : victims. Additionally, privacy-conscious users should be able
to the victim. The principal idea has been transferred Eo . . C ; .

- .10 disable the instant transmission of delivery receipts.

cellular networks [3], and later extended by multi-location
measurements to improve accuracy [4]. The latter approaciamarser Receipt Timings. Letting the sender know that
rely on delivery reports of silent SMSes. Thereby, the victilm message was successfully received can be a convenient
remains unaware of the attack, enabling geolocation alsofedture in an asynchronous conversation. However, there are
unusual time of the day or at regular intervals. In our workjo strict real-time requirements, i.e. the perceived experience
we show how to trigger delivery receipts of instant messengetses not change when this information is only updated after a
without any noti cation of the victim and in the absence ofew seconds. Adding noise to these acknowledgment timings
an on-going conversation, rendering WhatsApp- and Signatould easily prevent tracking (i.e., geolocation- and activity
based attacks as stealthy as silent SMS-based ones. Ovemadinitoring) based on the receipt’s RTTs.
the impact on privacy is more substantial as we are n
only able to infer a user’s geolocation but also more detail
information on device activity and user behavior (e.g., scregl

on/off, browser active/inactive).

Rﬁprove Client-side Validation. When messages are not
EE, they can be validated by the server and only forwarded
the receiver when passing the validation. However, this
server-side validation is not possible with E2EE, requiring
Battery Drain of Instant Messengers.Battery draining at- more rigorous validation by the receiving client. For example,
tacks had already been known in the era of feature phones [t of the presented attacks are not possible when clients
exploiting MMS services to consume battery up to 22 timd¥operly validate the referenced message IDs and thus dis-
faster, and only later transferred to smart phones [18]. Reguf&@fd invalid messages (instead of acknowledging them via
battery drain of instant messengers like WhatsApp has bearflelivery receipt). While our primary focus is on privacy-
investigated as early as 2014, proposing message bundlingQ@IEd issues, the shift from server-validated input to E2EE
save energy [27]. More recent work on mobile Tor use, poing@ntent is particularly important from a security standpoint.
into a similar direction [16]. Consumption is primarily cause@arsing unvalidated data can quickly introduce severe security
by radio transmission and might be reduced by adequate mydlnerabilities.

sage scheduling, whereas consumption due to cryptographRige Limiting. In our measurements, we were able to drain
negligible. The signi cance of our battery drain attacks lies ig yser’s data quota and battery by sending large messages
its versatility and stealth. Two billion WhatsApp users, i.e., gver a prolonged time. In contrast, regular (text) messaging
fourth of the world population, might become a victim to oupnly needs very limited bandwidth (note: media messages
attack, again an on-going conversation with the adversarygge usually transmitted over separate media servers). Thus,
not a prerequisite. employing restrictive messaging rate limits on the server side
could mitigate these attacks. Moreover, receiving an excessive

Covert Channels. Camou er uses the Signal infrastructure mount of messages could also be automatically detected b
as a tunnel to evade Internet censorship [23] as censQrs 9 y y

fear collateral damage caused by the prohibition of popul e receiver and then trigger a Ul noti cation and (temporarily)

messaging applications. Our covert channels follow a differe PCk the corresponding phone number.
rationale. Instead of disguising traf c from a censor, thegyncronized Multi-Clients. To cope with multi-device leak-
evade visible representation in the messenger’s user interfaage, devices could prioritize synchronizing their state before
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issuing receipts for recent messages. While only introducitige complete deinstallation of the service. Due to the attacks’
a minor timing overhead, this would ensure that a delivery rstealth, they do not realize an ongoing attack either (with the
ceipt is just sent once. Alternatively, other proposals for multtbvious exceptions of drained battery and overdrawn quota
device protocols consider hiding the amount of compani@s a consequence of resource exhaustion attacks). Moreover,
devices [5]. users are unable to locate the source of the attack it is

Harmonizing Client Behavior. Supporting different operatin important to note that the adversary does not need to be in the
g - SUupp g P 9 yictim's contact list. It is therefore essential that the operators

systems often requires having multiple codebases that até - : . .
. L . 0f the messaging server take action and implement security
written in different programming languages. In many cases ; . ;
. . . ' . .~ Measures like those suggested in Section VII.
these different implementations behaved inconsistently in how
they responded to speci c messages, introducing ngerprintin

possibilities for the attacker. Harmonizing client behavior gt Ethical Considerations

moving towards a single code base that can be used acrosg the course of our research, we only probed WhatsApp,
different platforms could solve this problem. Signal, and Threema accounts belonging to and used by the
authors of this paper, all of whom provided their explicit
consent. Most of the accounts used in our experiments were
Delivery receipts have already been known as veritabiést accounts created specically for the purpose of these
timing side channels compromising user privacy. In this workjeasurements. The devices used to explore and demonstrate
we discovered the existence of stealth delivery receipts in t&leg impact of various usage and environmental scenarios were
major messaging services market leader WhatsApp and ﬁgher I) dedicated lab devices intended SO|e|y for research
security-oriented alternative Signal. This way, an adversapyrposes, or ii) personal devices owned by the test operator
is able to trigger delivery receipts at another user's cliefite., one of the authors). The volunteer involved in the real-
without leaving a trace for the latter indeed, stealth probingorld experiment described in Section V-E was also one of the
makes |Ong_term and high_frequency probing 0n|y possib%]thol's, and was therefore fU"y informed about the associated
in the rst place and surpasses previous possibilities of réecurity and privacy implications. Tracking was conducted
mote observation by far. State-of-the-art E2EEE encryptiofirictly within the agreed-upon duration of the experiment.

requiring an individual encryption key per registered devicgeper nfrastructure. As the traf c is E2EE, the messenger
only exacerbates the sjtuation as .it enable; the amibuuoniﬂf(rastructure remains unaware of and thus unaffected by
messages to a users different devices (mobile phone, deSkt{’?&n-compliant messages, e.g., the deletion/modi cation or
web). This way, we are able to remotely create comprehensiye, .ion to nonexistent messages. The application servers only
observation pro les of victims solely by observing deliverysoq he overall traf c volume and pattern that is forwarded

receipts. Beyond that, we are able to stealthily launch resougee,, o sending to the receiving accounts. We assume that
exhaustion attacks (data quota, battery) against mobile phongs. assengers infrastructure is laid out for massive data
Our attacks’ impact is signi cant: First, the requirementg,yarding, and consider our maximum rate of 3.7 MB/s, as

for the attacker are low. They only need a phone number fof seq by the resource exhaustion attacks, a moderate load for
registration at the messaging service and a mobile phone 4@ infrastructure serving more than two billion users.
prepaid card and an older phone model are perfectly adequate.

Second, with more than two billion users on WhatsApgResponsible DisclosureOur attacks heavily in ict user pri-
the number of potential victims is vast. According to ouvacy and additionally enable resource exhaustion (data quota,
results, Signal dedicatedly developed with security anbiattery). Beyond, they affect allA(3 billion) users of the
privacy in mind does not appear to protect its users bettgressenger platforms WhatsApp and Signal. For both mes-
and might even put high-pro le users like US Senate [2genger operators, we consequently submitted our ndings to
and European Commission [6] staff at risk. Moreover, recefiteir security contacts on September 5th, 2024. On September
media revelations have shown that high-ranking US of cial@4th, 2024, we received a con rmation receipt from Meta,
including the Secretary of Defense, use both Signal afesponsible for WhatsApp, indicating that our results had been
WhatsApp for personal and professional communication [13]assed on to the relevant development team but have not
and in some cases even have their phone numbers publigigeived a substantive response ever since. On August 8th,
accessible online [1], making them easy targets for su@@25, more than 11 months after the initial report, we once
attacks. The quality of the results varies somewhat betweagain received the information that the report was reviewed
different phones, but our results pinpoint that practically all &y the security team and has been forwarded to the relevant
them are affected. But even when only looking at the iPho@@gineering team.
with its particular clear measurement results, its worldwide As of November 14th, 2024, it appears that the Firefox
market share of 20 to 30% renders several hundred milliactivity leakage as described in Section V-C3 has been xed
people vulnerable. but we did not receive any more detailed information.

From a user perspective, the situation is particularly dire From the Signal Technology Foundation, we did not get any
as an individual cannot take any protective measures excapswer at all.

VIII. DiscussioN
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Open ScienceWe believe in open science and therefore plan2] Tal A. Beery. WhatsApp with privacy? Privacy issues with IM E2EE
to release our modi ed clients in the future. However, we will 'gﬁthe ,M“'Tt"dﬁv'cle ,Se“'(f\‘/gbsqlg;; USEl'l”fevﬁosngg‘X‘fere’)C‘? on

. . ensive lecnnologies ges . ssociation.
not re'?ase them _at th_e current publication date (2025-08-1 %1 Evangelos Bitsikas, Theodor Schnitzler, Christirgpper, and Aanjhan
as the issues we identi ed have not yet been addressed by the Ranganathan. Freaky Leaky SMS: Extracting User Locations by Ana-

platform operators. Through the responsible disclosure pro- lyzing SMS Timings. In32nd USENIX Security Symposium (USENIX

cess, we expect these vulnerabilities to be resolved eventually,
ensuring that our modi ed clients will no longer pose any riskiy
of misuse.

IX. CONCLUSION

In this work, we demonstrated that modern E2EE messaging)
architectures like WhatsApp and Signal unintentionally expose
privacy-sensitive information about their users. Speci cally,®]
an adversary armed with only a target’s phone number can
determine the exact amount, type, and online status of thg
target's devices. Furthermore, detailed behavioral patterns,

such as screen time or messaging app usage duration, can

be inferred with a resolution down to the second.

This vulnerability is exploited through covert probing mes-
sages that trigger delivery receipts without generating any notj-
cation within the targeted application, akin to a stealth smsk
Additionally, the structure of E2EE messaging, combined with

[8]
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A. Messenger Infrastructure Analysis

App Domain
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7 Individual User Monitoring via Silent Pings on Instant Messengers

Device Modem Chipset OS WhatsApp  Signal
iPhone 13 Pro Qualcomm i0S 17.6.1 2.2417.78 7.26
iPhone 11 Intel i0S 17.6.1 2241778 7.26
Samsung Galaxy S23 Qualcomm Android 14 2.24.17.79 7.15.4
Samsung Galaxy A54 5G  Exynos Android 14 2.24.17.79 7.154
Xiaomi Poco M5s MediaTek Android 13 (MIUI 14.0.4) 2.24.16.10 7.15.4
Xiaomi Poco M3 Pro 5G = MediaTek Android 13 (MIUI 14.0.4) 2.24.16.10 7.15.4
Xiaomi POCO X3 NFC Qualcomm Android 12 (MIUI 14.0.5) 2.24.16.10 7.15.4

TABLE VIII: Overview of the devices including software versions that were used throughout our tests.

(M)essenger f Messenger Messenger
(Sendey Server () coslven (S)ender Server Server (R)eceiver
Sender (MSS) Receiver (MSR)
G v @ v
-------------- T v
\\/
N4

10: Updated WhatsApp Message Flow: Sender and
eiver each connect to one of eight messenger servers.
Messages are forwarded by both servers to reach the intended
destination.

Fig. 9: Whats App Message Flow as discovered by Schnitzl,g
et al. [21]. Our measurements show that these servers ORLEZ'
serve as entry points to the Meta network.

from all locations suggesting the use of Anycast routing. A

reverse DNS lookup reveals that these IP addresses belong{g receiver returns a delivery receipt to the server that
AWS Global Acceleratdi a service providing a static entryis eventually forwarded to the sender. Previous work [21]

to applications hosted within the Amazo.n cloud. Measuring,tracted the RTT between message sending and receipt of
the ,RTT from all 2,9 ,AWS EC2 regions suggests thafhe rst acknowledgment from the total RTT to estimate the
the service is hosted withins-east-1 Measuring from there, prr penyveen the server and the receiver. The latter is then
we see an application-layer keepalive RTT of only 3ms. Inseq for coarse geolocation of smartphones (e.g., UAE vs.
comparison, the corresponding RTT frams-west-1is 62mS  Germany). Based on our insights on messaging infrastructure,
and goes up to 252 ms fap-southeast-3 all three messengers facilitate such coarse geolocation. For
O Threema: Threema uses static unicast IP addresses fdignal and Threema, an adversary is able to measure the
all messenger client{L1)). According to their websife they RTT between the victim and the central server in Amazon’s
host their infrastructure in Zurich, Switzerland. Our plausks-east-Iregion and Zurich, respectively.
bility checks con rm this as we see low RTTs for measure- Our infrastructure analysis however re nes previous re-
ments from vantage points in Central EurofL2]: 5ms, sults[21]for WhatsApp, see our updated message and delivery
(L3): 50 ms) and increased RTT from the US (e(L2): 90 ms, receipt ow in Figure 10. First, the message is forwarded to

(L3): 140 ms). the sender’s messenger server triggering an acknowledgment;
then, forwarded to the receiver’s messenger server before even-
B. Testing Devices tually reaching the receiver. The latter then issues a delivery

We conducted our tests on seven devices from three differé@geipt that is forwarded by both servers before reaching the
vendors, of which two run iOS and ve Android. To maximizeSender. At rst sight, WhatsApp, providing a total of eight such
the validity of our results, we included devices from the tof1€Ssaging servers appears to allow multilateration i.e., the
three global manufacturers for both smartphone brands (Appleéasurement from multiple vantage points for more precise
Samsung, Xiaomi) and modem chipsets (MediaTek, Qué&l€olocation. ThIS is howgver not true as the victim individu-
comm, Exynos). All devices operated on up-to-date softwarly chooses its server via theuting_info cookie. The

including both the underlying OS and target applications. adversary is only able to discover this server by choosing the
one with the lowest latency after iterating through all of them.

C. Geolocation with Delivery Receipts Once connected to the same server, the adversary is again able

Sending a message to a receiver triggers two acknowle&%-cond“a the same coarse-grained geolocation as with Signal
ments, see Figure 9. First, the messenger server acknowledje&nreema.

the receipt of the message and forwards it to the receivgy. characteristic Patterns for Android Phones

8aws.amazon.com/global-accelerator/features On Android, diﬁ_erent probing frequencies worked differ-
Sthreema.ch/en/fag/server_location ently well, depending on the target phone model. Two char-
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acteristic examples are shown in Figure 11 and Figure 12.as aspooky strangeteads to the same RTTs as probing as

140p ; ,

120p - | R SR

sog R

Time (minutes)

a creepy companign Comparing the plots for WhatsApp and
Signal, we see that some OS-speci ¢ patterns (e.g., application
switch from foreground to background, as presented in Fig-
ure 5) occur across both applications. Note that, WhatsApp
shows a counter-intuitive pattern for all fospooky strangers
cases (Figure 13e to Figure 13h), since the RTTs within the
WhatsApp in Foregroungbhase are consistently higher than
in the Screen Orphase. We veri ed that this is NOT a mea-
surement error, by repeating the corresponding measurements
multiple times. Further analysis on systems level as well as
access to WhatApp source code, could improve the accuracy
of predicated usage patterns.

RTT Screen On
— RTT Mov. Avg. (N=5) App in Foregrofir

Fig. 11: For the MediaTek-based Xiaomi Poco M3 Pro 5G,
we used higher probing frequencies (one ping every 2s)
to differentiate between an active and inactive screen with
second-level granularity (WhatsAppreepy companignWi-

Fi).

1408 T

RTT (ms)

0 10 20 30 40 50 60 70
Time (minutes)

RTT Screen On
— RTT Mov. Avg. (N=5) App in Foregro{r

Fig. 12: For the Samsung Galaxy S23, we needed to lower
the probing frequency to one ping per minute, to be able to
differentiate between an active and inactive screen (WhatsApp,
creepy companignwi-Fi).

E. iPhone

We systematically measured the RTTs within different
environments (e.g., on an iPhone 13 Pro and iPhone 11,
and via a cellular vs. LTE data connection) and applications
(i.e., WhatsApp and Signal). The methodology was switching
between active and inactive phases. The rst active phase
corresponds to a normal phone unlock (e.g., with an active
homescreen), while the second active phase corresponds to
the IM application being in the foreground. Each phase
corresponds to 2 minutes for the measurements with one ping
every 2 seconds and 10 minutes for one ping every 20 seconds
respectively.

Figure 13 shows that for WhatsApp, the observed timings
for creepy companionandspooky strangerdiffer. For Signal
(cf. Figure 14) there is no such differentiation (i.e., probing



7 Individual User Monitoring via Silent Pings on Instant Messengers

(a) Creepy companigr2 s interval, Wi-Fi (b) Creepy companign20 s interval, Wi-Fi
(c) Creepy companigr2 s interval, LTE (d) Creepy companiagr20s interval, LTE
(e) Spooky stranger2 s interval, Wi-Fi (f) Spooky stranger20 s interval, Wi-Fi

(g) Spooky stranger2s interval, LTE (h) Spooky stranger20s interval, LTE

Fig. 13: Comparison of different probing intervals (2's, 20 s), scenadmefy companignspooky stranggr and access
technologies (Wi-Fi, LTE) for WhatsApp (measured on an iPhone 11)
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(a) Creepy companiar2 s interval, Wi-Fi (b) Creepy companign20s interval, Wi-Fi

(c) Creepy companign2 s interval, LTE (d) Creepy companiagr20s interval, LTE
(e) Spooky stranger2 s interval, Wi-Fi (f) Spooky stranger20 s interval, Wi-Fi
(g) Spooky stranger2s interval, LTE (h) Spooky stranger20s interval, LTE

Fig. 14: Comparison of different probing intervals (2's, 20 s), scenadmefy companignspooky stranggr and access
technologies (Wi-Fi, LTE) for Signal (measured on an iPhone 13 Pro)

111






8 Exploits via E2EE Prekeying
Mechanism on Instant Messengers

Publication Info

Title

Authors

Publication Status

Publication Page

Code Artifacts
arXiv

Reference

Prekey Pogo: Investigating Security and Privacy Issues in
WhatsApp’s Handshake Mechanism

Gabriel K. Gegenhuber, Philipp E. Frenzel, Maximilian Giin-
ther, Aljosha Judmayer

This paper is included in the Proceedings of the Proceedings
of the 19th USENIX Conference on Offensive Technologies
(WOOT 25), pp. 209227, 2025.

https://www.usenix.org/conference/woot25/presentat
1on/gegenhuber

https://github.com/sbaresearch/prekey-pogo
https://arxiv.org/abs/2504.07323
[GFGI25)

113


https://www.usenix.org/conference/woot25/presentation/gegenhuber
https://www.usenix.org/conference/woot25/presentation/gegenhuber
https://github.com/sbaresearch/prekey-pogo
https://arxiv.org/abs/2504.07323

8 Exploits via E2EE Prekeying Mechanism on Instant Messengers

ARTIFACT ARTIFACT
EVALUATED EVALUATED
usenix usenix

AAAAAAAAAAAAAAAAAAAAAA

Prekey Pogo: Investigating Security and Privacy Issues
in WhatsApp’s Handshake Mechanism

Gabriel K. Gegenhubé&#, Philipp . Frenzef, Maximilian G nther!, and Aljosha Judmayér

lUniversity of Vienna, Faculty of Computer Science
2UniVie Doctoral School Computer Science
3SBA Research

Abstract Signal’s X3DH protocol [22]:
WhatsApp, the world’s largest messaging application, uses a
version of the Signal protocol to provide end-to-end encryp- ~ This reduction in initial forward secrecy could also hap-
tion (E2EE) with strong security guarantees, including Perfect Pen if one party maliciously drains another party’s one-time
Forward Secrecy (PFS). To ensure PFS right from the start ofPrekeys, so the server should attempt to prevent this, e.g. with
anew conversation evenwhen the recipientis of ine astash rate limits on fetching prekey bundles.
of ephemeral (one-time) prekeys must be stored on a server.
While the critical role of these one-time prekeys in achieving te
PFS has been outlined in the Signal speci cation, we are the

rst to demonstrate a targeted depletion attack against themOf this feature regarding the privacy of users. Hereby, we

on individual WhatsApp user devices. Our ndings not only
reveal an attack that can degrade PFS for certain messagegOt only show that WhatsApp currently does not employ any

. i . . .~ ‘Tate limiting on fetching prekey bundles of participants, but
but also expose inherent privacy risks and serious avallabll-aISO highlight that the lack of a detailed speci cation on how
ity implications a_rising fr(_)m the re lling anq distribution to handle and replenish ephemeral one-time prekeys, allows
procedure essential for this security mechanism. for device ngerprinting and gives away the online status of
the targeted device. Moreover, extensively querying prekey
1 Introduction bundles for a targeted account may cause errors, potentially

preventing the retrieval ainy prekey bundle for that account

WhatsApp is the world’s largest messaging application, with (eyen without one-time prekeys). As a result, no one would
more than 3 billion users worldwide [31]. Under the hood, pe able to establish new chat sessions with the victim, leading
WhatsApp uses its own version of the Signal protocol for to an availability issue. While PFS is undoubtedly affected as
end-to-end encryption (E2EE) of messages [2]. well, we consider the real world con dentiality impact of this

The Signal protocol suite consists of several different pro- attack to be modest. This is due to the careful design and a
tocols [19 22, 27] which together form one of the best end- ¢lever defense-in-depth strategy of the Signal protocol suite.
to-end encrypted communication options available to end after being able to circumvent the noise protocol [26], an
users today. Parts of the protocol suite have also been foryitacker would still need to get his hands on the long- and
mally analyzed and proven secure in their respective securitymedjum-term keys of a victim to exploit the lack of forward
models [3, 6,9, 10, 12]. Nonetheless, it remains crucial to con-secrecy and decrypt the previously recorded messages. Even
tinuously analyze protocols in their entirety including their  ithout one-time prekeys, the self-healing properties of
real-world composition and implementations to uncoverand  the double ratchet [27] restore forward secrecy after the rst
test new attack strategies, identify real-world limitations, and gynd trip. Nevertheless, the attack on PFS shows that the
enhance them accordingly. For our research, we depleted th%trong claim from the WhatsApp whitepaper, would at least

ephemeral prekey@lsoone-time prekeyof our testaccounts  yequire a footnote that this currently might not hold for all
to analyze attacks operfect forward secrecfPFS) andto  messages:

highlight novel privacy and availability implications arising

from the current replenishing and distribution mechanisms  Due to the ephemeral nature of the cryptographic keys,

for such prekey bundles. even in a situation where the current encryption keys from
The importance of one-time prekeys for the PFS of ini- a user’s device are physically compromised, they cannot be

tial messages has already been noted in the speci cation ofused to decrypt previously transmitted messade$.

To the best of our knowledge, we are not only the rst to
st this concrete attack against forward secrecy, but also the
rst to analyze its feasibility and the general implications
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1.1 Threat Model create new sessions with each other. This is mainly due to the

. . ] increasing popularity of WhatsApp Web, which usually re-
We consider two different attack models#S attack model g s jn more short-lived browser sessions. An active already

\t/_vhere the ﬁlttaCk?r IS assgmed_ltobtﬁlve Iflr-rkeacglgy% Cf"pab”"established, smartphone app session between both commu-
I€s, as well as arivacy and avaliabllity aftack mo ere nication partners will not be directly affected by this attack
the sole requirement for the attacker is having a WhatsApp

account and the phone number of the target though.
P get Note that this paper focuses exclusively on point-to-point

communication and does not consider group messaging sce-

1.1.1 PFS Attack Model narios.

The goal of the attacker in this case is as follows:

PFS Degradation and Exploitation: Force Bob's com- ~ 1.1.2  Privacy and Availability Attack Model
munication partners to send initial messages without
forward secrecy and exploit this by recording the re-
spective messages for possible decryption later on after
Bob’s long- and medium- term secret keys have been
compromised.

In this case the attacker Eve is not interested in uncovering the
content of Bobs conversations, but in gathering information
about’s Bob behavior and his devices and in denying that
anyaccount can communicate with Bob via WhatsApp at all.
Therefore, the goals in this case are as follows:

Although the objectives of the two attack models differ,
aFOth exploit the same underlying prekey mechanisms and

unctionalities. As a result, the attacks are closely related and

Attacker Capabilities. In this attack, we assume a passive
attacker that has access to WhatsApp’s data center intern
network communication, s.t., they are able to gain access to. : ) . .
interconnected, underscoring the inherent privacy and security
end-to-end encrypted messages of WhatsApp users. In other . . . :
i . challenges associated with this mechanism.
words, the attacker is able to strip the rst layer of transport
encryption usually provided by TLS or the Noise protocol
framework between the client and the server [26] on top o
the E2EE communication used in the Signal protocol suite.
This is not an unrealistic scenario if a nation state actor, or
compromised WhatsApp inter-server communication (e.g., by
an internal employee), is considered. Moreover, minimizing
the trust in the operator of the servers (i.e., WhatsApp in
this case), is an explicit design goal of the Signal protocol
family [8]. Itis therefore reasonable to assume that an attacker
could, under certain circumstances, gain access to end-to-en
encrypted (E2EE) messages.
Moreover, we require the attacker to know the phone num-
ber of the target user, as well as a WhatsApp account.

f Device Status Tracking:Monitoring the online/of ine
status and activity phases (active use vs. standby) of
Bob’s device(s).

Fingerprinting: Gather information about Bob’s oper-
ating system (Android, iOS, macOS, Windows), their
device’s age and the number of (new) interactions within
a given time span.

Denial of Service:Deny any other account to establish
a new communication session via WhatApp with Bob.

Attacker Capabilities. For this attack model, the only re-
quirements for the attacker are knowing the telephone number
of the target and having a WhatsApp account.

Prekey Depletion.Under these assumptions, we describe the

prekey depletion attack on a user Bob, in which the PFS of

initial messages sent to him is violated by constantly deplet-

ing the ephemeral (one-time) prekeys, usually automatically Prekey Side-channel and Re lis.To achieve their goals, the

deposited by Bob on the WhatsApp servers. We assume Bobattacker inspects subtle differences in the way the victim

to be a security-cautious user with a very strict deletion policy pushes fresh prekeys to the server.

regarding messages (i.e., disappearing messages set to the

lowest value; currently 24h). Therefore, a compromise of his

long- and medium-term security keys usually would not lead 2 Background

to a compromise of message content, if PFS guarantees hold,

as the plaintext of messages would no longer be available onThis section should provide a high level overview of the neces-

his device. sary protocol aspects of the Signal protocol. For more details
In our attack, the attacker (Eve) with passive access to thewe refer to Appendix B.

end-to-end encrypted messages, tries to constantly deplete In this paper we target to the current WhatsApp adaption

the ephemeral prekeys of a user Bob, s.t. a new session withof the Signal protocol(s) described in their Whitepaper [2],

Bob initiated by another user Alice will have no PFS for the but since the of cial WhatsApp client software is not open

initial messages sent from Alice to Bob. Note that it is not source the exact implementation of the protocols is not eas-

uncommon, even for long-term communication partners, to ily obtainable. The origins of the Signal protocol, date back
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Keys Description

ipkA ikA Long-term identity key pair of Alice

ipkB Long-term identity key pair of Bob

prepkt  prek® Medium-term prekey pair of Alice, akaigned prekey

preplé Medium-term prekey pair of Bob, aksigned prekey

eprepk eprek Short-term prekey pair numbarof Alice, aka.ephemeral prekegr one-time prekey
epreplf eprelf Short-term prekey pair numbarof Bob, akaephemeral prekegr one-time prekey

hipk?; prepk; Sigik”; prepk');[eprek]i A prekey bundle deposited by Alice on the server
hipk®; prepl®; Sig(ikB; prepl€); [eprelfli A prekey bundle deposited by Bob on the server

Table 1: Main cryptographic keys of the signal protocol relevant for our attacks. Public keys in asymmetric schemes always end
in pk. The naming convention of the keying material is according to Cohn-Gordon et al. [9]. The ephemeral prekeys (one-time
prekeys), which are considered optional in the prekey bundle, are depicted in red. This is the key type drained in our attack. The
secret keys of Bob which an attacker has to compromise to bene t from the violation of forward secrecy, i.e., if no ephemeral
prekeys can be used, are depicted in

to the messaging AppextSecurgestarted in 2010, which in-
troduced alouble ratchetonstruction where communicat-
ing parties derive new keys for sending and receiving mes-

sages. The Signal protocol actually consists of an entire family

of protocols [1922, 27] which been studied in a variety of 9

works [3,6,9 12, 32]. Alice <erver Bob
In this paper we focus on the desirgukrfect) forward (initiator) Whatsdpp (responder)

secrecy(PFS) guarantees of the handshake protocol and the

practical implications regarding privacy to ensure it. NIST

de nes perfect forward secrecy, or justrward secrecyor

short, as follows: RegisterPreKeyBundle

Forward Secrecy (FS): Assurance obtained by one party
in a key-agreement transaction that the keying material de-
rived during that transaction is secure against the future com-
promise of the static private key-agreement keys (if any) of
the participants. [25]

pul:, ket/s and sig‘ of Bob

RegisterPreKeyBundle
pub. keys and sig. of Alice

The Signal protocol uses three different types of Dif - RequestPreKeys, Bob
Hellman public keys to ensure forward secrecy right from the
start: Long-term identity keys, medium-term (signed) prekeys prekey bundle of Bob
and short-term (one-time) ephemeral prekeys (see Table 1 for incl. a one-time prekey
an overview). In our scenario Alice is thtiator and wants
to establish a secure connection with Bob (tesponde). encrypted message with associated data
The Signal protocol, as also implemented by WhatsApp, uses
prekey bundles deposited by every user at a central serve RequestPreKeys, Alice

to allow anyinitiator to negotiate a shared secret (via Dif -
Hellman Key exchange) even if thespondeiis currently not
online/available using the X3DH protocol [22]

The initial handshake works as depicted in Figure 1 and
starting with Formula 1. For more details we refer the reader
to the Appendix B. First, the prekey bundle of the responder
(in our case Bob) is fetched from the server by the initiator (in Figure 1: High-level overview of the intended prekey bundle
data deposit and retrieval process, illustrating the ideal case in
Linitially referred to asAxolotl Ratcheto emphasize the self-healing properties which everything functions as expected (i.e., prekey bundle

of the protocol. . .
2Since late 2023 Signal replaced X3DH by PQXDH [19]. On a high level, of Bob contains also a one-time prekey).

PQXDH is comparable to X3DH with the difference that an additional key
from a post quantum key encapsulation mechanism (KEM) is used.

prekey bundle of Alice
incl. a one-time Prekey
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our case Alice). The information from the prekey bundle is
veri ed by Alice through checking the signature on igned
prekeyusing the (long-term) identity pubic key of Bob. As
within other works [9], it is assumed that Alice has already
veri ed out-of-band that the long-term identity public key
indeed belongs to Bob.

Then the public keys from Bob’s prekey bundle are used

dhy = DH(ipk*; ) (8)
dhy = DH(epk'; k") 9)
dhs = DH(epK"; ) (10)
rko  KDF(dh jj dhy jj dhg) (11)

to compute shared keys for the ratcheting and message en-

cryption and authentication. Here now we have to distin-

guish between the case where an ephemeral (one-time) prekey

eprepl® of Bob is available or not. If no ephemeral prekey
is available, the DH invocatiodhy in Formula 5 is omitted.
Since this is the key type drained in our attack it is colored in
red.

In any case, before initiating the session and sending the
rst message to Bob, Alice generates ephemeral keys includ-

ing a ephemeral key pafek®; epk). Those are also used in
the initial handshake and to initialize the DH ratchet construc-
tion, also referred to as tresymmetric ratchet

dhy  DH(ik?*; prepl®) 1)
dh, DH(eK;ipkB) 2)
dhs  DH(eK; prepl®) €)
[dhy  DH(ek;eprepk)] )
rko KDF(dhjj dhyjj dhg[jj DH4]) (5)

At the end, a new message kekis derived using a key
derivation function (KDF). This message key is then used to
encrypt and authenticatAE) the rst chatmessagérom Al-
ice to Bob, as well as to authenticate some associated\iata

consisting of the ephemeral public keys generated previously

by Alice. This is shown in Formula 6 and 7.

AD h ephemeral public keys of Alice (6)
id of prepl€;[eprepk]i

AEqnAD  E(mk messageAD) @)

The received message is then decrypted using the previ-
ously computed shared message key
messageAD  D(mk AEqnk; AD) (12)

If no ephemeral prekeys have been fetched by Alice, this ini-
tial message sent by Alice has no forward secrecy if observed
by an attacker. Therefore, an attacker who is able to compro-
mise Bobs medium-term and long-term secret kaye® and
ikB later on, can recompute the same messagerkeyhich
highlights that there is no forward secrecy for this message. If
Alice sends multiple messages before receiving any response
from Bob, all these messages are affected as well, as the keys
for these messages come from the symmetric ratchet. Forward
secrecy is restored through the asymmetric ratchet, when Bob
responds to a message. As soon as these ephemeral ratchet
keys are deleted, forward secrecy is regained for this as well
as subsequent messages. Note, that even if forward secrecy
is regained in a chat session, the initial messages sent from
Alice to Bob have been encrypted using the symmetric ratchet
only. Therefore, they have no forward secrecy for the entire
lifetime of the signed prekeprel® of Bob. According to the
speci cations, the signed prekey should be periodically ro-
tated [2, 22, 23], where suggested intervals reach from once a
week to once a month WhatsApp refreshes signed prekeys
usually once every month. To the best of our knowledge, the
open source implementations whatsmeow, baileys and cobalt
never replace the initially uploaded signed prekey, which of
course would increase the impact of a loss in forward secrecy.

3 Testing Environment

To effectively test WhatsApp’s session and encryption pro-
cedures, we set up a test and experimentation environment

Once Bob receives this initial message, he can compute thewhich we describe in this section. To capture and understand

same shared keys using his identity key and his prekey
, as well as the public keys of Alice consisting of her
identity keyipk® (Formular 8) and her ephemeral handshake

public keys (Formular 9 and 10). Since the later are trans-

mitted in the associated dadd, they are authenticated, but
not encrypted. Tho bene t from the PFS violation (due to

missing one-time prekys) and successfully decrypt recorded!”

E2EE messages, the
attacker later on.

low-level protocol messages, we base our work on existing
community projects (i.e., unof cial WhatsApp clients that are
based on reverse-engineering of the of cial implementation).
We've used the community projects that are shown in Ta-
ble 2 to dynamically send and inspect requests from our own

practice rotates the

https://github.com/signalapp/Signal- Android/blob/

Signal signed prekey every two

ays

keys have to compromised by theg) dc162d80292a046b4229cceba2ac2f2a7336/app/src/imain/javal

org/thoughtcrime/securesms/jobs/PreKeysSyncJob.kt#L57-L66
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8 Exploits via E2EE Prekeying Mechanism on Instant Messengers

Project GitHub Stars Lines of Code Project Scope

Baileys 4,856 134,052 Emulating WhatsApp Web (companion) devices

whatsmeow 2,549 67,088 Emulating WhatsApp Web (companion) devices

Cobalt 708 41,115 Emulating main (Android/iOS) and WhatsApp Web (companion) devices
CobaltAnalyzer 37 331 Capturing decrypted traf ¢ of legitimate WhatsApp Web browser sessions

Table 2: Relevant WhatsApp community projects and their offered features that we used throughout our analysis.

WhatsApp devices (Android, iOS, Web, Desktop). Further- is not only limited to known contacts, but can also be queried

more, we wrote a custom client that allows querying the ex- for external numbers. Using our testing client, we can retrieve

isting WhatsApp devices and their cryptographic kepg,( (and consistently monitor) the registered devices and their cor-

prepk eprephk for an arbitrary telephone number. responding device IDs for arbitrary phone numbers as already
demonstrated in [15].

. Besides knowing the recipient’s device list, the sender also
3.1 Relevant Endpoints and Message Structs needs to retrieve each device’s DH keys, to individually en-

To uniquely identify and address users within the crypt the message for every target device. Again, the cor-

messaging  service, WhatsApp uses so-called JIDs"espondingnforquery  can be issued to retrievepaekey

(Jabber D), following a specic addressing scheme: bundlefor an arbitrary phone number. Listing 1 shows an
<phoneNumber>@<serverName> example for the information that is returned by this query. In

Every device that is registered for a speci ¢ phone num- SUmmary, the endpoint returns,
ber, gets their owrdevice ID The device ID is an auto- the three DH public keysk, prepk epreph.
incrementing index for each user, that is reset whenever the
user sets up WhatsApp on their phone. Device 0 always rep-
resents the main device (i.e., the smartphone), while non-zero
device IDs are used for companion devices (i.e., web- or the signature of the signed prekpye pk
desktop clients). To address speci ¢ devices within a JID, ) S .
the device ID is encoded between the phone number and the &N €Poch timestamp indicating when the device last up-
server namesphoneNumber>:<deviceld>@<serverName> dated the relevant object (i.e., pushed a nmeapkor
For example123456789:1@s.whatsapp.netrepresents the eprepkto the server).
rst companion device that is registered for the US-based Thekey ID of the signed prekeys and tikey 1D of the

their correspondingcey IDs (registration 1D, signed
prekey ID and one-time prekey ID).

phone humbe#123456789 one-time prekeys are also incremented with every new key
Using our custom client, we can fetch the available device (of the respective type) uploaded to the server, but these IDs
IDs for an arbitrary phone number: do not always start with zero (for more information we refer
i to Section 4.3).
pogo@prekey: $  ./query-devices -t 123456789 While the device’s long-term (static) identity key and

QRN (EYSEET ARREs U Eigsl IR, the medium-term signed prekey typically remain unchanged

across subsequent queries, the included one-time prekey
changes with each query. As the name suggests, this prekey
is intended for single use and is therefore discarded from the
server after being disclosed to a third party. In practice, the
endpoint is not called very often from a single account, as a
device’s prekey bundle only needs to be retrieved from the
server when initiating a new session. For active sessions, the
key material is continuously renewed and embedded within
) . ) . ongoing direct messages between the communicating par-
Y]V(?\I/mg:‘ien:joe;hg auto-incrementing nature of the device IDs, ties. Howeve_r, as we show, a malicious actor can deliber_ately
) request multiple prekey bundles from the server, effectively

WhatsApps., fancryptlon scheme requires the messagedraining a device’s one-time prekey reserve that is saved at
sender to individually encrypt and send messages for ®Vhe server
ery device of the recipient. Thus, the sender can query a— — _ )
users’ current device list from the server via so-calleginc Balleys:github.com/WhiskeySockets/Baileys
. X . whatsmeowgithub.com/tulir/whatsmeow
infoqueries . WhatsApp also allows sending messages to cgpalt:github.com/Auties00/Cobalt

new contacts (or unknown phone numbers), thus this endpointCobaltAnalyzergithub.com/Auties00/CobaltAnalyzer

Found 3 existing devices: [0, 1, 3]

In this case, the target has one main device (index 0) and
two companion devices (index 1 and 3). Since no device with
index 2 is available in this list, we can deduce that there has
been a linked device (e.g., a desktop computer or WhatsApp
web session) with index 2, which has been logged out (un-
linked). At some later point a new device has been linked,
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- S . Standby Screen On
L_|st|ng 1: WhatsApp prt_ekey bundlg containing |dent_|ty key, Device WiFi 4G | WiFi 4G
signed prekey and a single one-time prekey, queriably for
arbitrary phone numbers. The values for the byte arraysare | iPhone SE | 85% 94%| 90% 93%
shortened due to the limited space. I iPhone 8 90% 88%| 89% 88%
{ I iPhone 11 80% 96%| 74% 80%
"jid": "123456789:1@s.whatsapp.net", Poco X3 76% 55%| 18% 17%
"t": "1740182155" Il epoch timestamp Galaxy A54| 10% 9% | 18% 4%
"registration": "000005DB", Redmi 10 15% 72%| 13% 19%
"type": "05", /I key type (djb)
"identity": "76..77", /I 32 bytes pubkey Table 3: Success rate among different devices, i.e., how likely
"skey": { it is that a prekey bundle fetched for a new session natl
"id": "000001", /I signed prekey contain a one-time prekey even if the target is currenlty online
"value": "44...6a", /| 32 bytes pubkey and powered on and an attacker is actively depleting its one-
} "signature": "0d..02" /] 64 bytes time prekeys.
"key": {
“id": "0001a", /I one-time prekey noise during the measurement and to prevent the target device
"value": "Oe..0b" /I 32 bytes pubkey from immediately re lling the prekey buffer, we put it into
} } ight mode.

Prekey Re Il Trigger. After measuring typical prekey batch
sizes, we repeat the above experiment without putting the
3.2 Testing Methodology target device into ight mode. A prekey re Il also updates
the epoch timestamp that is sent alongside the prekey bundle
To assess whether an attacker can deplete the saved prekeysfoquery response (cf. Listing 1). Thereby, we can also
of a speci ¢ target device and to compare of cial implemen- observe when the last prekey re Il mechanism was triggered
tations and the impact across different device categories, wefor the target device.
systematically retrieve and analyze the returned key values in

various settings and scenarios. Fingerprinting Device Types and Activity States.Besides

identifying general conditions that trigger a prekey re Il, we
want to investigate whether different device types or activity
states (e.g., standby) in uence how fast the prekey reserve is

In our custom client, we've implemented a function that 'e lled.

queries the prekeys for a speci c target device repeatedly.

By targeting our own devices, we want to investigate whether 3.2.3 Exploration and Exploitation

there are server-side protections or rate-limiting mechanisms, ) . o .
stopping an attacker from doing so. Furthermore, we want After understanding the design decisions of the of cial
to test how fast an attacker is able to consume prekeys andVhatSApp clients and potential rate-limits on the server, we
whether consistent prekey depletion is potentially feasible. 0utline various exploitation scenarios. To test and verify them
Finally, we check whether the server properly removes the IN Practice, we use our custom client to target our own testing

prekeys, or whether certain keys are accidentally returneddevices. A detailed list of the used devices can be found in
more than once. Section 5 in the Appendix.

3.2.1 Server-side Prekey Output and Rate Limits

3.2.2 Client-side Prekey Input and Push Behavior 4 Results and Exploitation

Acckordlng tr? the protosol design, client devices push new o, tasts showed that depleting a target's prekeys is possible
prekeys to the server whenever necessary. We want to investiz q tnat WhatsApp currently employs little to no countermea-

gate how many prekeys are typlc,ally saved on the server andsures against it. We furthermore show our detailed results and
under which circumstances they're re lled. outline the abuse potential and speci ¢ security- and privacy
Prekey Reserve BatchesOur analysis covers different de- implications.

vice types (Android, iOS, Windows, macOS, Web) and differ-

ent prekey states (initial reserve vs. prekey re lIs). To measure 4.1 Perfect Forward Secrecy Degradation
the amount of prekeys that were pushed in different client
states, we consume (and count) all available prekeys for ourFor this section, we consider tiS attack modedescribed

target device using our custom client. To remove additional in Section 1.1.1, so the go(G1) of the attack is it to de-
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8 Exploits via E2EE Prekeying Mechanism on Instant Messengers

grade PFS for new sessions initiated with Bob by other users
(such as Alice). Therefore, Eve wants to deplete all one-time
prekeys of Bob.

For our rst attack we consider the simplest case, where
the targeted device is currently of ine and thus cannot re Il
depleted one-time prekeys at the moment. This attack is de-
picted in Figure 2. Our tests showed, since WhatsApp does

not enforce any rate limiting, constantly querying prekey bun- ?
dles for any user is possible, thereby eventually depleting all (g %
available one-time prekeys. Although one-time prekeys are Atce (atf::ku) Server Bob
crucial for ensuring PFS, messages can also be transmittec %" Whatsdpe (responder)
when only identity and signed prekey are available to generate RegisterPreKeyBundle
a shared secret (i.e., when no one-time prekeys are available 2ot keys ond <ig of Beb
on the server). In our tests, this PFS degradatiomotsndi- __ RequestPreKeys, Bob _
cated to the users Ul (e.g. by a security noti cation in the prekey bundle of Bob :
WhatsApp client initiating the session). Therefore, the PFS RequestPreKeys, Bob :
degradation attack can be executed without the affected user: prekey bundle of Bob '
noticing in their Ul. Note that even if Bob's device comes el o onertine prekey | g
online after Alice has initiated a new communication session ’ ReauestPrefteys, Bob N
without a one-time prekey, messages sent by Alice will not | J 92 Z
achieve PFS until Bob’s device responds for the rst time FequestPrekeys, Bab !
within that session. rekey bandle oF Bt :

Now let’s consider the case where the targeted device Of |excl any one-time prekey :
Bob is constantly online. In this case, it receives a noti cation encryptied message with associated data !
from the server as soon as there are less than 11 one-tim¢ :
prekeys left. Depending on the device type and its current RefilOneTimePrekeys
power saving state, it reacts upon this noti cation and uploads enerypted meszage with assocated dete s ometime prekegs Bob
812 new one-time prekeys to the server. For measurements ! B

. . . . . encrypted message with associated data

on how fast depletion of one-time prekeys is possible in case
the targeted device is online, as well as the detailed behavior RequestPrekeys, Alice
and availability implications, see Section 4.4 and 4.5. Table 3 oreke bandle of Alce
provides an overview of the measured success probabilities _incl. a one-time prekey ]
of the one-time prekey depletion attack in case the targeted encryptied message with associated data
device is online. In other words, it indicates the likelihood that encrypted message with associated data

another party (e.g., Alice) will initiate a new communication | I
session with Bob without using a one-time prekey while our :
depletion attack is in progress.

Figure 2: High-level overview of the attack. Eve is ooding
4.2 Device Online Status Leak the server with requests for prekey bundles of Bob. This pre-
vents any other user, such as Alice, from obtaining a one-time
For this and the remaining section we considerghieacy prekey of Bob. Therefore, in this case all messages from Alice
and availability attack modedescribed in Section 1.1.2. In  to Bob ( ) do not have forward secrecy, as long as the
this section we focus on the gdG2) device status tracking  associated secret key of the signed prekey belonging to Bob
A device can only push fresh prekeys to the server, if it is not deleted. New messages in this session after a response
is turned on and connected to the Internet. When a device’sof Bob are not affected since new ephemeral keys are used
prekeys are drained by an attacker and the reserve on thend therefore forward secrecy is regained as soon as these
server drops to less than 11 prekeys, the targeted device willnew ephemeral keys are deleted.
receive a noti cation from the server to re Il its one-time
prekeys. Consequently, depending on whether or not the one-
time prekeys are re lled timely, this could also leaks the cur-
rent online state of this particular device: If the one-time
prekeys are not re lled timely, the targeted device is probably
of ine. Furthermore, any re Il will update the corresponding
epoch timestamp of the prekey bundle (cf. Listing 1), which
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Initialization Values foikey IDs Prekey Batch Size
Client Implementation| Registration Signed PK  One-Time PKinitial Relll Re Il Trigger
Android R 0 R 812 812 10
iPhone R R 1 812 812 10
WhatsApp Web R & Ox3FFF 1 1 200 812 10
Desktop App macOS R R 1 200 812 10
Desktop App Windows R 1 1 50 812 10

R Random number. @ Veri ed on Firefox, Chrome, Safari.
Table 4: Different initialization values, prekey batch sizes, and incrementing ID patterns used across various implementations

enable device ngerprinting (e.g., OS, device age). Beyond being a privacy risk, this could be exploited by an attacker during the
reconnaissance phase to tailor further attacks.

4.3 Device Fingerprinting

Smartphone
(Main Device) device of ine ., R
Work Computer | pum § Tabl_e 4 shows characterlskey IDinitialization vr_;tlues and
(Web Client) —devicq online particular prekey batch sizes used when uploading fresh keys
chggs\li\tlg;kéthaetﬁ? to the server. Different client implementations use different
17:00 17:10 17:20 17:30 17:40 17:50 18:0 initialization values for assigning initial key IDs. While this
B keys available B keys depleted also holds true regarding the initial prekey batch size, all

implementations use a xed re Il batch of 812 elements. Fur-

thermore, we did not see any difference regarding the re Il
Figure 3: Each device’s online status can be independentlytrigger, as all clients push a new prekey batch (812 elements)
consistently and stealthily monitored, possibly leaking the to the server as soon as it has only 10 remaining prekeys left.
victim’s location and daily routines. In detail, this is triggered by a server-side noti cation that is

received by the client. Pushing new one-time prekeys to the

server always invalidates any previous one-time prekeys After

the initial assignment, signed prekeys and one-time prekeys
thereby can be seen as a lower bound for the last online timeare issued by incrementing their IDs.

of the respective device. Since this attack can be executedOS Discl Findi tat . i ¢ iaht
independently for every device of the victim, it can be used for Isclosure.Finding out a targets operating system mig

stealthy and consistent tracking of connection states through-be a valuable information for an attacker during the recon-

out the day. This is especially critical for companion devices naissance phase to ef ciently prepare for further attacks. Due

that are usually not always online, such as desktop computersto different strategies for the used initialization values and

For example, Eve could use this to track the victim's daily the fact that we can naturally differentiate main and compan-

routines (and thus, corresponding locations) when switching ion devices by theidevice IDS(O for main devices> 0 for

between devices, as shown in Table 3. To match devices to scompanion devices), we can distinguish the used client imple-

speci ¢ context or location (e.g., work vs. home), the attacker mentation and runtime environment for an arbitrary device

could monitor the devices over a period of multiple weeks. with h'gh con dence. For users utilizing WhatsApp web, all .
operating systems and browsers showed the same behavior

Main devices are usually always online and are thus less(because all browsers execute the same javascript code).
prone to this attack. Nevertheless, omission of prekey re lls ~ Fingerprinting a target primary device by characteristic
for extended periods could still leak information about their signed prekey IDge.g., Android vs. iOS) is possible with
current activity. For example, the attack could be used to de-high con dence and just requires the attacker to query the
termine whether a person is currently on a ight, in a shielded prekey bundle once for the victims phone number and device
building, or other locations without any Internet connection. ID 0. If the signed prekey ID is high>¢ 0), than it has
Delayed re lIs could hint to blind spots in cellular reception, probably be chosen at random and thus it must be an iPhone.
e.g., when driving through a tunnel. Finally, some people use Distinguishing companion device types by their initial
the phone’s ight mode to mute all noti cations during the prekey batch sizes requires repeated querying, but is still fea-
night, disclosing a person’s sleep schedule. The next Sectionsible. Due to homogeneous re Il batch sizes across all device
addresses the question, how one-time prekeys are actuallyypes, the initial prekey batch size can be deduced at any later
re lled by different devices and what information can be gath- point in time, by consuming the entire (812 element-sized)
ered through this feature. prekey batch from the server and looking at the returned min-
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8 Exploits via E2EE Prekeying Mechanism on Instant Messengers

imum and maximum prekey IDs. continuous monitoring of re Il behavior could help determine
To facilitate this kind of OS ngerprinting, our client col-  the victim’s operating system or device model.
lects all fetched prekey bundles and summarizes the stats of Interestingly, the Xiaomi Poco X3 also showed signi cantly
the returned values: faster reactions when the screen was active compared to when
it was in standby mode. This aligns with previous work [15],
exposing activity ngerprinting by measuring message RTT
times via delivery receipts.
Characteristic examples for the monitored re |l behavior

pogo@prekey: $ ./deplete-keys -t 123456789
Fetching all available prekeys of target device...

All prekeys depleted, consumed 812 bundles in 45s. ; . . .
[Prekey Stats] Cnt: 812, MinID: 1674, MaxID: 2486 of different phones can be found in Figure 4 in the Appendix.

In the above example, we know that the victim uses a 4.5 Rapid Retrieval and Denial of Service
Windows desktop application, where a batch of 50 prekeys
were uploaded in the initial batch (corresponding calculation:

L,674 812 812= 50). If the initial batch size would be other query requesting the victim’s prekey bundle, we always
200, we could still distinguish between macOS and WhatsApp . query req 9 prexey ! way
waited for the response of the previous request, leading to

Web by the value of the signed prekey ID as described before.a depletion rate of up to 20 prekeys per second. In practice,

Device Age and Activity ScoreThe registration ID and iden-  the time for every request is limited by the connection round
tity key are static for the lifetime of the device installation. In trip time (RTT) between client and server. Furthermore, the
contrast, signed- and one-time prekeys (and their IDs) changeprocess seems to be signi cantly in uenced by the current
over time. When the device updates the signed prekey (usuallyserver load, with the depletion of all 812 prekeys taking any-
done approx. once a month in WhatsApp) it also incrementswhere from 40 seconds to 2 minutes within our different
the corresponding signed prekey ID. Thus, for all devices experiments.
except iOS and macOS, the current signed prekey ID roughly  One-time prekeys are supposed to be returned just once,
corresponds to the device’s age in months. which requires synchronization across concurrent requests.
Similarly, one-time prekey IDs are incremented by all de- To test for the maximum retrieval rate for a single session,
vices. When asked by a client, the server always randomlywe increased the request rate, by sending queries in an asyn-
selects one of the available one-time prekeys, making it more chronous manner. Using parallel requests, we were able to
cumbersome to monitor for the attacker. However, when con-consistently deplete 812 prekeys within just 10 seconds. Af-
suming all available prekeys, the attacker can still deduce howter a certain retrieval rate (roughly more than 50 requests
many prekeys have been used since the last re Il, by calculat-per second), the server occasionally returba Service
ing the difference between 812 and the number of returnedUnavailable instead of the actual prekey bundle.
prekeys. For all devices that initialize the one-time prekey = We observed that the03 server error is not merely a rate
with 1 (all except Android), the attacker can also derive the limit affecting the current client session. Instead, generating a
total amount of used one-time prekeys since the initial setup high volume of requests in one session also causes unsuccess-
of the device. Due to the natural depletion of the one-time ful queries for other unrelated clients requesting prekeys for
prekeys that is caused by new people (or devices) contactthe same device for all querying devices.
ing the victim, this can be used to estimate an activity- or By further increasing the request rate to > 2,000 requests
chattiness score of the target. per second, we can entirely clog the prekey retrieval for the
corresponding victim device. We showed the feasibility of

. . . this attack by clogging prekey retrieval with one session and
4.4 Observing Characteristic Re Il Behavior concurrently trying to retrieve a valid prekey bundle by an

For the previously presented attacks, our client sends syn-
chronous queries to the server. Thus, before sending an-

While measuring the approximate success rates for our pFSUnTelated client.
downgrade attack (Table 3 in Section 4.1), we noticed that Denial of Service.In Section 4.1, the attacker only tries to
the re Il behavior can vary widely, depending on the victim's  eliminate the one-time prekey layer from the key exchange,
phone and its current state (e.g., current access technologyhus, starting a new conversation is still possible. In contrast,
and screen on/off state). the failure to retrieve the entire prekey bundle will generally
For example, across all captured experiments, iPhones werehinder any new conversation attempts with the victim.
more vulnerable to prekey depletion thus, took longer to re-  We veri ed this in practice by trying to contact our victim
acton adrained prekey bundle than Android devices. Among from different phones while simultaneously clogging prekey
the various Android models, the Samsung Galaxy A54 con-bundle retrieval using our custom client implementation. In
sistently showed the fastest re Il times. all cases, the phones were not able to effectively start a new
In addition to identifying the victim’s operating system session and send the corresponding message, but kept stuck at
through speci c key ID values, as presented in Section 4.3, the sending symbol\). Also, trying to audio/video call the
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target via WhatsApp resulted in the call being immediately prekey state between the server and client became desynchro-
dropped. To demonstrate the attack in practice, we prove a nized. As a result, the client was not aware that the prekeys
short demonstration vidéo had been drained and thus did not push fresh prekeys to the
We tried to infer the retransmission strategy empirically. server. In practice, this increases the success rate for our PFS
Thereby, we did not see any timing-based back-off strategiesdepletion attack.
for message retransmission (i.e., even when we stopped our Additionally, when inspecting the decrypted traf ¢ of le-
DosS attack, the corresponding clients were not automatically gitimate WhatsApp web clients (usitigpbaltAnalyzey, we
trying to resend the message). Re-entering the chat or minobserved that prekey re lls of the client were occasionally
imizing/activating the application to/from standby does not rejected with &03 Service Unavailable error. While the
automatically trigger a retry-procedure. However, when en- client was eventually able to upload a fresh prekey bundle,
tirely closing and reopening the WhatsApp application, the this of course also enlarges the available time window for a
client makes another attempt to request the prekey bundle andPFS degradation attack.

eventually transmits th_e message to the target._Our tes.t'ngRepeated Prekey Distribution.In the course of depleting
attempts to execute this attack over extended time periods

. prekeys from our test devices to evaluate the effectiveness
(g, ml_JItlpIe_ hours) were _not blocked by WhatsApp, thus of the PFS downgrade attack, we collected and analyzed the
performing this attack consistently seems currently feasible.

returned prekey bundles to verify whether one-time prekeys
Thereby, an attacker could completely prevent any new con- P y fy P y

. were correctly discarded after use.
versation attempt to the target and thus force a downgrade to While the server generally behaved as expected

use less secure messaging solutions (e.g., SMS, Telegram). B . .
ging g 9 )successfullysynchronlzmg concurrent queries from two inde-

pendent sessions targeting the same device we did observe
4.6 Battery Drainage rare instances in which one-time prekeys were handed out

more than once. In total, we documented four such occur-
Consistently generating new prekeys and pushing them torences of prekey reuse, potentially indicating isolated failures
the server results in additional battery drain and likely pre- in the server’s prekey distribution.

vents the phone from entering deep sleep states. We measured . d Prekev IDs (Android). While adheri h .
this extra drain under conditions of rapid (i.e., asynchronous) Omitted Prekey IDs (Android). lle adhering to the uni-

prekey depletion, which forces the device to frequently re- form_batch-size of 812 elements, we noticed that for every
generate and upload fresh prekeys. For this case, we use OlJegddmonal prekey batch that is uploaded to the server, 2 prekey
Samsung Galaxy A54 5G as target, since it re Iléd prekey IDs are omitted by the Android client. This behavior suggests

almost immediately, even when being put into standby modeth_e p’resence ofa pot_entl_al off-by-twc_) error in th_e Andro_ld
(cf. Section 4.4), presumably increasing abuse potential andCIENt'S Prekey generation implementation. While simply skip-
battery drain. Our measurements showed an additional batP'N9 prekey IDs is not a securlty_ 'S.S'u,e by |tself_, it could again
tery drain of approximately 2% per hour (measured during by abused_ to det_ermlne the victim’s operating systems as
standby in LTE). During this time, prekeys were depleted presented in Section 4.3.

roughly every 15 seconds, and the process of uploading newBlocked Contacts.Because the attacker interacts only with
prekeys resulted in about 8 MB of additional data usage perthe server and never sends direct packets to the victim, the
hour. While this attack could de nitely be annoying for the victim has no means of identifying the source of the attack.
victim (i.e., forcing them to recharge their phone throughout Nevertheless, we evaluated whether blocking an account in
the day), we consider this only a minor availability issue. Nev- WhatsApp has any impact by testing a scenario in which the
ertheless, similar to the previously discussed vulnerabilities,victim had already blocked the attacker prior to the attack.
any WhatsApp user can be targeted covertly, with minimal The results show that blocking has no effect, thus the attack
evidence left behind on the victim’s device. remains fully feasible.

4.7 Peripheral Observations 5 Related Work

Besides the presented exploits, we made additional observa-

tions that could be relevant for WhatsApps security o privacy. S€curity and Privacy at Instant Messaging.Schrittwieser
et al. were the rst to investigate security and privacy is-

Desynchronization of Prekey Depletion State.During sues in mobile instant messaging and VoIP applications, un-
rapid prekey depletion, we observed instances where thecovering vulnerabilities such as account hijacking and num-
. . - o ber spoo ng [24, 29]. Beyond Over-the-Top (OTT) applica-
According to atechnlca_l report of Meta, the_ call initiation shpuld have been tions, similar security vulnerabilities have been identi ed in
unaffected, as the required prekey bundle is sent directly via webRTC [23], . . . -

as the communication partner needs to be online anyway to establish a call. VOIP-based messaging solutions like VOLTE, VOW'F_'_and
Shttps://drive.proton.me/urls/H2P7VCW9ORA4#6ZGjnwFif4TT RCS [16,17, 30, 33]. In many cases, these vulnerabilities re-
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8 Exploits via E2EE Prekeying Mechanism on Instant Messengers

mained undiscovered for years due to proprietary clients and6  Discussion

the lack of tooling for security experiments. We adopt a sim-

ilar security testing approach to nd vulnerabilities within 6.1 Ethical Considerations
WhatsApp, leveraging open-source tools to emulate a real
client sending protocol queries to the server. In contrast, Ha-
gen et al. [18] demonstrated that large-scale account enu
meration is possible in major messaging applications (e.g.
WhatsApp, Signal) simply by automating interactions with
the regular user interface. Beyond that, ef cient account enu
meration can also be achieved by using open-source client:
to directly extract data from internal user APIs [14].

For our measurements and during experimentation we only
targeted WhatsApp accounts under our direct control. Addi-
tionally, we tried to adhere to WhatsApp’s protocol through
‘the use of community-proven open source projects (some of
_them being used in widely deployed production systéns

én our depletion experiments, we issued a substantially higher
volume of prekey queries compared to typical client imple-
mentations. However, this increased traf c is unlikely to pose
a signi cant risk to WhatsApp’s infrastructure, which is built
Fingerprinting and Side Channels. Previous work has  to serve more than three billion users. Moreover, we lim-
shown that convenience features, such as read receipts ifted our offensive depletion to at most two concurrent client
WhatsApp and other instant messaging apps, are frequentlysessions. Lastly, none of our testing accounts were blocked
misused for stalking, even by non-technical users [13]. Be-throughout the study, hinting that we did not cause any sig-
yond read receipts, delivery receipts expose message rounchi cant harm and most likely were not even noticed by the
trip times (RTTs), which can be exploited to infer a user’s platform operator. Lastly, to accurately assess the feasibility
coarse geolocation [28]. Recent work [4] has further revealed of the proposed attack, it was essential to conduct experiments
that WhatsApp’s multi-device feature inadvertently leaks against the actual WhatsApp infrastructure. Given the mini-
users’ device lists and the speci ¢ device used to send a mesmal risk of adverse effects on other users or the service itself,
sage, due to the design approach used for end-to-end encrypas argued above, we considered this a reasonable approach.

tion (E2EE). Moreover, Gegenhuber et al. have demonstratedrinally, all our ndings have been responsibly disclosed to
that read receipts can be leveraged for malformed and thusvieta.

invisible messages in multi-device settings, enabling indepen-
dent tracking and ngerprinting of all a user’s devices, as well
as their online status and operating system [15]. As a potential
mitigation, WhatsApp now allows users to block messages Although WhatsApp is the most popular instant messenger
from unknown accounts However, while our prekey deple-  using the Signal protocol, many other messaging applications
tion exploit can be used for similar ngerprinting techniques rely on the same protocol suite. While our analysis speci cally
such as tracking a user’s device online status we do not focuses on WhatsApp, some of our ndings may generalize
send any direct messages to the victim’'s phone. Instead, outo other Signal-based messengers. Due to WhatsApp’s closed-
approach interacts solely with WhatsApp’s central prekey source nature, we were unable to directly inspect the source
server. code of the of cial clients or the server backend. However,
given its immense popularity, it is crucial to scrutinize its over-
all security. We hope this work serves as a rst step toward
shedding light on WhatsApp’s real-world implementation and
the design decisions underlying its deployment of the Signal
protocol.

6.2 Limitations

Signal Protocol. The Signal Protocol and its variants has
been analyzed in a series of works [6, 719, 32]. Cohn-
Gorden et. al [9] provides a nice overview of the protocol as
well as a formal security analysis of the triple Dif e-Hellman
(X3DH) key agreement and the Double Ratchet (DR). The
DR was initially analyzed in [3]. A new variant of the key 6.3 Countermeasures
agreement, called PQXDH, which includes PQ-KEM as been
described and formally analyzed in [19]. Post-Compromise
Security (PCS) was initially de ned and analyzed in [10].
Attacks on PCS in a multi device setting have been described
in [11, 32]. The entire conversation layer, potentially consist-
ing of multiple sessions/devices of a user, has been analyze
in [12] also with a focus on PCS and cloned devices.

Many of the exploits and side channels presented in this work
are inherent to Signal’s session handshake protocol, which
relies on the availability of fresh one-time prekeys. As a re-
sult, completely eliminating these issues is challenging; for
Oexample, the device’s online state will inevitably be exposed
when new prekeys are uploaded. Nevertheless, we propose
several mitigations that would substantially reduce the practi-
cal exploitability of the identi ed vulnerabilities.

Rate Limiting. A single account should not be able to con-
stantly query prekey bundles for the same device in rapid

Shttps://faq.whatsapp.com/3379690015658337/ https://github.com/element-hg/mautrix-whatsapp
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succession. Given the fast re Il rate of most Android devices, term secret keys, as well as passive eavesdropping capabilities
even a modest arti cial slow down (i.e., rate limiting), would to record the respective encrypted messages.

reduce the likelihood of a successful one-time prekey deple- In contrast to this rather strong attacker model, we also
tion attack against these devices signi cantly. describe attacks on privacy and availability, with the sole
requirement of having a WhatsApp account. Hereby, we were
able to show that the re lling of one-time prekeys necessarily
leaks the current online status of the respective device, as
well as in certain cases: the device age, operating system and
the approximate total number of new sessions initiated with
the targeted device. Moreover, we where able to highlight a
Visual Indication of Missing PFS in the Ul. Currently nei- DoS issue by rapidly querying prekey bundles of a device
ther sender, nor receiver are noti ed if a new session is estab-such that the retrieval of any prekey bundle (even without one-
lished without a one-time prekey, therefore there is no obvious time prekeys) was no longer possible. As a consequence, for
way to detect such an attack as a user. To not ood all usersthe duration of the attack no new session can be established
with complicated warnings and to prevent misunderstandings,with the victim. All attacks described in this paper can be
the settings could offer a verbose option for security-cautious executed covertly, and targeted at any of WhatsApp’s more
or high-pro le users, which would show such security related than 3 billion users.

Ul noti cations when messages lack PFS. To mitigate the discovered issues, we suggest a range of
Signed Prekey Update on Demandf a prekey bundle with- countermeasures. Most nptably the noti cation Qf users re-
out a one-time prekey is used to initiate a new session, thegardlng.th(.a degradeq PFSinthe Ul, as Well.as the introduction
responder device could update his signed prekey together with®f rate limits regarding the repeated fetching of prekey bun-
the next batch of one-time prekeys it pushes to the server. Thisdles for the same device from a single account.

would minimize the damage a lack of PFS could cause, in

case the responder device is online. Due to asynchronous coma rtifact Evaluation

munication, there may still exist prekey bundles in circulation

that contain outdated signed prekeys, but this should not berhe artifact accompanying this paper is publicly available
a large problem since there is no valid use case for keepingat  nttps://github.com/sbaresearch/prekey-pogo/

them around and not immediately initiate a new session. Toyree/woot25ae . It includes a modi ed WhatsApp client
prevent an attacker from turning this countermeasure into apased orwhatsmeowwhich enables the retrieval of a user’s
Dos attack, there should be a minimum validity period (in the \whatsApp devices and their associated prekey material.
order of minutes) for signed prekeys. Otherwise an attackerag part of the WOOT 2025 artifact evaluation process, we

could trigger signed prekey updates all the time by initiating applied for and were awarded both tAdifacts Available
new sessions without one-time prekeys, which would prevent gnqArtifacts Functionabadges.

everybody else from establishing a new session as signed
prekeys are constantly outdated.

Reduce Signed Prekey Renewal IntervalThe lifetime of

a signed prekey in WhatsApp is higher (nonth), than the
lifetime of a signed prekey in Signal (two days). Reducing
the lifetime of signed prekeys would also reduce the impact
regarding PFS through missing one-time prekeys.

Redesign Key IDs.Due to their initial values and the fact Acknowledgments

that they are incremented by one, key IDs leak information This material is based upon work partially supported by (1)

and make device ngerprinting possibl.e. The question is,.if the Christian-Doppler-Laboratory for Security and Quality
key IDs could not be enlarged and entirely be replaced with Improvement in the Production System Lifecycle; The nan-

hashes ofthe_r_espectlye.publlc k_eys they refer to, which WOUId cial support by the Austrian Federal Ministry for Digital and
completely mitigate this information disclosure vulnerability. Economic Affairs, the Nation Foundation for Research, Tech-

nology and Development and University of Vienna, Faculty
7 Conclusion of Computer Science, Security & Privacy Group is gratefully

acknowledged,; (2) the FFG Bridge project 46322124 SecKey;
In this work we have demonstrated that WhatsApp does not(3) SBA Research (SBA-K1 NGC), a COMET Center within
enforce any rate limiting regarding the querying of prekey the COMET Competence Centers for Excellent Technolo-
bundles, thereby violating the Signal X3DH speci cation. gies Programme, funded by BMIMI, BMWET, and the federal
This enables an attacker to deplete all one-time prekeys of astate of Vienna. The COMET Programme is managed by FFG.
targeted device, subsequently degrading the perfect forward We further would like to thank Markus Maier for his out-
secrecy (PFS) of new sessions initiated with the victim. Al- standing support in providing and maintaining the IT infras-
though, PFS is undoubtedly effected by such an attack, the suctructure, which was essential for the success of this work.
cessful exploitation of this degraded forward secrecy would Moreover, we would also like to thank our anonymous re-
still require a compromise of the involved long- and medium- viewers for their valuable feedback and suggestions.
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Appendix
A Tested Phone Models and OS Versions

Device Modem Chipset 0OS WhatsApp
iPhone SE 2020 Intel i0S 18.3.1 2.25.4.77
iPhone 8 Intel i0S 16.7.10 2.25.5.74

iPhone 11 Qualcomm i0S 18.3.1 2.255.74
Xiaomi POCO X3 NFC Qualcomm Android 12 (MIUI 14.0.5) 2.25.2.78
Samsung Galaxy A54 5G  Exynos Android 14 2.25.2.78
Xiaomi Redmi 10 5G MediaTek Android 14 2.25.2.78

Table 5: Overview of the devices including software versions that were used throughout our tests. For our WhatsApp Web tests
(Chrome, Firefox, Safari) we've used the most recent browser and WhatsApp web versions available (testing date 2025-02-21).
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iPhone SE

Standby, WiFi
Standby, 4G

Screen On, WiFi

Screen On, 4G
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Time

iPhone 8
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Time
iPhone 11
Standby, WiFi
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Xiaomi Poco X3
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Samsung Galaxy A54
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Xiaomi Redmi 10
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Figure 4: Characteristic re Il behavior of different smartphone models in various device and connection states. Time where no
one-time prekeys are available is shown in red.
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B Signal Protocol in More Detail Those are used for the initial handshake and to initialize the
DH ratchet construction, also referred to asalsgmmetric

The Signal protocol actually consists of an entire family of ratchet

protocols [1922, 27] which been studied in a variety of
works [3,6,9 12, 32].

Internally, the signal protocol uses two key deriva- dhy  DH(ik?; prepl&) (13)
tion functions (KDF), one to derive ratchet keys, which

inlB
we denote byKDF() and one to derive the message dhy  DH(ek'ipk?) 14)
keys, denoted byXDFy( ). The KDFs are implemented dhs  DH(eK\; prepi®) (15)
with HKDF and HMAC-SHA256. The thereby gener- [dhy  DH(ek eprep®)] (16)

ated derived keys are used for authenticated encryption

with associated data (AEAD), using AES256 in CBC rko  KDF(dhy jj dhe jj dhgfjj DH4]) - (17)

mode for encryption and HMAC-SHA256 for authentica- DHiatchet DH(rchké; prepl?) (18)
tion. We denote the symmetric encryption function by rki-ckl T KDF: (rko: DH 19
E(key; plaintext associated datand the decryption function | rl’ le,or r( OI ; rtched (19)
by D(key; ciphertextassociated dataMoreover, the signal ckoa"smkgo  KDFm(Ckyo') (20)

protocol relies on Dif e-Hellman key exchange to compute

. 0or
shared keys and achieve its design goals. We denote the key 1he derived message keyk, ' is then used to encrypt and
exchange algorithm bPH( ), which is implemented over authenticateAE) the rst chatmessagérom Alice to Bob,
Curve25519 [5] in practice as well as to authenticate some associated AlBtaonsisting

of the ephemeral public keysgK* andrchpk ) generated

The Signal protocol uses three different types of Dif - ) X
previously by Alice.

Hellman public keys to ensure forward secrecy right from the
start: Long-term identity keys, medium-term (signed) prekeys

and short-term (one-time) ephemeral prekeys (see Table 6 for . i . ;

an overview). In our scenario Alice is tlmtiator and wants AD h rehpkg;epk’ id of prepk; [epre ki

to establish a secure connection with Bob (taspondey. (21)

The Signal protocol, as also implemented by WhatsApp, uses AEpa «AD E(mK;,o"; messageAD) (22)
prekey bundles deposited by every user at a central server 0 '

to allow anyinitiator to negotiate a shared secret (via Dif - Once Bob receives this initial message, he can compute the
Hellman Key exchange) even if thespondetis currently not  same shared keys using his identity key and his prekey
online/available using the X3DH protocol [22] , as well as the public keys of Alice consisting of her

The initial handshake works as depicted in gure 5inthe dentity keyipk®, her ephemeral handshake kegk* and
appendix and here starting with formula 13. First the prekey her ephemeral ratchet keghpk®. Since the later two are
bundle of the responder (in our case Bob) is fetched from the transmitted in the associated d&tB, they are authenticated,
server by the initiator (in our case Alice). The information but not encrypted.
from the prekey bundle is veri ed by Alice through checking
the signature on theigned prekeysing the (long-term) iden-

tity pubic key of Bob. As within other works [9], it is assumed dhy = DH(ipk?; ) (23)
that Alice has already veri ed out-of-band that the long-term dh, = DH(epk; ik") (24)
identity public key indeed belongs to Bob.

Then the public keys from Bob's prekey bundle are used dhg = DH(epk’; ) (25)
to compute shared keys for the ratcheting and message en- rko KDF(dhy jj dhyjj dhg) (26)
cryption and authentication. Here now we have to distin- DHratchet  DH(rchpkg:; ) (27)
guish between the case where an ephemeral (one-time) prekey i ]
eprepl® of Bob is available or not. If no ephemeral prekey is rka; Ckgo"  KDFi(rko; DHrarched) (28)
available, the DH invocatiodhy in formula 17 is omitted. cky, s mk"  KDFm(ckyo' (29)

In any case, before initiating the session and sending the
rst message to Bob, Alice generates two ephemeral key The received message is then decrypted using the previ-
pairs: Theephemeral handshake key peiznoted e pk®; el) ously computed shared message k) ;":
and theephemeral ratchet key paifenotedrchpk?®; rchk?).

messageAD  D(mKg'; AEq «iAD) (30)
8Since late 2023 Signal replaced X3DH by PQXDH [19] and started a process 0

to use PQXDH for new sessions if supported by both peers. On a high level, ; f
PQ3DH is comparable to X3DH with the difference that an additional key . If no ephemeral prekeys have been fetched by Alice, this

from a CRYSTALS-Kyber [1] key encapsulation mechanism (KEM) is used iNitial message sent by Alice has no forward secrecy if ob-
in the KDF. served by an attacker. Therefore, an attacker who is able to
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Keys Description

ipk? ikA Long-term identity key pair of Alice

ipkB Long-term identity key pair of Bob

prepkt  prek® Medium-term prekey pair of Alice, akaigned prekey
preplé Medium-term prekey pair of Bob, aksigned prekey

eprepk eprek
eprepl eprel

Short-term prekey pair numbarof Alice, aka.ephemeral prekegr one-time prekey
Short-term prekey pair numbarof Bob, akaephemeral prekegr one-time prekey

Hpk?; prepk; Siglik?; prepk); [e preK i
hpk®; prepl€; Sig(ikB; prepl€); [e prek]i

A prekey bundle deposited by Alice on the server
A prekey bundle deposited by Bob on the server

epk ek® Ephemeral handshake key pair of Alice

rchpk}  rchid Ephemeral ratchet key pair of Alice
rky Symmetric (shared) root key of ratchet numkger
cki(!;},r Symmetric (shared) chaining key numiyein thext" initiator to responder ratchet
m&;yr Symmetric (shared) message key numjén thext" initiator to responder ratchet

Table 6: Main cryptographic keys of the signal protocol relevant for our attacks. Public keys in asymmetric schemes always end
in pk. The naming convention of the keying material is according to Cohn-Gordon et al. [9]. The ephemeral prekeys, which are
considered optional in the prekey bundle, are depicted in red. The secret keys of Bob which an attacker has to compromise to
bene t from the violation of forward secrecy, i.e., if no ephemeral prekeys can be used, are depicted in

compromise Bobs medium-term and long-term secret keys As soon as these ephemeral ratchet keys are deleted, for-
prek andik® later on, can recompute the same message keyward secrecy is regained for this as well as subsequent mes-
mwg;or, which highlights that there is no forward secrecy for sages. Note, that even if forward secrecy is regained in a chat
this message. If Alice sends multiple messages before receivsession, the initial messages sent from Alice to Bob have
ing any response from Bob, all these messages are affected abeen encrypted using the symmetric ratchet only. Therefore,
well, as the keys for these messages come from the symmetrichey remain vulnerable for the entire lifetime of the signed
ratchet. This is illustrated by the following example starting prekey prel® of Bob. According to the speci cations, the
with formula 31, which depicts encrypting a second message signed prekey should be periodically rotated [2,22,23], where
from Alice to Bob. Herey is 0 at the beginning and later set  suggested intervals reach from once a week to once a month
toy= 1 for the second message and so forth:

kg2 s mK;," KDFm(cky,' (31)
y y+1 (32)
AD  (rchpK};ipk®;ipkB;y) (33)

AEqg iAD  AE(M 51 messageAD)  (34)

Forward secrecy is restored through the asymmetric ratchet,
when Bob responds to a message. If Bob responds to one of
Alice messages, he also computes a new ephemeral ratchet
key pair ¢chpk®; rchk®), s.t.x= 1, and thereby advances the

asymmetric ratchet as follows:

DHratchet  DH(rchpK ;;rchk?) (35)
tmpiCl{(;oi KDF (rkx; DHratchet) (36)
ekl mK" KDFm(cKloh) (37) i : : _
AD  (rchpid) (38)  ays - hupsilihub comsgnalappiSanar Androdiibl
ABng, (MK imessagerD)  (39) e eciresmalobs PrekeysSyneIo KA 57-L66
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—

Alice Serv Bob
. ades erver
(initiator) (responder)
Public keys end in .. . pk ipk? ik - ipk® ikP | identity key pair (long-term)
Secret keysend in... k prepk? | prek? - prepk®  prek® | (signed) prekey pair (medium-term, change periodically)
eprepk | eprek? - eprepk?  eprek? | one-time/ephemeral prekey z (for initial handshake)
Prekey bundle Bob:
ipk? identity key
prepk? (signed) prekey
P 5 .
RegisterPreKeyBundle S;f(’k »Pr ;”k ) prekey signature
{eprepk?, eprepk?, .. .} one-time prekeys
prekey bundle Bob
RegisterPreKeyBundle
prekey bundle Alice
RequestPreKeys, Bob
prekey bundle Bob
(V') confirm signature on prepk®
Generate:
epkt ek? 1 1 key (for initial handshake)
rchpk{  rchk{  ephemeral ratchet key

Perform X3DH handshake:

DH1 « DH(ik", prepk?)

DH2 « DH(ek",ipk®)

AE,;;, AD

DH3 « DH(ek”, prepk®)

[DH4 « DH(ek", eprepk®)]
rky « KDF,(DH1 || DH2 || DH3[|HB-H4})
DHutenet — DH(rchk, prepk®)
rky, ckiy”  KDF, (rko, DHyatcner)
ckiy mkig « KDFp(ckiy)
AD  (rchpky, epk™, id of prepk”, [eprepk®))
AE, s, AD « E(mki,", message, AD)

Sl/w\w\etr'-c-ratcl«et communication
If this would be now z = Oandy = 1

ek iy mhy " < KDFy(cky )"

AD « (rchpk?,ipk?,ipk®,y)

RequestPreKeys, Alice

prekey bundle Alice

(v) confirm posession of prek?, [eprek?)

X3DH handshake:
DH1 = DH (ipk*, prek?)
DH2 = DH(epk”,ik?)
DH3 = DH(epk”, prek®)
— A B
rko + KDF,(DH1|| DH2 || DH3(|{DH4})
DH,tcner < DH(rchpky, prek®)
ki, ek < KDF,(rko, DHyatcher)
cki " mkiy" — KDF(ckiy)

message, AD « D(mkiy", A, , AD)

AE, i, AD < AE(mk.", message, AD) AB, ., AD
ki) mkL)  KDFyp(cki)
Asymmetric-ro«tcl«et communication
rchpk?  rchk?  ephemeral ratchet key
Response:
DH yatehet +— DH(rchpk?_ |, rchk?)
tmp, ekl < KDF,(rkz, DH atchet)
ki3 mkLgt ¢« KDFy(ckly)
AD « (rchpk?)
AE,;, AD AE, 5  E(mky ', message, AD)
Decrypt:
DHyatehet < DH(rchpkZ, rehk? )
tmp, ekl < KDF,(rkz, DHyatcher)

ckZ ' mklg" < KDFp(ckyg')

message, AD « D(mk/ ', EncryptedMessage .-, AD)

rchpk?  rchk?  ephemeral ratchet key

Response:

DHiyatchet ~ DH(rchpk?, rehk?) Decrypt:
rhyi1,cky” < KDF,(tmp, DHrocner) DHiucter < DH(rehpks!, rchk?)
ki mkiy « KDF,(ckiy) ki1, ckiy < KDF,(tmp, DH,utchet)
AD ¢ (rchpk?) AR, e, AD ki mkEy  KDF(ckiy

message, AD < D(mki (', AE,,, AD)

age, AD)

EncryptedMessage, . ¢ E(mk%y",m

Figure 5: Signal protocol layout, when ephemeral (one-time) prekegee available on the server. Identical keys a highlighted

with the same color.
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9 Conclusion

Cellular networks form a resilient global communication infrastructure due to their
inherently distributed architecture. Radio access networks and VoWiF1i services are
operated by independent entities across geographic and administrative boundaries,
reducing the impact of failures to a limited region and user base.

At the same time, this dissertation shows that many components of the mobile com-
munication ecosystem have become increasingly vulnerable and centralized. Internet-
accessible operator gateways expand the attack surface and are frequently operated
with outdated or insecure configurations. Moreover, globally dominant OTT instant
messaging platforms consolidate functionality that was previously distributed, introdu-
cing systemic risks by concentrating failure domains and attack surfaces at a massive
scale. This risk is not only theoretical: recent work reports that roughly 3.5 billion
WhatsApp accounts could be enumerated, illustrating how a single service can create
ecosystem-wide exposure |[GEG™26].

Across all settings, this dissertation demonstrates that active, independent measure-
ments are essential to uncover and address such risks. By introducing MOBILEATLAS
and leveraging Internet-based measurement vectors, this dissertation enables controlled
and reproducible studies across cellular access networks, operator-managed services,
and third-party communication platforms. The presented measurements show that
while decentralization enhances resilience, centralization simplifies observation, control,
and, consequently, exploitation.

Beyond individual vulnerabilities, this work challenges the assumption that stand-
ardization alone provides security and privacy guarantees in mobile communication
systems. The presented measurements demonstrate that without independent verifica-
tion, such assumptions can mask systemic weaknesses across operators and platforms.

An interesting trade-off that was observed throughout this work concerns mitigation
and patch deployment. Centralized services set clear responsibilities, allow for rapid
patching and coordinated security updates, often mitigating vulnerabilities within
several days. In contrast, decentralized cellular infrastructures require patches and
configuration changes to be rolled out across many independently operated networks,
resulting in slower and more uneven adoption, as we observed for CVE-2024-22064
(shown in Figure . While this longer rollout slope can delay mitigation, it also
limits the blast radius of individual failures.

Future directions. This dissertation does not aim to provide an exhaustive survey
of mobile standards or deployments. Consequently, future measurement work should
also cover the protocol and service alternatives that increasingly carry everyday
communication: Apple-controlled iMessage has become a de facto default messaging
channel on i0S; Rich Communication Services (RCS), originally developed as an
open standard but nowadays heavily influenced (and, in practice, often controlled) by
Google (e.g., because many operators rely on Google-hosted backends via Jibe); and
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9 Conclusion
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(a) Initial remediation timeline. After coordinated disclosure via the GSMA, vulnerable
operators gradually replaced the reused private-keys used for the IKE/IPSec handshake
over a period of several months, eventually eliminating the issue across all observed
deployments.
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(b) Subsequent regression timeline. Follow-up ePDG scans of global operators revealed
a reappearance of reused private-keys during the IKE /IPsec handshake shortly after
full remediation, affecting both previously remediated operators and newly observed
vulnerable deployments.

Figure 9.1: Global reuse of static private keys in ePDG deployments: remediation and
regression over time. Without continuous, worldwide scans of operator
infrastructures, neither the original vulnerability nor its subsequent reoc-
currence would have been discovered.

the email ecosystem, which has consolidated around a few large providers (e.g., Gmail,
Outlook) while smaller providers continue to diminish and often lag in deploying
available security mechanisms (e.g., DNSSEC) [HULE22|. Beyond technical risk, the
concentration of these backends outside the EU raises digital sovereignty concerns
by creating dependencies on external providers and jurisdictions. Extending the
dissertation’s methodology to map backend centralization, configuration hygiene, and
metadata leakage across these systems, and to track mitigation rollouts longitudinally,
would strengthen our ability to detect emerging systemic risks early.

In summary, this dissertation highlights a fundamental tension in modern mobile
communication systems: decentralization strengthens resilience, while centralization
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amplifies both risk and control. Independent, scalable measurement capabilities are in-
dispensable to understanding this balance, detecting emerging systemic vulnerabilities,
and supporting informed decisions that improve the security, privacy, and robustness
of global communication infrastructures.
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