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Abstract

Smartphone apps have become deeply integrated into our daily lives. Approximately
6.9 billion smartphone users worldwide relied on more than 8.9 million apps in
2023. Users employ these apps to manage communication, finances, and health data.
Consequently, they must trust that the apps are developed securely and handle their
personal data responsibly. However, modern apps rarely operate in isolation. Instead,
they interact with the mobile operating system, cloud backends, or Internet of Things
(IoT) devices, and each interaction expands the attack surface because the security
of the overall system depends on its weakest link. Beyond direct communication
partners, the resources used during the development process, e.g., its software supply
chain, can be seen as part of the mobile app ecosystem, further extending the attack
surface.

In this thesis, we identify weak links in the mobile app ecosystem, develop large-
scale analyses to uncover security and privacy issues, and responsibly disclose our
findings to improve the security and privacy of the ecosystem. To this end, we analyze
four components: First, we study the communication behavior of IoT companion
apps. Second, we analyze the iOS local network permission from both a technical and
a user perspective. Third, we study secrets embedded in apps, ranging from tokens
required for online services to secrets unintentionally included during development.
Finally, we analyze the security of iOS dependency management systems to uncover
software supply chain threats.

Overall, we uncover various security and privacy issues, for example, Message
Queuing Telemetry Transport (MQTT) brokers allowing unauthenticated access,
techniques that allow bypassing the iOS local network permission, leaked functional
credentials in mobile apps, and supply chain vulnerabilities that affect popular apps
from well-known companies.
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Kurzfassung

Smartphone Apps sind inzwischen fester Bestandteil des Alltags. Im Jahr 2023
nutzten weltweit rund 6,9 Milliarden Menschen Smartphones und damit insgesamt
mehr als 8,9 Millionen Apps. Diese Anwendungen kommen unter anderem für Kom-
munikation, Finanztransaktionen und den Umgang mit Gesundheitsdaten zum Ein-
satz. Entsprechend sind Nutzerinnen und Nutzer darauf angewiesen, dass Apps sicher
entwickelt werden und personenbezogene Daten verantwortungsvoll verarbeitet wer-
den. Moderne mobile Apps werden jedoch nur selten isoliert betrieben. Stattdessen
interagieren sie mit dem mobilen Betriebssystem, mit Clouddiensten oder mit Geräten
des Internets der Dinge (IoT). Jede dieser Interaktionen vergrößert die Angriffsfläche,
da die Sicherheit des Gesamtsystems stets durch sein schwächstes Glied bestimmt
wird. Darüber hinaus können auch die während des Entwicklungsprozesses genutzten
Ressourcen, insbesondere die Software-Lieferkette, als Teil des mobilen App Ökosys-
tems gesehen werden und vergrößern somit die mögliche Angriffsfläche.

Ziel dieser Arbeit ist es, Schwachstellen innerhalb des mobilen App-Ökosystems zu
identifizieren, großangelegte Analysen zur Aufdeckung von Sicherheits- und Daten-
schutzproblemen zu entwickeln und die gewonnenen Erkenntnisse zu melden, um
Sicherheit und Datenschutz nachhaltig zu verbessern. Zu diesem Zweck untersuchen
wir vier Komponenten. Erstens analysieren wir das Kommunikationsverhalten von
IoT Apps. Zweitens untersuchen wir die iOS-Berechtigung für lokalen Netzwerk
Zugriff sowohl aus technischer als auch aus nutzerzentrierter Perspektive. Drittens
extrahieren wir in mobilen Apps eingebettete Geheimnisse, die sowohl für den Zugriff
auf Online-Dienste erforderliche Tokens als auch unbeabsichtigt während der Entwick-
lung integrierte Daten umfassen. Viertens analysieren wir die Sicherheit von iOS-
Abhängigkeits-verwaltungssystemen, um Bedrohungen aus der Softwarelieferkette
aufzudecken.

Unsere Ergebnisse zeigen eine Vielzahl von Sicherheits- und Datenschutzproblemen.
Dazu zählen unter anderem MQTT-Broker ohne Authentifizierung, die von IoT Apps
genutzt werden, Methoden zur Umgehung der iOS-Berechtigung für lokalen Netzwerk
Zugriff, sowie Zugangsdaten, die in mobilen Apps enthalten sind. Darüber hinaus
identifizieren wir Schwachstellen in der iOS App Lieferkette, die weit verbreitete
Anwendungen betreffen von bekannten Unternehmen.
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1 Introduction

In 2007, Steve Jobs introduced the first iPhone with the words “An iPod, a phone,
and an Internet communicator” [54]. Since then, smartphones and the mobile apps
running on them have evolved to support a substantially broader range of tasks and
have become deeply integrated into our daily lives.

Along with this integration, smartphone adoption grew rapidly. In 2023, approxi-
mately 6.9 billion people worldwide relied on smartphones and more than 8.9 million
mobile apps to support everyday activities [157]. The messaging service WhatsApp
alone registered more than 3.5 billion users in 2025 [130], despite being banned in
several countries, including China. With the increasing integration into our personal
and professional environment, apps also manage our communications, finances, social
interactions, and personal health data. Consequently, users must trust the apps to
handle sensitive information responsibly and securely.

However, modern mobile apps rarely operate in isolation, as their functionality
often depends on cloud backends, third-party services, communication with nearby
devices, and resources provided by the mobile operating system. Beyond direct
communication partners, the resources developers use during development can also
be considered part of the mobile app ecosystem. For example, this includes de-
pendency management systems that automatically pull libraries and their transitive
dependencies. Each of these components expands the attack surface of the mobile
ecosystem. Ensuring security, therefore, requires securing every element on which the
app depends. A single vulnerable cloud endpoint, insecure protocol, or embedded
credential can compromise an otherwise robust system. This illustrates the security
principle of the weakest link [306].

Prior research uncovered weaknesses in various parts of the mobile app ecosystem.
For example, Reardon et al. [283] analyzed Android permissions and demonstrated
how Android apps could bypass location permissions by leveraging information acces-
sible via local network communication, again highlighting the weakest link principle
since the missing security of one component undermined the security of the otherwise
secure location permission.

Security and privacy issues not only arise during app execution but also during
app development. A case involved Snapchat, which unintentionally embedded parts
of its source code in the iOS app bundle [82]. Thus, they revealed intellectual
property and potentially enabled repackaging attacks. Other apps have leaked
cloud credentials [156], allowing attackers to access user information. Additionally,
the software supply chain is a part of the app’s security. Supply chain risks have
emerged and been demonstrated across ecosystems, such as npm, where researchers
have uncovered malicious dependencies infecting numerous other projects through
transitive dependencies [368, 360, 250].

One way to improve the security and privacy of the ecosystem is through large-scale
analyses. These can help to detect issues early, before attackers exploit them, and,

1



1 Introduction

ExecutionDevelopment

Figure 1.1: The mobile app ecosystem comprises components that apps interact
with throughout their lifecycle. During development, this includes, for
example, dependency management systems and tokens that developers
use as part of the development process. During execution, the ecosystem
also includes the mobile operating system, nowadays Android and iOS,
as well as devices and remote services with which the app communicates.

by reporting them, help improve the security of the ecosystem. Previous work has
already utilized large-scale analysis of mobile apps to identify security and privacy
issues. For example, Zuo et al. [370] developed an analysis to detect cloud data leaks
through mobile apps. Zhao et al. [364] investigated hidden behaviors in mobile apps,
including access keys and master passwords that unlock restricted functionalities.
Reardon et al. [283] applied large-scale analysis to uncover methods and apps that
bypassed Android permissions.

In this thesis, we fill gaps in existing large-scale analysis by extending it in four
directions. First, we identify security and privacy issues of Internet of Things (IoT)
devices through their companion apps. Second, we analyze the iOS local network
permission. Third, we analyze secrets distributed in mobile apps. Fourth, we
uncover supply chain vulnerabilities in iOS apps. To achieve these goals, we leverage
information that apps expose about their development process and the embedded
information about their communication partners. This information includes creden-
tials, endpoints, protocols, libraries, and system Application Programming Interfaces
(APIs).

In summary, the overall goal of this thesis is to identify weak links in the mobile app
ecosystem at scale, report them to the responsible parties, and ultimately improve
the security and privacy of the ecosystem.

1.1 Research Questions

Due to the complexity and variety of components that constitute the mobile app
ecosystem, studying all aspects simultaneously is infeasible. Therefore, this thesis
focuses on four concrete parts, as shown in Figure 1.1, each addressing a distinct
research question. However, all parts share the common goal: to uncover weak links

2



1.1 Research Questions

in the mobile app ecosystem at scale, report them responsibly, and contribute to
improving the security and privacy of the ecosystem.

To achieve this goal, we extract and analyze information about app interactions
during execution and during their development. In the first two projects, we focus
on components that mobile apps interact with during execution, namely the local
network permission and the IoT devices with which apps communicate. In the
third project, we transition from execution information to development information
by studying secrets leaked in mobile apps, ranging from tokens required for app
functionality to unintentionally included development artifacts. In the fourth project,
we further analyze development information by extracting dependency information
from iOS apps, providing insights into their software supply chains.

1.1.1 IoT Companion Apps

IoT devices often provide mobile apps, so-called companion apps, that allow users to
command and control them. For example, smart vacuum cleaners typically do not
provide a full physical user interface. Instead, users configure and schedule cleaning
tasks through companion apps. To provide these functionalities, companion apps
must communicate with the devices, either directly, for example via Bluetooth or
the local network, or indirectly through cloud backends. As a result, companion
apps embed information about both the devices and the cloud infrastructure.

The communication information contained in mobile apps, therefore, offers an
opportunity to study the security and privacy properties of IoT devices at scale,
since companion apps exhibit substantially less diversity than the devices themselves.
Moreover, acquiring and deploying thousands of devices in laboratory environments
for dynamic analysis is practically infeasible.

To avoid purchasing and operating large numbers of IoT devices, we develop a
static analysis to extract communication information from companion apps, and an-
swer RQ1: What security and privacy insights can be derived from the communication
of companion apps through static analysis?

1.1.2 Local Network Permission

In the past, researchers have discovered apps that bypassed the location permis-
sion by obtaining the router MAC address via local network communication [283].
Further, researchers identified a malicious app that attempted to reconfigure the
router Domain Name System (DNS) server [190]. To mitigate security and privacy
threats originating from apps with access to the local network, Apple introduced
local network permissions in iOS 14.

To provide effective protection, the permission must be secure from both technical
and user perspectives, as users ultimately decide whether to grant or deny it. How-
ever, due to the intrinsic technicality of the local network, it is unclear whether users
can make an informed decision. On the technical side, this permission differs from
others. Typically, permissions guard access to specific APIs. In contrast, the local
network permission does not follow this model, as apps can use the same APIs for
web requests without requiring the permission. Thus, iOS monitors network request
targets and enforces the permission once it detects local network access.

3



1 Introduction

To gain insights into the permission, we first study its implementation and then
analyze apps to detect local network accesses. Furthermore, we extract the concepts
that constitute the permission prompts, which developers can customize, and then
conduct a user study to gain insights into the user understanding. Ultimately, we
answer RQ2: Is the iOS local network permission effective from a technical and user
perspective?

1.1.3 Secrets in Mobile Apps

Apps can include tokens to provide functionality and to access remote services. In
other cases, developers accidentally embed secrets and tokens into mobile apps. For
example, Snapchat leaked parts of the app’s source code via the mobile app. These
issues matter because apps are distributed to end-user devices, allowing attackers to
reverse-engineer them and extract embedded secrets.

This property also enables us as researchers to download apps, extract secrets,
and report them responsibly. To this end, we develop a static analysis capable of
handling Android and iOS apps. To identify unintentionally included secrets that are
not required for app functionality, we first study the files contained in app bundles
and then apply a regular expression-based secret detection approach to answer RQ3:
What secrets do developers distribute in their app bundles?

1.1.4 iOS Dependency Management Systems

Libraries allow software developers to reuse existing functionality and avoid reim-
plementing it. Dependency management systems further simplify library integration
and often provide public repositories for searching and downloading existing libraries.
In practice, including a single library often introduces dozens of additional libraries
through transitive dependencies, each of which increases the potential attack surface.

Attacks such as SolarWinds [352], the event-stream compromise [125], and the
XZ Utils backdoor [3] increased attention toward software supply chain security.
However, the software supply chain of iOS apps remains underexplored. To close
this gap, we investigate potential attack vectors in Carthage [75], CocoaPods [85],
and SwiftPM [321], three dependency management systems commonly used for iOS
app development. We also conduct a large-scale analysis of iOS apps to identify
vulnerable apps and report them responsibly. Finally, we analyze five additional
dependency management systems to compare the impact of different authentication
and distribution strategies on security. Overall, we answer RQ4: How do dependency
management systems in the iOS ecosystem expose apps to supply chain attacks?

1.2 Methodology and Contribution
In the following, we briefly introduce the methodologies we used to answer each
research question and summarize the contributions of each work. While the general
methodology, as outlined in Figure 1.2, consistently involved developing an analysis
that scales to thousands of apps, applying it to an app dataset, conducting additional
evaluations and measurements, and responsibly disclosing our findings, the concrete
methodologies differed across projects.
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Figure 1.2: High-level thesis methodology. Each work follows these steps, yet the
concrete methodologies vary across projects to best fit each goal.

1.2.1 IoT Companion Apps

In Chapter 2, we present a static analysis that combines Value Set Analysis (VSA)
with general data-flow analysis to extract information about companion app com-
munication. We used VSA to extract the endpoints that companion apps contact,
and we used data-flow analysis to trace data flows from devices to remote endpoints
and vice versa.

To answer RQ1: What security and privacy insights can be derived from the
communication of companion apps through static analysis?, we applied our analysis to
9,889 companion apps, which were manually verified by three related works [240, 235,
185]. Additionally, we compared the communication behavior of these companion
apps with that of 947 popular general-purpose apps to highlight the differences
between companion apps and other types of apps.

Using the extracted data, we evaluated how companion apps communicate with
IoT devices, the protocols employed, the geolocation of endpoints, and the endpoint
categories. Moreover, we searched for abandoned domains, analyzed data flows orig-
inating from IoT devices and sensitive Android APIs, and analyzed the encryption
algorithms used by the apps.

Our analysis uncovered multiple security and privacy issues, including MQTT
brokers allowing unauthenticated access, abandoned domains, broken encryption
algorithms, and the sharing of Personally Identifiable Information (PII). We re-
sponsibly disclosed abandoned domains to app developers via the email addresses
listed in the Google Play Store, as attackers could potentially exploit abandoned
domains to take control of the corresponding devices by registering them.

In addition, we compared our static analysis results with manual dynamic analysis
by recording network traffic from 13 companion apps connected to their associated
devices while interacting with them. Although the raw numbers of contacted end-
points and paths differed between static and dynamic analysis, the results showed
that our approach provides valuable insights.

1.2.2 Local Network Permission

In Chapter 3, we analyze the iOS local network permission from both technical and
user perspectives by combining four studies. We developed an iOS test app that
systematically attempts to access local network resources via different networking
APIs and endpoints to evaluate when iOS enforces the permission. We executed each
test both with and without granting the permission, which allowed us to determine
whether iOS enforced it correctly.
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To study the prevalence of local network access in apps, we conducted a large-
scale dynamic analysis of 10,862 apps available on both iOS and Android. We
used dynamic analysis because local network access does not rely on a fixed set
of APIs, and this approach aligns with how iOS evaluates local network access
at runtime. Thus, the analysis is comparable across both platforms. To identify
matching Android and iOS apps, we downloaded a set of popular and random apps
from the Apple App Store and the Google Play Store and applied the matching
methodology of Steinböck et al. [320], which identifies corresponding apps across two
datasets. In addition, we included Android apps that the Android migration API
identifies as matching.

We executed the apps in a controlled test network while recording all outgoing
network traffic directly on the phones. For each app, we first executed the app
without interaction for 30 seconds, then performed 25 automated interactions fol-
lowing a depth-first search strategy over the user interface. This setup allowed us to
distinguish between local network accesses at startup and accesses triggered by user
interaction. To ensure we can also observe local network access on iOS, we granted
all permissions to each app.

We statically extracted local network permission rationales from apps’ Info.plist
files and localized resource files to study the concepts that constitute these ra-
tionales. Afterwards, three researchers coded the extracted rationales to identify
which concepts users need to make an informed decision about the permission. To
capture the user perspective, we also conducted an online survey of 150 iOS users,
recruited via Prolific. In the survey, we asked participants about local network
security and privacy threats, the concepts required to make an informed decision
that we previously identified in the rationales, and misconceptions that we observed
in online discussions.

To answer RQ2: Is the iOS local network permission effective from a technical and
user perspective?, we showed with our systematic test app that two iOS components
can interact with the local network without requiring the permission, and that the
protected local network address space is insufficient.

We also uncovered that developers frequently employed terminology in permission
rationales that is potentially misleading or reflects misconceptions, such as claiming
that the permission is necessary for Internet access. Finally, we showed that nearly
every participant was aware of at least one threat associated with local network
access. However, misconceptions about the permission were even more widespread.
We responsibly disclosed our findings to Apple, covering both technical and user
perspectives.

1.2.3 Secrets in Mobile Apps

In Chapter 4, we present an analysis that studies secrets in mobile apps. To this
end, we developed a static analysis methodology that enables cross-platform analysis
of Android and iOS apps. We first analyzed the metadata of files included in the
app bundle. We then applied a regular expression-based secret detection approach
to identify leaked credentials and validate them against their remote APIs. Finally,
we automatically disclosed our findings to affected app developers.
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To enable uniform processing across platforms, we extracted the contents of An-
droid APKs and iOS IPAs, both of which are essentially archives. For each file,
we stored metadata, including MIME type and file suffix, for further evaluation.
Before searching for hardcoded credentials, we extracted a textual representation
using strings [127] and the DEX decompiler JADX [137]. To identify credentials,
we adapted TruffleHog [335], which employs a regular expression-based detection
approach and was originally designed to find secrets in Git repositories.

We reused the dataset previously collected for studying local network access to
answer RQ3: What secrets do developers distribute in their app bundles? In addition,
we re-downloaded the dataset in 2024, which enabled us to examine how the situation
changed over the course of a year. By analyzing file metadata, we discovered a
variety of potentially unintended bundled files. For example, we identified scripts
that represent development artifacts, such as build scripts or test code. In addition,
we found Markdown files containing development documentation, including sensitive
content such as API keys, developer names, email addresses, and internal Uniform
Resource Locators (URLs), which attackers could abuse, for example, for targeted
social engineering attacks.

Overall, we detected 416 functional credentials from 65 services, including 13 Git
credentials that granted access to 2,440 private repositories. Our comparison between
Android and iOS apps showed that apps from both platforms contained secrets.
However, the results revealed a higher prevalence of issues in iOS apps. At the same
time, it also highlighted the importance of studying apps from both platforms, as
findings were often exclusive to one platform. One possible explanation for this is
that Android and iOS versions are often developed by different teams.

We reported the distribution of dependency management files, exposed source
code, and functional tokens to app developers via their Play Store email addresses.
As the iOS App Store did not provide email addresses for each app at the time of
the study, and because our dataset contains a matching Android app for every iOS
app, we also used the corresponding Play Store email addresses to contact iOS app
developers. In total, we received responses, which ranged from positive reactions,
such as developers fixing the issue or planning to do so, to negative responses, such
as stating that a fix would be too expensive.

1.2.4 iOS Dependency Management Systems

In Chapter 5, we present a study on supply chain vulnerabilities in iOS apps and
answer RQ4: How do dependency management systems in the iOS ecosystem expose
apps to supply chain attacks? We first analyzed Carthage [75], CocoaPods [85], and
SwiftPM [321], three dependency management systems used for iOS development,
to identify potential attack vectors.

Based on this analysis, we identified three concrete threats: (1) dependency hijack-
ing via abandoned URLs, (2) dependency hijacking via abandoned GitHub names-
paces, and (3) dependency confusion attacks. Dependency hijacking attacks enable
attackers to take over existing libraries and inject malicious code. Dependency con-
fusion attacks enable attackers to gain Remote Code Execution (RCE) on developer
machines and build servers if they publish an internal dependency name in a public
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repository and the dependency management system prioritizes the public dependency
over the internal one.

To quantify the number of affected apps, we developed a static analysis that
extracts library metadata from iOS apps. We retrieved this metadata from the cor-
responding Info.plist files, which include bundle identifiers and version numbers,
revealing the library name, version, and the dependency management system used.
We then compared the extracted dependency identifiers against the public CocoaPods
specification repository to identify libraries that were not registered publicly and
therefore were susceptible to dependency confusion attacks.

To study the prevalence of hijacking attacks, we analyzed the ownership and
hosting infrastructure of publicly available CocoaPods libraries. We extracted library
ownership information, including maintainer email addresses, via the CocoaPods API
and identified abandoned email domains that can enable silent account hijacking. In
addition, we extracted all dependency hosting locations referenced by CocoaPod
libraries and analyzed whether the corresponding domains or GitHub namespaces
were abandoned and were available for registration.

Finally, we extended our analysis to additional dependency management systems,
including Cargo, Go modules, npm, pip, and Maven. We compared authentication
models, dependency resolution mechanisms, and integrity guarantees to evaluate how
different system designs affect resilience against supply-chain attacks.

By applying our analysis methodology to 9,212 iOS apps, an updated version
of the app dataset previously collected to study the local network permission, we
identified 2,084 apps (22.62%) that included dependencies not registered in the pub-
lic CocoaPods repository and thus remained potentially susceptible to dependency
confusion attacks. Using apps with responsible disclosure programs, we successfully
demonstrated and reported dependency confusion attacks against libraries from nine
companies.

In addition, we identified 213 CocoaPod libraries whose owners used email ad-
dresses associated with abandoned domains, which affected 97 apps in our dataset.
Furthermore, we found that 80 apps relied on dependencies hosted on abandoned
GitHub namespaces, including popular apps with more than 100 million installations.

Finally, our comparison with Cargo, Go modules, npm, pip, and Maven showed
that these risks are not unique to dependency management systems used for iOS apps.
However, the comparison also highlighted that enforcing two-factor authentication
(2FA), explicitly specifying internal repositories for each dependency, and requiring
the dependency management system to host its own dependency repository could
help mitigate the identified issues.
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2 IoTFlow: Inferring IoT Device Behavior
at Scale through Static Mobile
Companion App Analysis

Abstract

The number of “smart” devices, that is, devices making up the IoT, is steadily
growing. They suffer from vulnerabilities just as other software and hardware.
Automated analysis techniques can detect and address weaknesses before attackers
can misuse them. Applying existing techniques or developing new approaches that
are sufficiently general is challenging though. Contrary to other platforms, the IoT
ecosystem features various software and hardware architectures.

We introduce IoTFlow, a new static analysis approach for IoT devices that lever-
ages their mobile companion apps to address the diversity and scalability challenges.
IoTFlow combines VSA with more general data-flow analysis to automatically
reconstruct and derive how companion apps communicate with IoT devices and
remote cloud-based backends, what data they receive or send, and with whom they
share it. To foster future work and reproducibility, our IoTFlow implementation is
open source.

We analyze 9,889 manually verified companion apps with IoTFlow to understand
and characterize the current state of security and privacy in the IoT ecosystem, which
also demonstrates the utility of IoTFlow. We compare how these IoT apps differ
from 947 popular general-purpose apps in their local network communication, the
protocols they use, and who they communicate with. Moreover, we investigate how
the results of IoTFlow compare to dynamic analysis, with manual and automated
interaction, of 13 IoT devices when paired and used with their companion apps.
Overall, utilizing IoTFlow, we discover various IoT security and privacy issues, such
as abandoned domains, hard-coded credentials, expired certificates, and sensitive
personal information being shared.

Publication The work presented in this Chapter resulted from a collaboration with
Carlotta Tagliaro, Kevin Borgolte, and Martina Lindorfer. It has been published at
ACM Conference on Computer and Communications Security (CCS), 2023 [305]. I
developed the static analysis IoTFlow and evaluated the results. Carlotta Tagliaro
performed the comparison with dynamic analysis, carried out the permission analysis,
and together we extended IoTFlow to IoT related protocols. Kevin Borgolte and
Martina Lindorfer provided feedback and revised the paper.

9



2 IoTFlow: Inferring IoT Device Behavior

2.1 Introduction

The number of Internet of Things (IoT) devices, that is, smart devices, is rising
rapidly: Forecasts expect the number of IoT devices to grow to 25.4 billion in
2030 [168]. These devices collect data about their users and environment to make
smart decisions. For example, to call for help in an emergency, a smartwatch may
collect health indicators. This means that users need to trust them to handle
their data with care. Unfortunately, smart devices have gained notoriety for their
security and privacy issues, leading to the catchphrase “the S in IoT stands for
security.” Notably, employees of Ring had unauthorized access to users’ security
camera footages uploaded to their cloud backend [204]. Similarly, the European
Union (EU) recalled kids’ smartwatches because they exposed sensitive information
and could be easily compromised by attackers [69].

Prior work extensively analyzed open and closed source desktop and mobile appli-
cations (apps) for security and privacy issues, but analyzing smart devices remains
an open challenge. Related work in this domain mainly focused on firmware vul-
nerabilities [93, 77] or on analyzing a handful of selected devices [353, 167, 79, 286,
340, 212]. This does, however, not scale to the wide variety of smart devices with
diverse software and hardware architectures. Intuitively, buying thousands of devices
to analyze them in a lab setting is financially and practically infeasible.

Therefore, to enable the large-scale discovery and analysis of security and privacy
issues in the IoT ecosystem, we propose IoTFlow, a novel static analysis approach
for IoT devices via their mobile companion apps. These apps play an important
role in controlling IoT devices directly and can serve as intermediaries to their
cloud backends. Practically all IoT devices have such apps available for Android
and iOS [285, 77, 235, 240]. They allow users to setup and control their devices
locally, via the local network or Bluetooth, or remotely, via the Internet. For some
devices, their apps are the only gateway to the Internet. Overall, the apps store and
process information collected by the IoT devices and about the remote infrastructure.
Given the nature of data that the devices collect and use, it may also be highly
sensitive. Further, attackers could misuse apps with hard-coded information (e.g.,
endpoints, credentials) to eavesdrop on others’ private information, or distribute
malicious content via misconfigured IoT backends or abandoned domains. Using a
misconfigured backend, they could exploit vulnerabilities to create a new botnet of
hundreds of thousands of devices, even if the devices are not directly reachable on
the Internet.

The basic idea of evaluating the security and privacy of IoT devices indirectly
by studying their companion apps has been explored by prior work. For example,
Wang et al. [345] leveraged it to identify rebranded devices by searching for similar
apps. They find vulnerabilities in other devices because of “private labeling” and
component re-use. Chen et al. [77] and Redini et al. [285] used companion apps to
inform fuzzing IoT devices, while Zuo et al. [371], Sivakumaran et al. [315, 314], and
Zhao et al. [363] leveraged companion apps to identify Bluetooth Low Energy (BLE)
issues. Wang et al. [344] statically analyzed Samsung SmartThings apps, which are
part of the SmartThings smart hub IoT ecosystem.

Existing approaches focus on re-identifying already known issues shared among
multiple devices (previously discovered through traditional techniques), still require
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physical devices (fuzzing), focus on a subset of companion apps (BLE), or analyze
conceptually simple apps that are less widespread than general companion apps [241]
(e.g., Samsung SmartThings apps, which are event flow graphs, rather than full apps;
similar to “If This Then That” [177]).

In this paper, we introduce a new static analysis approach, IoTFlow, that sub-
stantially advances this basic idea. Our new approach enables us to gain new
fundamental knowledge about the companion apps and corresponding smart devices
at scale without actually requiring the physical device. We focus on addressing
two crucial limitations of state-of-the-art techniques: First, we discover new issues
automatically instead of re-identifying existing issues, which would require a priori
knowledge that they exist. Second, we investigate individual devices instead of as-
suming that groups of devices share or re-use components. Specifically, our approach
enables us to infer and gain new insights into the security and privacy of companion
apps and their corresponding smart devices by reconstructing information about the
used network protocols, endpoints, and the data they receive. With our approach,
we can answer the following important but open questions concerning security and
privacy in the IoT ecosystem:

RQ1: How do companion apps and devices communicate?

RQ2: Who are companion apps communicating with?

RQ3: Which data are companion apps sharing (and how)?

Specifically, our approach (1) identifies communication trigger points, (2) uses Value
Set Analysis (VSA) to reconstruct network-related information on where data is
coming from or transferred to, such as the URLs that are being contacted, (3) utilizes
Data-flow Analysis (DFA) to determine what data is being accessed, shared, and with
whom, and (4) assesses the corresponding impact.

We evaluate our approach on 9,889 manually verified companion apps [240, 235,
185] to show that we can analyze IoT devices accurately and at scale. Additionally,
we study the differences in network behavior between the companion apps and 947
popular general-purpose apps that we collected. Finally, we verify the accuracy of
IoTFlow and compare it with dynamic analysis, for which we interacted with 13
IoT devices via their companion apps.
In this paper, we make the following contributions:

• We introduce IoTFlow, a new static program analysis approach utilizing Value
Set Analysis (VSA) and Data-flow Analysis (DFA) to analyze the behavior of IoT
devices based on their companion apps’ interactions with them and their remote
backend.

• We show that IoTFlow can accurately infer the network behavior of companion
apps at scale by analyzing 9,889 IoT apps.

• We analyze how and with whom companion apps communicate, what data they
share locally with devices and remotely, and we highlight their differences to
general apps.
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• Using IoTFlow, we automatically discover rampant security and privacy issues
in the IoT ecosystem, such as abandoned control domains, hard-coded credentials,
expired certificates, or shared PII.

Artifacts. To foster reproducibility and future research, we make our open source
implementation and analysis artifacts available at https://github.com/SecPriv/i
otflow.

2.2 Motivation

Following, we motivate IoTFlow with the need for at-scale IoT device behavior
analysis, the interdependence of companion apps and IoT infrastructure, and the
unique features of companion apps compared to general-purpose apps.

Large-scale IoT Device Behavior Analysis The plethora of security and privacy
issues that supposedly plague smart devices are a well-hypothesized problem in the
security community and often anecdotally confirmed when yet another real-world
issue is found and the press is reporting on it. Unfortunately, we currently lack
techniques to discover such issues and also other vulnerabilities in smart devices au-
tomatically and at scale. State-of-the-art approaches focus on analyzing the devices’
firmware [93], requiring tedious and substantial manual effort to tailor it to each
individual device, possibly even each hardware revision of a device. It also suffers
from the many challenges of analyzing firmware, such as having to deduce and infer
what sensors and actuators exist, model them, and understand how the firmware is
communicating with it. Even if it would be feasible to scale such approaches to the
many devices, it is also challenging to automatically gather thousands of firmware
images, as devices use different processes to retrieve and update their firmware. At
the same time, more and more IoT devices are being manufactured and used. Thus,
it remains an open problem how to analyze the increasing number of diverse devices.

For large open source projects, the average lifetime of vulnerabilities is multi-
ple years [206, 5]. Considering the profit-driven nature of the IoT ecosystem, it
appears likely that security is indeed an afterthought in the IoT ecosystem and
vulnerabilities might remain unpatched similarly long or even longer. Automated
large-scale analysis allows us to promptly identify vulnerabilities and mitigate them.
Moreover, even when automated analysis cannot replace in-depth analysis, it still
helps developers to identify issues and address them. Being able to accurately analyze
how IoT devices truly behave also informs privacy policy and behavior of (privacy-
conscious) consumers. Practical large-scale automated analysis provides the much-
needed foundation and knowledge to better understand IoT devices and improve
their security and privacy.

IoT Control Infrastructure The fundamental idea of smart devices is that they
coordinate and cooperate with other devices, that is, they do not work in isolation.
Typically, the devices communicate with companion apps, smart hubs, or remote
cloud-based backends (see Figure 2.1), the latter of which may distributed over
different regions world-wide [293]. Users interact with the devices almost exclusively
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Figure 2.1: Overview of the IoT ecosystem and its command and control scenarios,
including apps as intermediaries.

via their companion apps. If a device supports Wi-Fi, then the app may communicate
with the device over the local network or the Internet. If a device does not support
Wi-Fi but only uses Bluetooth, then all device-to-cloud communication needs to
pass through the app or a hub. Moreover, due to missing user interfaces, updating
a device’s firmware frequently happens via the app [345]. That is, the apps play a
central role during the setup, operation, and update of the devices. In fact, many
devices cannot be set up without using a device that can run the app. Thus,
apps must contain some information about the devices and their behavior, and they
provide a unique analysis opportunity.

General-purpose Apps vs. Companion Apps Compared to general-purpose apps,
companion apps face different challenges and introduce new threats. Generally,
mobile operating systems restrict access to sensitive data and sensors (e.g., through
Android or iOS permissions). However, this does not apply to data collected through
smart devices. Users also lack visibility and control over the data the devices collect
and share. It is crucial to investigate the threat of collusion between device and app,
especially because it circumvents existing defenses and allows to build more accurate
user profiles by combining PII and data collected by both [287].

Advertisements (ads) and trackers to collect user data for behavioral targeting
appear widely in general-purpose apps [280, 339, 287]. These services are attractive
for developers to monetize their apps [161]. For companion apps, one might assume
that the business model centers around selling the devices. However, related studies
showed that these apps and even devices themselves include ads and tracking [340,
212, 286]. In hindsight, considering the IoT environment and collusion potential,
this makes sense: It is additional income. For example, companion apps can interact
with the local network to discover and manage devices (a permission often required
to set up the device), which is data general-purpose apps have difficulty to collect,
and which is also useful for advertisement or tracking [197]. Prior work on network
behavior and PII leakage of apps mainly considers traffic sent to remote servers. For
IoT devices that use local communication, via Bluetooth or Wi-Fi, app-to-device or
device-to-app communication has additional significance [316]. A smart device only
using Bluetooth can collude with a companion app to “clean” sensitive data: receive
it, encode it in some way, and send it back to the app, which sends it to the tracker.
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Existing ways to identify and block such behavior in general-purpose apps cannot
address the challenges of the IoT environment, like collusion.

2.3 IoTFlow
We introduce IoTFlow, a new static analysis approach for companion apps. We
aim to better understand the behavior of IoT devices without requiring the physical
device.

IoTFlow itself has two main phases (see Figure 2.2): Value Set Analysis (VSA)
and Data-flow Analysis (DFA). With VSA, we identify trigger points, that is, sources
and sinks of interesting (network) activities. This appears trivial at first, but it is
important to realize that (1) we expect a substantial amount of communication, as
smart devices are meant to communicate and coordinate extensively, and (2) we
need to be able to determine the communication endpoint. For example, a user
might expect and accept that the companion app shares their location to turn on
their heating when they are on their way home. But, most users would likely object
if it is sent to an advertisement company. Enumerating all potential sources and
sinks will lead to inaccurate results and render the analysis impractical. Instead,
we need to distinguish where apps send data, to the device or a remote service, to
which services, and utilizing which network protocols. We accurately reconstruct
this information leveraging VSA (Section 2.3.1) and use it to identify precise sources
and sinks for our DFA (Section 2.3.2).

For reconstructed endpoints, which may be third-party services, we then (1) cat-
egorize them based on their purpose, (2) analyze their geographic locations, and
(3) test for abandoned domains. This allow us to evaluate if communication would
be expected and assess their security and privacy impact. For example, a privacy-
conscious user within the EU may not expect that their device sends data to a country
not bound to the GDPR. Similarly, abandoned domains can lead to devices being
taken over by attackers [80, 71, 267].

With DFA, we can then precisely assess which data companion apps share, with
whom they communicate, and how. Specifically, we analyze the data-flow for data
from the identified and categorized trigger points as well as from sensitive data
sources (e.g., GPS location) to relevant sinks.

Motivating Example Considering the examples in Listing 1 and Listing 2, we
(1) need to reconstruct the destination of the MQTT broker (Listing 2, line 15),
and (2) trace the data flow from the Bluetooth source (Listing 1, line 3) to where the
message is published (Listing 2, line 18). An additional challenge is that the data is
passed from Listing 1 line 6 to Listing 2 line 7 via Inter Component Communication
(ICC). Traditional approaches would miss this example. However, we can reconstruct
the keys of the ICC during VSA and then bridge the connection via the reconstructed
keys, enabling us to perform more precise DFA across the ICC boundary.

2.3.1 Value Set Analysis
Value Set Analysis (VSA) is a program analysis technique to reconstruct values at
specific program points. We utilize it to gain insights about the communication of IoT
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Figure 2.2: Overview of IoTFlow. We use VSA to reconstruct endpoints, crypto-
graphic data, and ICC keys for the flow analysis. We use flow analysis to
find data leaks, and connect request/response data with endpoints. With
the ICC information of the VSA, we support data flows involving ICC.

apps and to accurately handle ICC for our DFA. VSA has been used by related work
before [370, 371], however, with the focus on reconstructing API keys or Universally
Unique Identifiers (UUIDs) of BLE to identify vulnerable implementations of the
BLE pairing process. That is, related work reconstructed primarily strings using
manually derived rules, while IoTFlow supports arbitrary objects (as is required to
precisely reconstruct endpoints, like in Listing 2).

Pre-Processing Ê We implemented our IoTFlow prototype in Java and target
Android. We use Soot [338] to parse Dalvik byte code from Android apps. It
translates the byte code into the Jimple Intermediate Representation (IR), which
simplifies our analysis (e.g., by splitting nested instructions). Notably, both Kotlin
and Java Android apps are compiled into Dalvik code, and, in turn, IoTFlow can
readily analyze both types of apps. In preparation for the forward computation
step, we also translate the Dalvik byte code into Java byte code with dex2jar [260]
because Java cannot load classes directly from the Dalvik byte code.
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1 String BLE_DATA = " device " ;
2 @Override
3 void onCharacteristicRead(BluetoothGattCharacteristic bgc, /*...*/ ) {
4 Intent intent = new Intent(DeviceActivity.class)
5 byte[] value = bgc.getValue();
6 intent.putExtra(BLE_DATA, parseData(value));
7 this.startActivity(intent);
8 }

Listing 1: Simplified example code that reads device data via BLE and sends it via
an Intent (ICC). Arrows on the left show VSA, and arrows on the right
show DFA. We reconstruct the ICC key “device,” marked yellow, via VSA

(line 1). The arrows show the data flow from source to the ICC
sink, via purple statements. The flow continues green in Listing 2.

Identification of Sinks Ë IoTFlow starts at interesting sinks tracing backward
their values. We analyze network-related sinks from Android, Java, and 19 manually
selected popular network communication libraries, focusing on IoT application layer
messaging protocols (e.g., MQTT, Constrained Application Protocol (CoAP), Ad-
vanced Message Queuing Protocol (AMQP), and Extensible Messaging and Presence
Protocol (XMPP)) [30, 252]. Additionally, we consider ICC and cryptographic
methods as sinks. We later use the reconstructed ICC information to bridge the
ICC boundary during DFA. As apps might encrypt data before sending it, we also
examine cryptographic methods.

Backward Tracing Ì We then trace back through the program, starting at the
identified sinks to all program points where the app modifies the values we are
interested in. Naturally, this yields an over-approximate trace set. For example,
if we want to reconstruct the parameter passed to MqttManager in Listing 2, then
our reconstruction starts at line 15 (following ). We trace back the value of
config.endpoint to line 14, to line 8, to lines 1–3, until we have traced all variables
on which config depends.

Forward Simulation Í In the next step, we reconstruct the actual value set. Here,
we must reconstruct arbitrary objects passed to the sinks, or we would miss the
value of config in our example. That is, only reconstructing string operations is
insufficient. Instead, we adapt our value reconstruction to handle arbitrary objects
from any classes defined by the app, such as the MqttConfig class. We utilize
reflection and forward simulate the backward trace, using the classes and methods
as the app would do while normally executing it. Using reflection for simulating
execution paths has a further advantage: We can handle code where the app itself
uses reflection, which prior work cannot. However, reflection also introduces new
challenges that we need to address:

(1) Android Methods. Some data might not be available statically, like user input.
Additionally, we cannot simulate Android methods with reflection because only
stub implementations are available and we use placeholders instead (e.g., intents,
shared preferences, and database).
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1 MqttConfig config = new MqttConfig();
2 config.setEndpoint(" example.com " );
3 config.setTopic(" things/Wifi_device " );
4 class DeviceActivity {
5 @Override
6 void onCreate(Bundle bundle) {
7 String data = getIntent().getStringExtra(BLE_DATA);
8 Mqtt mqtt = new Mqtt(config);
9 mqtt.publish(new MqttMessage(data, config.topic));

10 }
11 }
12 class Mqtt {
13 MqttManager mqttManager;
14 Mqtt(MqttConfig config) {
15 this.mqttManager = new MqttManager(config.endpoint);
16 }
17 void publish(MqttMessage m) {
18 this.mqttManager.publishString(m.data, m.topic);
19 }
20 }

Listing 2: Simplified example code of an activity that receives BLE data and
publishes it via MQTT. Arrows on the left show identification and
reconstruction via VSA, marked . Arrows on the right show DFA.
Connecting reconstructions are marked , via blue statements. The data
flow from ICC source to sink, completing the flow from source to ICC sink
of Listing 1, is marked , through green statements. We highlight the
reconstructed ICC key “device” yellow again.

(2) Non-Terminating Methods. Simulating arbitrary methods with reflection
can also lead to non-termination, such as when it waits for an IoT device to con-
nect. We mitigate this issue by terminating it after two seconds. We determined
this threshold empirically as a trade-off between precision and time. In practice,
most instructions finish within a fraction of a second.

(3) Partially Reconstructed Values. Partially reconstructed values can cause us
to miss values. We may simulate a substring operation, but the analysis does
not reconstruct the whole base string because parts depend on dynamic values
that we cannot determine statically. This can then result in an out-of-bounds
exception, which would cause us to miss more values. For example, if a URL
obtained dynamically would contain a 32 character device serial number, but
our placeholder is from_pref, then the analysis may cause an out-of-bounds
exception if it accesses index 9. We mitigate this issue by preempting the calls
that can cause such issues and expand the value on demand. Notably, this is
not limited to string operations, but also extends to accessing arbitrary member
fields of objects. For missing parameters or base objects, we attempt to create
them with their default constructors. For primitive data types (e.g., boolean,
int, or float), we assign default values.

Local vs. Remote Endpoints Î A unique aspect of companion apps is that their
communication can be local, to connect to IoT devices or hubs, or remote, to connect
to remote backends. We need to distinguish these classes to answer what data they
share, how, with whom, and what the security and privacy impact is. Therefore,
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we categorize endpoints as certainly local or possibly remote. That is, we identify
local connections by checking whether a reconstructed endpoint points to a local IP
address, a broadcast address, a multicast address, or the domain originates from user
input (fromUI.local). We consider all other endpoints as remote.

2.3.2 Data-Flow Analysis

In the second phase of IoTFlow, we use DFA to trace data flows from IoT devices
and sensitive Android methods. IoTFlow builds on FlowDroid [56], which is a
data-flow framework for Android. We extended it to address the unique challenges
of the IoT ecosystem. We (1) connect reconstructed endpoint information to data
sent or received, similar to pointer analysis, and (2) trace flows across ICC.

Considering how modern apps work internally, we must pay particular attention to
ICC. It is now the recommended way for app components to communicate with each
other and often used, which is why tracing data flow across it is crucial. Theoretically,
FlowDroid supports ICC via ICCTA [207]. However, ICCTA cannot generate ICC
models for current Android apps [359, 243], which prevents FlowDroid from tracing
flows through ICC. IoTFlow addresses this blind spot by treating ICC as sources
and sinks, and connecting an ICC sink (writing to a key) to the corresponding ICC
sources (reading from the key) by reconstructing the key used in ICC through VSA.

Connecting Reconstructions Ï After reconstructing network endpoint information
with VSA, we must connect them to the points where the app adds data to the request
objects or receives a response, as these might be different from where the endpoint
is set. For example the endpoint might be set during initialization of a connection
object that is later used (repeatedly) to send or receive data. We identify the points
where the app receives data and use the receiving statement as communication trigger
points. Similarly, we need to connect a request’s destination with the request’s data
when the request is executed. We do so using multiple data-flow analysis runs, which
we split by method type for easier parallelization (e.g., MQTT, UDP, or CoAP).
Returning to Listing 2, we previously reconstructed the MQTT broker endpoint via
VSA (line 15). For our DFA in the next step, we now associate the MQTT broker
endpoint (line 15) to the sink publishString (line 18) (marked ).

Direct Data Flows (Source to Sink) Ð We are interested in data flows from sources
that are (1) Bluetooth, (2) responses from the local network, or (3) sensitive Android
methods. We trace them to (1) ICC sinks and (2) remote sinks, that is, data leaks.1
Bluetooth data is interesting as it may contain data from smart devices and local
network communication is likely data from smart devices.

Crucially, we need to treat flows to and from the same method differently depend-
ing on the context and how the app uses the method (e.g., we want to analyze local
network responses but ignore responses from remote endpoints). Thus, we extended
FlowDroid to support context-sensitive flow analysis. We precisely identified the
methods and the context that we need to consider as trigger points with the help of

1Full list of sources and sinks: https://github.com/SecPriv/iotflow/tree/main/config
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our VSA and by Connecting Reconstructions Ï, which we can utilize to understand
potential data leaks.

We focus first on three types of straight-forward immediate flows: (1) Bluetooth
to network, (2) local network to network, and (3) sensitive data to network. Addi-
tionally, we trace sources to ICC sinks, to analyze flows across ICC, giving us three
more flow types: (4) Bluetooth to ICC, (5) local network to ICC, and (6) sensitive
data to ICC. Considering our example Listing 1, here, IoTFlow identifies the flow
(marked ) from the Bluetooth source bcg in line 3 via line 5 to line 6, where the
data value is passed to the intent using the key BLE_DATA (reconstructed via VSA,
marked ).

Indirect Data Flows (Source to ICC to Sink) Ñ Finally, we need to follow up on
the flows we identified that have an ICC sink, to properly bridge the ICC boundary.
We trace the additional flow type (7) ICC source to network sink, and then precisely
connect the new flows with previously identified flows of types (4)–(6). This allows
us to discover and analyze data leaks involving ICC. For our examples Listing 1 and
Listing 2, based on Direct Data Flows Ð, we identified a flow from Bluetooth to ICC
using the key BLE_DATA. In Listing 2, using our indirect flow analysis, we now identify
the flow (marked ) from the ICC source getStringExtra() in line 7 to line 9 to
line 17 to line 18, where the app sends the Bluetooth data to the MQTT broker.
Last, we connect the new ICC to network flow to the previously identified Bluetooth
to ICC flow leveraging the VSA reconstructed ICC keys, giving us the indirect data
flow that crosses the ICC boundary from Bluetooth to ICC to network.

2.4 Insights into the IoT Ecosystem

We evaluate IoTFlow on 10,836 apps on an Ubuntu 20.04.6 machine with 48
physical CPU cores (96 cores with hyper-threading, 2x Intel(R) Xeon(R) Gold 6342
CPU) and 1,024 GiB RAM. We limit the memory for the analysis of each app to 150
GiB (-Xmx150g).

2.4.1 Dataset

Verified Companion Apps We analyze IoTFlow on 9,889 unique IoT compan-
ion apps that were verified manually by prior work as part of three individual
datasets [240, 235, 185]. We refer to our consolidated dataset as IoT-VER. It
contains 455 apps collected by Neupane et al. [240] for studying if apps follow best
practices, 5,100 apps that Jin et al. [185] used for the training, validation, and testing
of IoTSpotter, and 6,208 apps that Nan et al. [235] collected and manually verified for
IoTProfiler. Three quarters of the IoTProfiler apps are from the Google Play Store
(74.6%), the remaining apps are from third-party stores. We did not augment these
datasets with additional apps to not fragment the IoT companion app dataset space,
which we deem important for reproducibility. Unfortunately, the public IoTSpotter
dataset is incomplete and it misses 128 apps. Neupane et al.’s dataset misses two
apps for which only the package name is available. We excluded these apps from our
dataset.
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All three datasets have 118 apps in common. IoTSpotter and IoTProfiler share
1,430 apps. The dataset of Neupane et al. shares 57 apps with IoTSpotter and 21
apps with IoTProfiler. If multiple datasets contain the same app, we only analyze
the most recent version, that is, the app with the highest version code, since it is
monotonically increasing [21]. Our consolidated dataset IoT-VER contains 9,889
apps, unique by their package names.

Popular General-purpose Apps We also downloaded 1,000 popular apps and games
from the top selling free category of the Google Play Store in January 2022, which
we use to illustrate the differences between IoT companion apps and other apps. We
manually removed companion apps from the dataset and refer to the remaining 947
apps as GP-2022. To do so, two researchers independently classified each app based
on its metadata in the Google Play Store. If they disagreed, they studied it in-depth
until they reached an agreement.

2.4.2 Performance

We first discuss the performance of IoTFlow on our datasets (see Table 2.1). In
addition to the total run time, we investigate the required time separately for VSA
and DFA. On average, general apps take almost five times as long to analyze as com-
panion apps (125m31s vs. 26m23s). This difference is even more pronounced when
considering the median (129m36s vs. 6m51s): The processing time for companion
apps is almost 20x faster than for general apps. Reasons may be the larger code base
of general-purpose apps or that they tend to have more sources and sinks that we
need to consider. Overall, we consider a median analysis time of less than 7 minutes
and an average analysis time of approximately 26 minutes practical.

VSA Performance We allow up to 600 backward traces for each identified statement
to prevent long-running analyses. Increasing the number of backward traces typically
leads to more combinations of the same data, like request parameters. Each backward
trace has up to 300 steps. We determined these thresholds empirically, observing
a reasonable trade-off between resources and precision. Additionally, we configure
timeouts for backward tracing (15 minutes) and forward computation (20 minutes).
Our analysis only triggered the backward timeout when analyzing 11 (0.1%, all from
GP-2022) apps and the forward timeout for 304 (2.81%; 155, 1.57% IoT-VER and
149, 15.73% GP-2022) apps, which we consider reasonable. Higher thresholds could
lead to more flows being found.

Data-Flow Performance For DFA, we increased the timeout suggestions by the
FlowDroid authors [61] by 50%. We set the FlowDroid callback collection timeout
to 7m30s and the timeout for flow analysis to 15m. Our analysis triggered the
callback timeout for 2,432 apps (22.44%) and the flow analysis timeout for 3,004
apps (27.72%). Separating the two datasets, 1,847 companion apps (18.68%) and 585
general-purpose apps (61.77%) triggered the callback timeout, while 2,484 companion
apps (25.12%) and 520 general-purpose apps (54.91%) triggered the flow analysis
timeout.
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Table 2.1: Dataset and Performance Overview. We show for the VSA, Flow Analysis,
and the total time (VSA+Flow Analysis), the average time (Avg.),
median time (Med.), and standard deviation (Std.) per app in minutes
[minutes:seconds].

VSA Flow Analysis Total
Dataset # Apps Med. Avg. Std. Med. Avg. Std. Med. Avg. Std.
IoT-VER 9,889 1:52 5:40 9:46 3:59 21:19 31:29 6:51 26:23 37:20
GP-2022 947 75:53 70:44 36:40 55:57 54:47 40:29 129:36 125:31 65:56

2.4.3 How Companion Apps Communicate

To answer RQ1: How do companion apps and devices communicate?, we identify
device-to-app communication and the involved network protocols, and we study
certificate pinning.

Direct Device Communication

First, we analyze the reconstructed values for indicators of direct communication
with the devices, such as local IP addresses, broadcast, and multicast addresses, user-
configurable addresses (i.e., endpoints from user input; marked as fromUI.local), and
Bluetooth permissions. The latter indicates that the devices themselves might not
have Wi-Fi capabilities, but that they use the companion app as a gateway to access
the Internet. Some devices may also spawn their own Wi-Fi network that the phone
needs to join for pairing. Within the network, the device has a fixed address known
by the companion app. The apps can also use broadcasts to discover devices in local
networks, for example apps use Universal Plug and Play (UPnP) to find devices that
support screen mirroring. A fourth method is asking the user directly. Table 2.2
summarizes our findings.

IoT-Verified 6,355 (64.26%) apps declare at least one Bluetooth permission. We
find a local IP address in 1,483 (14.99%) apps, a broadcast or multicast addresses
in 452 (4.57%) apps, and addresses from user input in 123 (1.24%) apps. Among
broadcast and multicast addresses, we found the broadcast address 255.255.255.255
(2.44%) most often, followed by the multicast DNS (mDNS) 224.0.0.251 (1.28%),
and UPnP’s 239.255.255.250 (0.75%). Besides the IPv4 addresses, we found three
(0.03%) IPv6 multicast addresses.

General-purpose Apps We observe a significant lower number for all four direct
device communication indicators for general-purpose apps in GP-2022. We find
local IP addresses in only 2.21% of apps, compared to 14.99% in IoT-VER. Similarly,
broadcast and multicast addresses drop from 4.57% in IoT-VER to 0.42% in GP-
2022. Only one (0.11%) address depends on user input in GP-2022, compared
to 123 (1.24%) addresses in IoT-VER. The number of apps requesting Bluetooth
permissions also decreased from 64.26% in IoT-VER to 19.01% in GP-2022. These
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Table 2.2: Number of Apps using Direct Device Communication. Indicators are hard-
coded local network IP addresses (grouped if found in 30 or more apps),
user-configurable addresses (fromUI.local), broadcast and multicast, or
Bluetooth.

Address IoT-VER GP-2022

10.*.*.* 716 (7.24%) 12 (1.27%)
10.0.0.172 516 (5.22%) 1 (0.11%)
10.0.0.200 438 (4.43%)
10.10.2.2 48 (0.49%) 7 (0.74%)
other 242 (2.45%) 12 (1.27%)

172.16-31.* 103 (1.04%) 4 (0.42%)
172.17.0.1 49 (0.50%) 1 (0.11%)
other 56 (0.57%) 3 (0.32%)

192.168.*.* 746 (7.54%) 4 (0.42%)
192.168.0.1 115 (1.16%)
192.168.1.1 180 (1.82%) 2 (0.21%)
192.168.1.3 36 (0.36%)
192.168.4.1 77 (0.78%)
other 518 (5.24%) 2 (0.21%)

fe80 3 (0.03%)
Multicast and Broadcast 452 (4.57%) 4 (0.42%)

224.0.0.251 127 (1.28%) 1 (0.11%)
239.255.255.250 74 (0.75%)
255.255.255.255 241 (2.44%) 4 (0.42%)
IPv4 other 93 (0.94%)
IPv6 other 3 (0.03%)

fromUI.local 123 (1.24%) 1 (0.11%)
Bluetooth 6,355 (64.26%) 180 (19.01%)

findings strengthen our assumption that our direct device communication indicators
are indeed meaningful.

Takeaways We identified four strategies apps use to communicate locally with
smart devices, and we show by comparing them to general-purpose apps that they
are indeed specific to companion apps. Identifying this kind of communication helps
security and privacy analyses (see Section 2.4.5). Prompting the user for the device
location and using multicast can be dangerous and prone to misconfigurations. Users
might make devices unwittingly accessible over the Internet [72]. A Shodan [310]
query for open port 554 returns 78,858 results of exposed cameras, suggesting that
misconfigured devices accessible remotely are a common issue. Attackers can also
sniff broadcast packages or mimic the legitimate device to act as a Monkey-in-the-
Middle (MITM) [116]. Finally, we note that any information about local network
devices is sensitive and can be abused for advertising and tracking purposes [197].
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We recommend to use device discovery and avoid requiring user configurable
addresses, to reduce the risk of accidental misconfigurations [99]. Apps should also
respect users’ privacy and not send local network information to remote servers. In
fact, they should prefer local communication over cloud communication whenever
possible, as remote requests can reveal usage patterns to others.

URL Protocol Schemes

We identify network protocols based on the values we reconstructed through VSA.
First, we analyze the URL schemes of the endpoints that apps communicate. Second,
as we reconstruct endpoint information for libraries for AMQP, MQTT and XMPP
communication, we can draw conclusions about them, even if they do not use specific
schemes. Table 2.3 summarizes our results. The row IoT-related summarizes the
schemes and protocols that are tailored to IoT devices. We group IPP, IPPs,
RMTP, and VNC as IoT-other as we found them only in one or two apps, and
we group protocols from IANA’s list of URI schemes [179] that are less interesting
for our use case (e.g., service, about, info) as Other. Overall, for IoT-VER, we
reconstructed schemes in 7,113 unique apps for remote endpoints and in 871 apps
for local communication.

HTTP(S) We find that apps still widely use plain HTTP. Our numbers represent
an upper bound as we do not know how many actual connections occur over HTTP
since we base our results on statically reconstructed endpoints. In practice, HTTP
might be upgraded by default, but even if used as a fallback, HTTP can lead to
security and privacy issues through protocol downgrade attacks.

Our results show that a high proportion of HTTP traffic, compared to HTTPS traf-
fic, is for local communication. This is not surprising: Local communication might
appear safe, and deploying TLS properly for IoT devices remains challenging [261].
Nevertheless, even if communication is local, TLS protects against eavesdroppers,
which is important as devices use broadcast media like Wi-Fi.

MQTT Endpoints Smart devices have unique usage scenarios and requirements,
such as device-to-device communication and energy efficiency. Traditional commu-
nication protocols do not satisfy these requirements. New protocols can fit these
demands, but they can also threaten security and privacy, especially if they were
designed without considering an adversarial environment or if developers make wrong
assumptions about them. One protocol used often by IoT devices is the Message
Queuing Telemetry Transport (MQTT) protocol. In practice, it often lacks au-
thentication and authorization, allowing attackers to access user data or take over
devices [184, 357].

MQTT is the most widespread IoT-specific communication protocol for IoT-VER.
We reconstructed 147 MQTT endpoints in 176 apps, of which nine represent local
IP addresses. We verify that the remaining 138 remote endpoints are indeed valid by
opening a connection to them. To not raise any ethics concerns, we only open and
immediately close the connection, and we do not perform any action (e.g., subscribing
to a topic). We use the Python Paho library [105] for our test and base our results
on the return code: If the connection is successfully established (return code 0) or an
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Table 2.3: Number of Apps with Reconstructed URL Protocol Schemes. Percentages
are relative to the numbers of total apps with at least one scheme. For
IoT-VER, we identified schemes for 871 local endpoints and 7,113 remote
endpoints. For GP-2022, we identified schemes for 14 local endpoints
and 898 remote endpoints. Protocols marked with a star (*) are based on
IoTFlow identifying the corresponding libraries.

Local Possibly Remote
Protocol IoT-VER GP-2022 IoT-VER GP-2022
Android 29 (0.41%) 184 (20.49%)
File 4 (0.46%) 2,180 (30.65%) 578 (64.37%)
FTP 1 (0.11%) 8 (0.11%)
HTTP 788 (90.47%) 13 (92.86%) 4,901 (68.90%) 639 (71.16%)
HTTPS 81 (9.30%) 2 (14.29%) 5,445 (76.55%) 885 (98.55%)
IoT-related 49 (5.63%) 315 (4.43%) 1 (0.11%)

AMQP* 6 (0.08%)
Cast 4 (0.06%)
CoAP* 2 (0.23%) 9 (0.13%)
CoAPs* 2 (0.03%)
MQTT* 27 (3.10%) 158 (2.22%) 1 (0.11%)
Palm 58 (0.82%)
RTSP 1 (0.11%) 15 (0.21%)
RTSPs 2 (0.03%)
TV 9 (0.13%)
URN 8 (0.92%) 18 (0.25%)
XMPP* 11 (1.26%) 29 (0.41%) 1 (0.11%)
IoT-other 4 (0.06%)

JAR 65 (0.91%) 1 (0.11%)
SMB 4 (0.46%) 62 (0.87%) 2 (0.22%)
WS 14 (1.61%) 7 (50.00%) 130 (1.83%) 10 (1.11%)
WSS 2 (0.23%) 138 (1.94%) 14 (1.56%)
Other 7 (0.80%) 1,604 (22.55%) 830 (92.43%)

error related to connection parameters is returned (return codes 1 to 5), we consider
the endpoint as reachable and valid.

We connected successfully (return code 0) to 74 MQTT endpoints (53.62%). To
further investigate the remaining 64 endpoints, we probed for other ports typically
used for MQTT (1883 and 8883) with nmap [211]. Seven endpoints were closed and
37 were filtered, meaning our connection attempts were prevented at the network
level. One reason may be geographical restrictions. The remaining 20 endpoints
were unresponsive to ICMP echo requests and we consider them unreachable.

MQTT Credentials IoTFlow can also reconstruct authentication credentials. Hard-
coding credentials into the app can lead to attacks on the integrity and confidentiality
of data by allowing an attacker to connect and publish or subscribe to topics (e.g.,
modifying a parameter of a physical actuator). We reconstructed 30 unique user-
names and 34 unique passwords in IoT companion apps.
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MQTT Topics and Payloads Our analysis can reconstruct the topics (i.e., topics
for which the phone or IoT device should receive messages) and message payload
formats (i.e., the format of messages shared between phone, IoT device, and the
cloud). We found 726 topic names and 330 payload formats. While we may miss
dynamic values from communication with the device, the information we gain is
valuable to understand the behavior of IoT apps and devices.

Other IoT Protocols We also identified other IoT protocols in IoT-VER apps,
namely XMPP, AMQP, and CoAP. Among the 36 XMPP endpoints we identified,
we could connect to five, the port was filtered for six, and the remaining 25 endpoints
were unresponsive to ICMP echo requests. For the six identified AMQP endpoints,
we could connect to two, we received an authentication error for one, and the AMQP-
specific port was closed or filtered for the remaining endpoints. For the two CoAP
endpoints, one was a local IP address, but we successfully reconstructed 55 unique
URL paths used to specify the location of resources on the server.

General-purpose Apps For GP-2022, we reconstructed local addresses only in
combination with HTTP, HTTPS, and WS (WebSocket). Like for companion apps,
only a minority uses HTTPS locally (14.29%). However, unlike IoT apps, nearly all
apps (98.55%) use it for remote communication. Unsurprisingly, general apps do not
use IoT protocols. Only a card game app uses MQTT and XMPP.

Takeaways We found widespread adoption of HTTP across IoT-VER apps de-
spite its insecurity. For GP-2022 apps, the situation improves as almost all apps
communicate over HTTPS. However, in both datasets, most local communication
does not adopt TLS to secure the connection. We also identified how IoT-specific
protocols (MQTT, AMQP, XMPP, CoAP) are being used and we reconstructed
crucial information, like credentials and topics.

Generally, apps should not use hard-coded credentials but generate them indi-
vidually during initialization, use limited and narrow authorization scopes, follow
best practices (e.g., encrypting Android shared preferences [22]), and encrypt all
communication (e.g., via TLS, but preferably end-to-end).

Pinning and Certificates

An additional aspect of how companion apps secure their communication is certificate
pinning. It is a contentious topic: While OWASP [342] suggests it when the app
wants to verify the host’s identity, Google [17] advises not to adopt it because of
issues deriving from certificate changes. However, determining whether it is good or
bad is out of scope of our work.

We use the approach by Pradeep et al. [269] to identify pinning and the correspond-
ing certificates by analyzing the Network Security Configuration (NSC) specified in
the Android Manifest and the certificates included in the app. Table 2.4 summarizes
our results.

IoT-Verified More companion apps include certificates (12.21%) than use pinning
(3.89%). On average, each app includes 3.21 certificates. More than half of the

25



2 IoTFlow: Inferring IoT Device Behavior

Table 2.4: Certificates and Pinning. The first rows show the number of apps in which
we found pinning, certificates, and apps containing expired or self-signed
certificates. The remaining rows show the corresponding certificates. The
number of expired certificates at the time of download is a lower-bound
for IoT-VER because it is not always known.

IoT-VER GP-2022

Apps Pinning 385 (3.89%) 111 (11.72%)
Certificates 1,207 (12.21%) 119 (12.57%)
Expired (at download) 474 (4.79%) 49 (5.17%)
Expired (May 2023) 822 (8.31%) 59 (6.23%)
Self-Signed 1,042 (10.54%) 91 (9.61%)

Certificates Total Number 31,285 1,837
Expired (at download) 3,976 (12.71%) 268 (14.59%)
Expired (May 2023) 9,129 (29.18%) 321 (17.47%)
Self-Signed 18,018 (57.59%) 684 (37.23%)

Avg per App (Std) 3.21 (20.97) 1.94 (14.59)

certificates in IoT-VER were self-signed, possibly to communicate with IoT devices.
We also investigate if certificates were expired when the apps were downloaded. If
the download date is unknown, we infer it based on the app versions. Our numbers
are lower bounds for the apps from IoTProfiler and Neupane et al. because we
assume apps were downloaded on the first day of the year when they could have
been downloaded. We treat certificates as expired if their expiration date is before
2018 for IoTProfiler and before 2021 for apps by Neupane et al. Apps might be
downloaded later, but this does not threaten validity as our numbers are a lower
bound. For IoTSpotter apps, the download date is available as they were downloaded
via AndroZoo [7]. Overall, 12.71% certificates were expired when the apps were
downloaded (in 4.79% apps). In May 2023, 822 (8.31%) apps contain 9,129 (29.18%)
expired certificates. Intuitively, expired certificates point to poor security practices
and can even prevent communication.

General-purpose Apps Compared to IoT-VER, more apps adopt pinning (11.72%
vs. 3.89%), but the same proportion of apps include certificates (12.57% vs. 12.21%).
On average, however, they include less certificates (1.94 vs. 3.21). One reason may
be the lower number of self-signed certificates. While more than half of all (57.59%)
certificates are self-signed for companion apps, only slightly more than one third
(37.23%) of certificates are self-signed for general-purpose apps. At the download
date, 14.59% certificates were already expired. IoT-VER’s older download date
could be a reason for the increase in expired certificates in May 2023 (29.18% vs.
17.47%).
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Takeaways Comparing included, expired, and self-signed certificates, we can con-
clude that more certificates do not lead to better security. Companion apps include
substantially more certificates than general-purpose apps, and proportionally signif-
icantly more of them are expired or self-signed. Interestingly, fewer companion apps
adopt the controversial practice of certificate pinning.

Generally, developers should renew certificates well before expiration, as users may
not install updates immediately. Further care is needed for self-signed certificates
as apps must add code to explicitly trust them, or Android will prevent the com-
munication that attempts to use them. Worse, doing so incorrectly, like instructing
TrustManager to trust every certificate, enables MITM attacks [17].

2.4.4 With Whom IoT Apps Communicate

After analyzing how apps communicate, we investigate RQ2: Who are companion
apps communicating with? We categorize the reconstructed fully-qualified domain
names (FQDNs) and effective top-level domains+1 (eTLD+1) to spot potentially
problematic endpoints, like trackers, investigate where data is sent geographically,
and analyze if endpoints are vulnerable to domain takeovers.

Advertisers and Trackers

We classify the FQDNs to learn who receives data from the app and, via the app,
from the devices. We use the domain lists by Ren et al. [287], which they compiled
from various ad-blocking lists. Additionally, we use the Exodus tracker list [113].
Table 2.5 summarizes our results.

IoT-Verified Overall, 2,959 (29.92%) apps include 487 unique advertisement FQDNs
and 1,647 (16.65%) apps use 114 analytic-related FQDNs. Although they belong
to different categories, both domains behave similarly by collecting user informa-
tion. We also reconstructed 410 FQDNs pointing to Content Distribution Networks
(CDNs) in 1,165 (11.78%) apps. Additionally, we identified 84 social network FQDNs
shared across 1,046 (10.58%) apps, with the respective standard deviation indicating
that if apps use one, they often use more. The remaining 7,248 FQDNs in 4,917
(49.72%) apps do not fall in our categories and we label them Other.

General-purpose Apps The average number of advertisement and tracker FQDNs
per general-purpose app is 6.33, eight times higher than per companion app (0.76).
Additionally, they occur in almost all apps (89.55%), while they only occur in less
than one third (29.92%) of companion apps. The situation for analytics FQDNs is
similar (71.70% vs. 16.65%). Most analytics and crash reporting FQDNs are shared
between the two datasets, while FQDNs from other categories are mainly limited to
one dataset.

Takeaways The large number of 7,248 Other FQDNs in companion apps combined
with the low number of 271 FQDNs shared with general-purpose apps (3.25% of
all IoT FQDNs) suggests that many are IoT-specific. Prior work observed a low
coverage of existing filter lists for IoT domains [322, 212], highlighting the need for
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Table 2.6: Geographic Location of Network Endpoints. The numbers show the
amount of endpoints from each location and the ratio to the overall number
of endpoints.

US CN EU Asia UK RU Other

IoT-
VER

17,283
(46.09%)

10,221
(27.25%)

5,380
(14.35%)

3,166
(8.44%)

438
(1.17%)

113
(0.30%)

901
(2.40%)

GP-
2022

10,606
(79.69%)

181
(1.36%)

1,786
(13.42%)

207
(1.56%)

47
(0.35%)

299
(2.25%)

183
(1.38%)

more scrutiny by future work into who receives data by these apps. Prior work showed
that users value IoT security and privacy [108] and are willing to pay a premium for
devices that respect their security and privacy [109]. Indeed, not using ad services or
trackers could be a unique and convincing differentiating value proposition for IoT
devices, especially because users already pay for the device.

Geographic Location

Next, we determined the location of the reconstructed FQDNs to study where data is
sent and which countries receive IoT data. We first resolved the FQDNs to determine
the location of the IPv4 addresses against the allocated blocks [110]. We resolved
them from Vienna, Austria, which is in a jurisdiction that has implemented the EU’s
General Data Protection Regulation (GDPR) [111]. Notably, due to geographic
split horizon DNS (GeoDNS), the resolved IP addresses may differ for other vantage
points. Table 2.6 shows aggregated geographic regions. We perform our analysis at
the FQDN level because the FQDN endpoint receives the data. This granularity is
also important because FQDN and eTLD+1 locations can differ. For example, xi
aomi.com is hosted in China, but ru.register.xmpush.xiaomi.com is hosted in
Russia.

We can make multiple observations comparing endpoint locations between com-
panion apps and general-purpose apps. First, substantially fewer endpoints for com-
panion apps are in the US (46.09%) than they are for general-purpose apps (79.69%).
The difference (33.6 percentage points) stems almost exclusively from more Chinese
endpoints (27.25% to 1.36%, 25.89 pp), with the remainder (7.71 pp) being nearly
covered by other Asian countries for IoT-VER (8.44% compared to 1.56%, 6.88 pp).
Other regions remain mainly stable.

Takeaways The scattered geographic location of endpoints might raise privacy con-
cerns. Countries have implemented various data protection regulations with stricter
or more relaxed requirements. For example, the EU’s GDPR [111] is considered the
world’s strongest privacy law. If a European user downloads an app that contacts
endpoints outside the EU, their data is subject to GDPR, but the app may transfer
it to foreign countries and process it there. This clearly raises privacy concerns and
may even be illegal. Moreover, even if no sensitive data is sent directly, metadata
can suffice to infer usage patterns, which can be sensitive (e.g., for smart locks).
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Abandoned Domains

Domains that could be re-registered but are still used pose severe security and privacy
risks for users as attackers could take them over. A similar argument applies to
domains that are registered, but for which DNS information is stale and where the
corresponding IP address could be taken over [71]. We focus on expired domains as
they provide longer-term capabilities to attackers. We extract the eTLD+1 from the
reconstructed FQDNs to identify abandoned domains. We then resolve the eTLD+1
to test whether they are in use. For domains we cannot resolve, we use WHOIS to
check if it is registered or free.

IoT-Verified We identified 136 potentially abandoned domains in companion apps.
After manually investigating and removing artifacts, we verified that 67 domains from
73 apps are indeed available for registration. They are in apps for watches, TVs, cars,
health equipment, security and baby cameras, lights, and locks. An attacker could
take over these devices by registering the domains.

We also investigated if the 73 apps can still be downloaded from the Google Play
Store. Unavailable apps remain critical, but differently so. They can still impact
users as the devices might not have been replaced and they might still connect to
those domains. We found that 27 apps (37.0%) are available. Remarkably, one app
has over one million downloads, a second app has over 500,000, and three others
have more than 100,000. For ten apps, based on the reconstruction information, it
is likely the domains receive IoT data. They use IoT information in URLs, such
as ipcDeviceIdList as a request parameter, or petinfoDatas/addpet as a path.
Eight apps use abandoned domains to download files, which may be executed or
could be device updates. Sixteen domains are API endpoints and also likely receive
sensitive data. We responsibly disclosed our findings to developers and the Google
Play Store.

Takeaways Pariwono et al. [262] investigated abandoned domains for general apps,
but the dangers can be more serious for IoT devices. Attackers could not only take
over the apps and receive PII, but they might also be able to control hundreds of
thousands of devices, enabling large-scale distributed denial-of-service attacks and
allowing them to create botnets. Our analysis shows (1) that abandoned domains
are a real danger in the IoT ecosystem, (2) that they affect a varied range of devices,
and (3) what data they receive.

Developers should actively monitor the domains that their apps may contact,
including those of third-party libraries. Additionally, old or deprecated domains that
may still be contacted should remain registered, as users may depend on outdated
app versions, and made inoperable instead of allowing others to register it.

2.4.5 What Data Companion Apps Share

To answer RQ3: Which data are companion apps sharing (and how)?, we first report
what data apps can access, based on the requested permissions, to understand what
data they could share. We then analyze the data flows we extracted to identify leaked
data and whether encryption is used to protect data.
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Permissions

We extract permissions and protectionLevel with Androguard [98]. We focus on
permissions with a protectionLevel of dangerous (permissions protecting sensitive
resources) and privileged (permissions that third-party apps should not adopt).

On average, GP-2022 apps request more permissions than companion apps (17.54,
SD 14.10 vs. 14.26, SD 10.23). For IoT-VER, 8,769 (88.67%) apps request at least
one dangerous permission. WRITE_EXTERNAL_STORAGE occurs most often (7,209 IoT
apps, 72.9% and 559 general-purpose apps, 59.03%). The second and third most
frequent permissions are ACCESS_COARSE_LOCATION (5,735 IoT apps, 57.99%) and
ACCESS_FINE_LOCATION (5,529 IoT apps, 55.91%) as in most cases IoT devices also
rely on location to perform their functions (e.g., smart watches recording physical
activity).

Additionally, 2,604 (26.33%) IoT apps request one or more privileged permissions,
while only 73 (7.71%) GP-2022 apps do. Even if system permissions are requested,
they will only be granted if the phone is rooted or if the app has a special entitlement
(e.g., the phone vendor may grant such an entitlement to their own apps, and they
might also produce IoT devices). They can also occur for backward compatibility
reasons or be remnants from development that were never removed (e.g., the second
most common privileged permission is READ_LOGS, which appears in 998 IoT apps).

Finally, 5,660 (57.24%) IoT apps use “non-standard” permissions. The permission
occurring the most belongs to Google Cloud Messaging (GCM) (3,656 apps, 36.97%)
and is used when receiving a broadcast from GCM. We also find permissions of
specific brands, for example, Huawei (60 permissions occur 1,207 times in 424 apps)
or Sony (31 permissions 787 times in 424 apps).

Takeaways General-purpose apps request more permissions than companion apps
on average. However, IoT apps use more privileged and dangerous permissions, with
two of the most requested dangerous permissions being for the user’s geographic
location.

We recommend to regularly review if permissions are still current, to request the
least necessary set of permissions, and to only temporarily acquire them when needed.
With new Android updates, permissions might also change, for example, scanning
for Bluetooth devices required location permissions only up to Android 12 [20, 163].

Data Flows

To learn more about what data is sent, we analyze the flows we discovered via
DFA. Table 2.7 summarize our findings. We distinguish between three flow types
based on the destination: Bluetooth, local network, or a sensitive Android API. We
determine where the data is sent by connecting the VSA results with the individual
flows. Unfortunately, we may not have precise information for all flows for two
reasons: (1) VSA might not reconstruct an endpoint precisely, for example, because
it depends on dynamic values, (2) we could not connect reconstruction and flow.

We identified data flows from Bluetooth and local network sources only for IoT
apps, which is not surprising, as we have shown that such communications are com-
panion app specific (see Section 2.4.3). Overall, we found 579 flows from Bluetooth
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Table 2.7: Flow Analysis. We separated the flows by their categories. The ICC
columns represent the flows involving any ICC, and the endpoint columns
(Endp.) the flows with additional endpoint information. The ratio
concerns the number of flows from the category. The app columns show
the number of apps with the respective flows and the relation to the apps
in the dataset.

Bluetooth Local Network Android

Dataset ICC Endp. Flows Apps ICC Endp. Flows Apps ICC Endp. Flows Apps

IoT-VER 497
(85.84%)

50
(8.64%)

579 90
(0.91%)

4
(5.33%)

49
(65.33%)

75 53
(0.54%)

2,340
(34.89%)

1,952
(29.11%)

6,706 1,682 (17.01%)

GP-2022 420
(30.75%)

619
(45.31%)

1,366 318 (33.58%)

sources in 90 apps. Remarkably, 497 (85.84%) of these flows involve ICC, which
highlights the need for DFA that is ICC aware, like our approach. We precisely
identified endpoint information (i.e., where the data is sent to) for 50 (8.64%) flows.
For local network sources, we discovered 75 flows, of which four (5.33%) involve
ICC. IoTFlow reconstructed precise endpoint information for 49 (65.33%) of them.
Finally, we identified 6,706 flows from sensitive Android API in 1,682 (17.01%) IoT
apps, and 1,366 such flows in 318 (33.58%) GP-2022 apps.

Case Study: Smart Grill Our analysis finds a flow in a companion app for smart
grills. The app reads data from the device via BLE, parses it, process it via an intent,
and later sends it to an Amazon AWS endpoint via MQTT. We successfully connected
to the endpoint without requiring credentials (anonymously) (see Section 2.4.3). This
means that we could potentially receive data from others (for ethical reasons, we did
not explore this further).

Case Study: Smart Camera In a smart camera companion app, we found a flow
from getDeviceId to a remote endpoint. The app uses the IMEI together with a
username and password for authentication. Worth mentioning is also that the app
hashes the password using MD5, which is insecure and cryptographically broken.
Afterward, the app encrypts the username and password with 3DES, which is also
insecure and cryptographically broken. IoTFlow’s VSA reconstructed the key, even
though the app developers put one byte of the key into a different class file, potentially
trying to obfuscate it and avoid regex-based key recovery.

Sharing the IMEI is problematic because users can only change the IMEI by
physically replacing the device as it is a non-resettable hardware identifier. Google
strongly discourages developers from using any hardware identifiers, including the
IMEI [19], and it is also prohibited by Android’s user data policy [151]. With Android
10 (API level 29, released in 2019), Google added additional restrictions to access
the IMEI [25, 19], but around 14.4% of users are still using older versions, allowing
apps to access these identifiers [67].

Geographic Location We also analyze the geographic location of data flows with
endpoint information. For IoT-VER, we find 917 (15.04%) flows sending data to
Chinese and 604 (9.90%) to US endpoints. The share of flows with US endpoints
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increases for general-purpose apps (75, 27.88%), while the share for Chinese drops
(12, 4.46%), aligned with their distribution (see Section 2.4.4). Positively, as we
conducted our experiments from the EU, most destinations are within the EU: 73.80%
for IoT-VER and 67.66% for GP. Unfortunately, it also means that more than 25%
of destinations are outside the EU, potentially violating GDPR. The situation is
worse for Bluetooth-based sources than it is for local network flows. For Bluetooth,
27 endpoints (45.76%) are US endpoints, and for local network flows, 37 endpoints
(52.86%) are Chinese endpoints. Our artifact provides more details.2

Takeaways With the help of IoTFlow’s combination of VSA and DFA, we iden-
tified real-world security and privacy issues in the IoT ecosystem and we discussed
what data companion apps leak and where they send it, which we illustrated with
two examples.

Following best practices and for privacy reasons, developers should minimize data
they collect and use, and only send data if it is truly necessary. Generally, we
recommend to process as much data as possible locally, and to encrypt any data
leaving the devices.

Encryption Analysis

Finally, we analyze the encryption algorithms apps use and we investigate the recon-
structed data passed to cryptographic methods. We reconstructed the algorithms
in 812 (85.74%) GP-2022 apps and in 4,069 (41.15%) IoT-VER apps. Table 2.8
summarizes our results. AES is the most widely used encryption algorithm for IoT
apps (92.97%) and GP-2022 apps (99.38%). Algorithms that are considered insecure
or cryptographically broken are much more prominent in IoT apps (1,461 apps,
35.80%) using encryption than they are in GP-2022 apps (135, 16.63%).

We also evaluate reconstructed encryption keys. Unfortunately, removing false
positive artifacts is extremely challenging because it is difficult to determine whether
a key is truly used as is. For example, a 16-byte array with all 0 values could be
an insecure key, or it may not have been initialized. Therefore our numbers are an
upper bound. Overall, we reconstructed hard-coded keys in 2,321 (57.04%) IoT apps
and 408 (50.24%) general-purpose apps.

Takeaways The main differences between IoT apps and GP-2022 apps are in what
encryption they use and how they use them. Using hard-coded keys and broken
encryption algorithms gives a false sense of security and does not provide security or
privacy. Unfortunately, both issues are worse for companion apps.

Beyond using strong encryption algorithms, we also recommend to initialize en-
cryption keys on demand and to store them securely, for example, with the help of
Android KeyStore [18].

2https://github.com/SecPriv/iotflow/tree/main/scripts/evaluation/dfa
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Table 2.8: Encryption Algorithms. The number of apps that use the respective
encryption algorithm and its relation to the number of apps with encryp-
tion algorithms (4,069 IoT-VER, and 812 in GP-2022). Recommended
algorithms are marked . Algorithms considered insecure or broken are
marked .
Algorithm IoT-VER GP-2022

 AES 3,794 (92.97%) 807 (99.38%)
 ChaCha 4 (0.10%) 3 (0.37%)
 Diffie-Hellman 14 (0.34%) 44 (5.42%)
 RSA 16 (0.39%)

Serpent 136 (3.33%) 31 (3.82%)

 Blowfish 79 (1.94%) 10 (1.23%)
 DES 1,366 (33.47%) 120 (14.78%)
 3DES 351 (8.60%) 66 (8.13%)
 GOST 5 (0.62%)
 RC4 288 (7.06%) 21 (2.59%)

2.5 IoTFlow vs. Dynamic Analysis

Our static analysis approach has some limitations, especially because we do not re-
quire access to the device. It is crucial to understand what and how much information
we can truly reconstruct from companion apps without the device. We verify the
accuracy and completeness of the reconstructed values by analyzing and comparing
the results we obtained through IoTFlow with our in-depth manual analysis when
interacting with apps and devices. To this end, we recorded traffic when using 13
different devices and their companion apps in our lab environment (see Table 2.9).

Our test environment uses a machine running Ubuntu 20.04 with frida-tools [279]
and mitmproxy [92], and a rooted Google Pixel 4 running frida-server [279] on
Android 12. The machine hosts a Wi-Fi network to which the phone and the devices
connect, providing Internet connectivity through an Ethernet connection. We bypass
certificate pinning via Frida’s built-in scripting. We test companion apps with two
strategies: First, automatic inputs, we test apps with the Application Exerciser
Monkey (AME) [26] for 10 minutes or until they crash, whichever occurs first. We do
not expect to trigger complex behavior of IoT devices (e.g., because it would require
us to set up the device), but AME remains a common testing technique [78] and we
include it for completeness. Second, manual inputs, we manually interact with each
app for 30 minutes and trigger all functionalities, including pairing and interacting
with IoT devices, changing their settings, etc. Indeed, we observed significantly less
traffic with AME than with manual interaction, demonstrating the scalability issues
of dynamic analysis.

From the observed traffic, we extract requests’ domain names, which correspond
to who receive data, and resource paths, which correspond to functionality (e.g.,
API endpoints). We match them based on exact string equivalence exactly between
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Table 2.9: Tested Devices. The IoT devices that we tested dynamically together with
their device type and package name.

Device Type Package Name

Bose QC35 Headphones com.bose.monet
Divoom Timebox Alarm Clock com.divoom.Divoom
Fitbit Inspire 1 Smart Watch com.fitbit.FitbitMobile
Blaupunkt Smart Watch cn.xiaofengkj.fitpro
HHCC FlowerCare Plant Sensor com.huahuacaocao.flowercare
Hama WiFi Light Bulb com.hama.smart
Philips Hue Light Bulb com.signify.hue.blue
Ikea DIRIGERA Smart Hub com.ikea.tradfri.lighting
Anti-Lost Smart Tracker com.lenzetech.kindelf
LIFX A60 Light Bulb com.lifx.lifx
Nut Find3 Smart Tracker com.nut.blehunter
Soundcore Life Q35 Headphones com.oceanwing.soundcore
Wiz Colour Light Bulb com.tao.wiz

IoTFlow and dynamic analysis. Considering the configuration of our dynamic
environment, we also manually match domains and paths by (a) identifying over-
approximate placeholders, such as the device product code, serial number, etc. and
matching them to concrete dynamic information, (b) generalizing the dynamic system
configuration, like language and locale, (c) grouping repeated dynamic data (as they
also do not provide new information in the dynamic analysis setting, but provide a
false sense of accuracy), and (d) resolving network-level redirects (e.g., DNS-based or
IP anycast). We remove analysis artifacts that are clearly not related: (a) domains
and resources that were requested from outside of the IoT app, such as by the Android
operating system (e.g., background update checks), (b) domains and resources that
were requested by Android WebView components unrelated to device behavior (e.g.,
opening a vendor’s online shop website), and (c) invalid domain names. We retain
all data that cannot be clearly attributed to dynamic analysis artifacts, making our
results a lower-bound. Last, as we focus on IoT-related behavior, we manually label
data as related if it relates to IoT device behavior, security, privacy, or data exchange.
Our artifact provides further details on the identified domains and paths, and their
matching.3

IoTFlow extracted 214 domains from the 13 companion apps, with a minimum
of 3 domains, an average of 16.46 domains, and a maximum of 42 domains per app.
With dynamic analysis, we observed 218 domains, with a minimum of 1 domain,
an average of 16.77 domains, and a maximum of 48 domains per app. Between
static analysis and dynamic analysis, 36 domains match exactly and we matched 7
additional domains manually.

We categorize all domains using our previous approach (see Section 2.4.4). Ta-
ble 2.5 summarizes our results and our artifact provides further details.3 Notably, we

3https://github.com/SecPriv/iotflow/tree/main/dynamic_analysis
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find substantially more advertisement domains via dynamic analysis than through
IoTFlow. This is expected because of how modern ads are targeted and auctioned,
requiring dynamic information. IoTFlow only recovers the entry point for ads,
but this is actually sufficient to determine that they are used. It also highlights
an important issue: Considering all domains gives a false sense of accuracy toward
dynamic analysis, many of which may not provide new insight. For example, while
it confirms our findings of extensive tracking in IoT apps, the IKEA companion app
contacts 48 domains in total, but it also contacted 20 advertising domains and four
social network domains.

Focusing on certainly IoT domains, IoTFlow and dynamic analysis share 21
domains across all apps (min 0, avg 1.62, max 5), IoTFlow identified 33 domains
that dynamic analysis missed (0/2.54/10), and dynamic analysis found 19 unique
domains (0/1.46/4). That is, IoTFlow performs better than or equal to dynamic
analysis for 9/13 devices and worse for only 4/13 devices (Fitbit smart watch, Hama
light bulb, Soundcore headphones, and Wiz light bulb). For 2/4 of these apps, Fitbit
and Wiz, IoTFlow correctly identifies the effective TLD of all domains we observed
dynamically, that is, the operator, but it missed some subdomains. For Hama, it
misses four IoT endpoints that we saw dynamically, likely because the device is a
rebranded IoT device. For Soundcore, it misses one dynamically generated domain
pointing to the device’s most recent firmware.

Beyond domains, we also compare requests’ paths. It allows us to assess which
approach is more promising to comprehensively understand IoT device behavior,
meaning if one discovers more IoT-related functionality or if they identify distinct
(overlapping) sets of behavior. Both approaches identified the same 50 IoT-related
paths over all 13 apps (min 0, avg 3.85, max 17). We statically identified an additional
231 IoT-related paths (min 0, avg 17.77, max 45) and 496 general paths (min 2, avg
38.15, max 77). Dynamic analysis found 110 unique IoT-related paths (min 0, avg
8.46, max 32) and 337 general paths (min 1, avg 25.92, max 54). For three apps
(Fitbit, Hue, and Wiz), our static analysis performs worse. Fitbit and Wiz use
annotations to construct paths, which we cannot analyze, a limitation we share with
state of the art (see Section 2.6). For Hue, our approach extracts 2 IoT-related path,
while we observe 3 paths dynamically. IoTFlow performs better or equal for 10/13
apps, with a factor of at least 1.14x (Divoom, 41 vs. 36) and up to 31x (Flowercare,
31 vs. 1). For the IKEA app, dynamic analysis did not find any IoT-related paths,
while IoTFlow found 45 paths.

Overall, IoTFlow performs better than dynamic analysis and extracts more IoT-
related behavior statically from companion apps than dynamic analysis (54 domains
and 281 paths vs. 40 domains and 160 paths) for most apps (9/13), it performs
comparable for one app, and it performs slightly worse for the remaining apps (3/13).

IoTFlow Findings Taking an in-depth look into IoTFlow’s security and privacy
findings for the 13 apps, we find that:

• 8/13 apps send information via unencrypted HTTP to third parties, which an
attacker could eavesdrop on or modify (e.g., if they are on the network path or
the same wireless network). If unencrypted data is used to configure or update
the device, then taking over control could be possible [246]. The NUT Find3
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item tracker retrieves notifications over unencrypted HTTP, which can allow an
attacker to modify a user’s notification (e.g., to show that a lost item was found
and where or that it has moved away).

• 5/13 apps use hard-coded symmetric encryption keys (e.g., for AES), which allows
attackers to eavesdrop on their communication and can allow them to impersonate
the remote end (e.g., to push configurations or updates by extracting the keys from
the companion app) [245, 247].

• 2/13 apps send the hardware identifiers (IMEI) to countries outside of the EU,
that is, outside of the GDPR region (one might send it to Russia and one to China
to a remote endpoint that indicates tracking), using an API that is deprecated
(see Section 2.4.5).

• 5/13 apps, while less critical, use country-level location information and send this
to remote endpoints.

• No apps use hard-coded authentication credentials, but this does not imply that
they are secure because they might not use any authentication at all.

2.6 Limitations and Future Work
IoTFlow has limitations inherent to static analyses. Additionally, we utilize the
existing frameworks Soot and FlowDroid, and we inherit their limitations. For
example, our resilience to obfuscation is limited, which can affect signature-based
identification of sources and sinks. We find that they are only a minor share for
companion apps (2.66% obfuscated). However, they are more prevalent for general-
purpose apps (10.81% obfuscated) based on an APKiD [120] analysis of our datasets.
Obfuscation is also an orthogonal problem, and new deobfuscation techniques can
readily be adopted. Similarly, we focus our analysis on the Dalvik bytecode of
apps, that is, we do not support native code. We currently do not consider code
annotations, which the retrofit library uses to specify request paths and network
methods. Both techniques are infrequently used, and not tackling them is a limitation
we share with prior work, as existing frameworks struggle to support them, and the
required engineering effort to support them is substantial.

Our DFA supports ICC, but our VSA does not. We plan to extend ICC support
to VSA in future work. Only 2.01% of reconstructed values contain ICC data, which
does not invalidate our results. Currently, we limit ICC tracking to the same app,
but theoretically, ICC can cross app boundaries or come from websites via deep links,
providing further avenues for collusion.

For our analysis, we limit the number of backward steps and set a timeout, which
trades between precision and resources but could lead to missing values and flows.
We empirically determined our thresholds and other limits could yield more precise
results.

Motivated by our results on certificate pinning and abandoned domains, we aim
to study how companion apps evolve over time. Naturally, identifying network
endpoints, protocols, and APIs is only the first step toward truly understanding
the security and privacy of device-to-cloud communication in the IoT ecosystem.
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2.7 Related Work

Following, we compare IoTFlow to related work in IoT security, IoT companion
app analysis, and general-purpose app analysis.

IoT Security Prior work in IoT security largely focused on identifying attacks on
a small set of devices. Wood et al. [353] investigated how medical IoT devices
communicate and transmit data, and they found them leaking information, like the
measurement frequency, despite using encryption. Chu et al. [79] discovered kids’
devices sending PII over unencrypted connections. Other work [121, 242, 76, 59, 344]
focused on Samsung’s SmartThings apps. SmartThings is a smart hub ecosystem
unifying the control of compatible devices and allows event flow graphs, which
are conceptually simple [241]. In contrast, IoTFlow analyzes arbitrary Android
apps, which are more widespread and significantly more complex. Correspondingly,
their techniques do not readily transfer to the entire IoT ecosystem. Related work
also investigated the ecosystem via crowd-sourced network traffic collection [173] or
telemetry data [198] of real-world user devices, which raises ethical and anonymiza-
tion challenges.

IoT Companion App Analysis Different work investigated IoT companion apps in
combination with physical devices [77, 216, 286, 285] to find security and privacy
issues. For example, Zhou et al. [365] studied the interactions between IoT devices,
cloud, and apps using state machines and found issues that can lead to device
hijacking. However, they require the IoT devices, which prevents scalability. We
overcome this limitation with our new static analysis approach design. Wang et
al. [345] analyzed companion apps without the corresponding device. Instead of
analyzing and determining how and with whom the apps communicate, as we do, they
focused on identifying re-branding and propagation of known vulnerabilities. That is,
they require prior domain knowledge about other devices and existing vulnerabilities.
Similarly, Jin et al. [185] aimed to identify companion apps at scale, and then to
identify known vulnerabilities in the apps, such as outdated library versions. Nan et
al. [235] analyzed IoT apps with machine learning to detect code that handles IoT-
related data, and then assessed whether the behavior was communicated to the user.
Naturally, their statistical machine learning approach fundamentally differs from our
static program analysis approach. Other work [371, 315, 314, 363] aims to find BLE
issues in mobile apps. IoTFlow is more general as we investigate communication
beyond BLE, thus obtaining a better understanding of a greater part of the IoT
ecosystem.

General-purpose App Analysis Understanding general-purpose mobile apps has
seen significant work. Some approaches use dynamic analysis to run apps in con-
trolled environments to observe their (network) behavior and endpoints [280, 268,
208, 89, 287]. As we observed, the provided inputs impact the analysis, which is
an ongoing research challenge [78, 165]. Moreover, to adopt these approaches, one
would need the actual IoT devices, making large-scale analysis infeasible. Several
approaches extract information about apps through static analysis techniques, like
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VSA or flow analysis, such as network endpoints, API keys, protocol commands, etc.
Gadient et al. [128] extract URLs and JSON schemas to study HTTP(S) usage, pri-
vate APIs, and code injection vulnerabilities. Extractocol [191] reconstructs HTTP
requests based on data flow analysis for automated protocol analysis, but does not
scale. Stringoid [278] simulates string concatenations, but cannot reconstruct URLs
built in other ways, such as okhttp3.HttpUrl.Builder. Leakscope [370] reconstructs
API keys in mobile apps. Zuo et al. [371] reconstructed BLE UUIDs to identify
vulnerable implementations of its pairing process. Wen et al. [351] reconstructed
Controller Area Network (CAN) bus commands.

2.8 Conclusion
We introduced IoTFlow, a new technique for the large-scale security and privacy
analysis of IoT devices through their companion apps. With Value Set Analysis
(VSA), we extract network endpoints and protocols, which enables us to characterize
IoT device behavior for local app-to-device communication and remote communi-
cation with cloud backends without requiring the physical IoT device. By cleverly
combining VSA with Data-flow Analysis (DFA), we trace data flows from IoT devices
and sensitive Android methods to understand better what data companion apps
share and how. Leveraging IoTFlow, we analyzed 9,889 companion apps and 947
general-purpose apps. We identified striking differences between the two types of
apps and discovered various security and privacy problems in the IoT ecosystem,
such as abandoned domains, hard-coded credentials, expired certificates, or use of
broken encryption algorithms. Our approach shows clear promise for identifying
security and privacy issues of IoT devices at scale and it could be used to generate
privacy labels or verify claimed behavior automatically.
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3 Analyzing the iOS Local Network
Permission from a Technical and User
Perspective

Abstract

In the past, malicious apps attacked routers or identified locations through local
network communication. To mitigate security and privacy risks from local network
access, Apple introduced a new permission with iOS 14. To be effective, the per-
mission needs to protect against technical threats, and users must be able to make
an informed permission decision. The latter is presumably hindered by the intrinsic
technicality of the concept of the local network.

In this paper, we perform the first comprehensive analysis of the local network
permission by studying four key aspects. We investigate the security of its imple-
mentation by systematically accessing the local network. We explore local network
accesses via a large-scale dynamic analysis of 10,862 iOS and Android apps. We
analyze the concepts that constitute the permission prompts, as this is all the
information users get before making a decision. Based on the identified concepts,
we conduct an online survey (N = 150) to comprehend users’ understanding of the
permission, their threat awareness, and common misconceptions.

Our work reveals two methods to bypass the permission from webviews, and that
the protected local network addresses are insufficient. We show how and when apps
access the local network, and how the situation differs between iOS and Android.
Finally, we present the light and shadow of users’ understanding of the permission.
While nearly every participant is aware of at least one threat (83.11%), misconcep-
tions are even more common (84.46%).

Publication The work presented in this Chapter resulted from a collaboration with
Alexander Ponticello, Magdalena Steinböck, Katharina Krombholz, and Martina
Lindorfer. The paper has been published at the IEEE Symposium on Security and
Privacy (S&P), 2025 [297]. I developed the app for testing the permission, conducted
the dynamic analysis, and implemented and performed the data evaluation of the
test app, the large-scale analysis, and the user study. Alexander Ponticello designed
and evaluated the rationale analysis. Magdalena Steinböck and I supported him in
coding the rationales. Alexander Ponticello also designed and conducted the user
study. Katharina Krombholz and Martina Lindorfer provided feedback and helped
revise the paper.
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3.1 Introduction

With the release of iOS 14 in 2020, Apple introduced a new permission to guard
access to the local network [32]. Usually, devices connected to a local network
cannot be directly accessed from the Internet. However, if apps can access a local
network, they can communicate with these devices, opening new attack vectors.
Furthermore, collecting information of a person’s local network can enable tracking
and user profiling [135, 283]. After the permission became widely used, a discussion
arose among users as to why certain apps requested such access. Popular apps like
AliExpress and Instagram were suspected of scanning the network and collecting
data to track users [94, 215].

Prior research already identified threats induced by local network access. Reardon
et al. [283] uncovered Android apps that obtained the MAC address of WiFi routers
through local network communication to bypass the location permission. Girish et
al. [135] demonstrated that household fingerprinting and user tracking are possible
via local multicasts. Furthermore, a malicious Android app was found reconfiguring
the DNS settings of routers to forward traffic to malicious domains [190]. Finally,
Kuchhal and Li [197] explored local network access of websites with desktop browsers
and observed legitimate use cases such as fraud and bot detection, but warned of the
potential misuse of this technique for tracking and profiling.

Prior research has not yet investigated the situation when a permission protects
local network access nor the iOS permission itself. Noteworthy, this permission is
distinct from others: (1) It affects not only the device running the app but also its
surroundings, i.e., all devices connected to the network. (2) Android, as of version 15
(released in 2024), does not have a corresponding permission that restricts accessing
the local network. (3) Compared to other permissions, like location or contact
access, it is presumably less obvious to users what the local network comprises and
why information about it is sensitive. (4) Developers cannot directly request the
permission from the app’s code. Instead, the Operating System (OS) detects access
and prompts the user to grant the permission [44].

The implementation of the local network permissions is also yet to be studied.
Users raised concerns that YouTube was bypassing the local network permission [334].
In this case, the access was caused by Apple’s AirPlay functionality, which does not
require permission. However, unauthorized access might be possible. Further, it
is unclear how prevalent local network access is and if apps behave differently on
Android, where no such permission exists.

To fill these gaps, we address this topic with an interdisciplinary approach by
looking at both the technical and user perspective. We contribute a comprehensive
assessment of the security and privacy of this functionality, how apps access the
local network, how they prompt users for it, and the users’ understanding of the
permission. It is vital to study both perspectives. The technical aspects give us
insights into potential misuse of the permission and how widespread local network
access is in apps. The user perspective helps us understand whether the permission
dialog enables users to make informed decisions. Furthermore, it shows threat
awareness related to local network access. Both technical and user aspects need
to be effective, as none can achieve sufficient protection without the other. If the
permission is not implemented securely, there is a false sense of security and privacy.
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Figure 3.1: Overview of analysis to answer our research questions. (RQ1) We study
in Section 3.3 if the local network permission is implemented securely.
(RQ2) In Section 3.4, we show how prevalent local network access
is. (RQ3) Section 3.5 presents our content analysis of the permission
rationales. (RQ4) To investigate the users’ perspective, we performed a
user study as described in Section 3.6.

Likewise, if users are not able to make an informed decision, malicious apps could
trick users into granting the permission. Thus, as shown in the overview in Figure 3.1,
we investigate the technical and user perspective in four consecutive analysis steps.

First, we investigate whether the implementation of the permission is secure or
if it is possible to bypass it. We systematically access the local network to find
potential gaps in its enforcement to answer RQ1: Is the local network permission
implemented securely? Next, we inspect how widespread local network access is in
apps and study how the situation differs between iOS and Android by performing
a large-scale analysis of apps available on both platforms. We dynamically analyze
10,862 apps present on both platforms to answer RQ2: How prevalent is local network
access in apps? We further investigate the information of the permission prompts,
where developers can provide a rationale explaining why access is requested. We
extract these messages and analyze their contents to answer RQ3: Which concepts
constitute the permission prompts? Finally, we perform an online user study with 150
participants to shed light on the users’ understanding of the local network permission
and their awareness of threats in this context to ultimately answer RQ4: What is
the user’s understanding of these concepts?
In summary, we make the following contributions:

• We demonstrate two methods to bypass the permission and show that the pro-
tected local IP address range of the permission is insufficient.

• We analyze 10,862 cross-platform apps, out of which 152 iOS and 117 Android
apps access the local network, and show differences between both platforms.

• We identify reoccurring concepts in permission prompts and present insights into
the developer-specified purposes.

• We show that nearly every participant (83.11%) is aware of at least one threat
but also that misconceptions are widespread, as 84.46% hold at least one.

Artifacts. For reproducibility and to enable future work, we publish our code
to study the permission, analyze apps, extract and label permission messages, and
evaluate the results at: https://github.com/SecPriv/local_network.
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3 Analyzing the iOS Local Network Permission

3.2 Background and Motivation

In this section, we give an overview of what we consider as a local network, provide
threats posed by apps that can access the local network, and discuss the permission
on iOS protecting the local network access.

3.2.1 Local Network

We consider the WiFi network to which a mobile phone is connected to as the local
network. This is not restricted to users’ home network but can also be, e.g., a
company network or the WiFi of a café.
Accessible Devices. Connected devices, like the phone itself, have an IP address
assigned within the subnet mask of the network. However, depending on the network
setup, devices with local IP addresses outside of the subnet mask may also be
reachable. Hence, threats that affect devices within the subnet mask also apply
to locally reachable devices outside the subnet mask. Therefore, we consider them
as part of the local network.
Virtual Private Networks (VPNs). In Section 3.3, we also consider VPNs
connected to the phone as similar to a local network. Technically, VPNs are not a
local network, but the security and privacy threats we consider also apply to devices
within VPNs. Devices within local networks and VPNs are typically not reachable
from the Internet. However, they are still accessible from other devices within the
network. For VPNs, threats can even have worse consequences, as companies use
VPNs for internal services.

3.2.2 Threat Model

Security. Devices connected to a local network are usually not directly accessible
from the Internet as a firewall protects them. However, they are still accessible on
the local network. Thus, malicious apps running on a user’s phone can try to attack
other devices on the local network [316, 190]. This is in particular a concern in
smart homes, as IoT devices are often configured with default passwords and rarely
updated, a fact heavily exploited by IoT malware [4, 9].
Location. Local network access also brings threats to the user’s privacy. Apps can
use the router’s MAC address to look up location information in online databases [233,
291]. In the past, apps used that to bypass the location permission [283, 282]. If
an app observes the devices in the user’s local network, it can infer location changes
and behavior patterns since local networks differ in terms of used IP addresses and
connected devices.
Advertisements. Knowledge about connected devices can be relevant for ads
agencies. They could decide which ads to show based on the devices on the local
network. In online discussions, users raised concerns that AliExpress might use local
network information for this purpose [94]. Also, users might not want to share which
devices they own with every app, e.g., health-related devices with insurance apps.
We have seen that websites use information about users’ devices to show different
prices, e.g., charging Apple users more, so-called personal pricing [134]. With local
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network access, other devices connected to the local network might also influence the
prices, making it harder to bypass. Cross-device and cross-user tracking is another
privacy threat, as local network information gathered on different devices connected
to the same network can be used to link users [135]. Device names of connected
devices can be sensitive as well, e.g., if users use their real name [195].
Misconceptions. In a congress hearing, the TikTok CEO was asked if TikTok
accesses other devices on the WiFi network. Online users argued that the questioner
did not understand how WiFi networks work as the app needs it to access the
Internet. This shows that there is a lack of understanding of the local network with
its security and privacy implications [166, 312]. If this misconception is widespread,
malicious apps could exploit it to trick users into granting permission. For example,
apps could tell their users that they require local network access to download large
files via WiFi, and if they do not grant it, it could lead to additional costs when
downloaded via cellular Internet.

3.2.3 Permission Overview

Terminology. Android restricts apps from accessing specific data or perform-
ing actions through permissions. There exist two major types of permissions: (1)
Install-time permissions, granted by the system upon app installation if apps declare
them [14], and (2) runtime permissions, also called dangerous permissions, which
require user confirmation [14].

There are similar concepts on iOS. Apps can declare entitlements to gain additional
capabilities, which iOS grants upon installation [35]. However, if apps access so-
called protected resources, they require user consent [47]. For handling the consent
request and keeping track of the user decisions, the Transparency, Consent, and
Control (TCC) framework is responsible [159, 57]. In the following, we use the term
permissions for actions that require user consent. Otherwise, we state it explicitly.
Local Network Permission on iOS. According to Apple, all outgoing traffic
to a local network, multicast, and broadcast addresses requires the local network
permission [43]. Technically, iOS does the permission check at the lowest system
level, and thus, it should include all network APIs. Apple mentions that they plan
to extend the permission to incoming multicast and broadcast traffic [43], but have
not yet implemented it as of iOS 18 (released in 2024).

An exception to the permission are Bonjour services provided by the OS for AirPlay
and printing. Bonjour is a zero-configuration protocol that allows the discovery of
devices and services on the local network. Apple argues that those methods do not
reveal any network details to the apps; Thus, they do not require the permission [43].
AirPlay is integrated into different parts of iOS to offer functionalities to stream
audio or video to other devices on the local network, e.g., the iOS media player
and webviews send such requests when playing a video [38]. However, this does not
trigger the permission, as the local network information is not provided to the app.

Compared to other iOS permissions, the process to request the local network access
permission differs, which could influence the user’s understanding. App developers
cannot request permission directly. Instead, the OS asks the user to grant permission
if an app tries to access the local network for the first time [48]. All further attempts
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to access the local network do not trigger the permission prompt. Users can only
change their decision in the settings or have to reinstall the app [42].

To help users understand why apps require the local network permission, app
developers can add descriptions to the permission request. If developers do not
provide a so-called permission rationale (also named permission purpose string), iOS
shows the default message “This app will be able to discover and connect to devices
on the networks you use.” along a description always provided by the system “[App
name] would like to find and connect to devices on your local network.”
Lack of Permission on Android. Android, as of version 15 (released in 2024),
does not have a comparable local network access permission. While the CHANGE_-
WIFI_MULTICAST_STATE [13] permission exists that allows apps to receive multicast
messages, Android ranked its protection level as "normal"; thus, it is an install-time
permission and does not require user confirmation [14]. Moreover, apps can still send
messages to the local network without holding this permission, as it only restricts
apps from receiving multicast messages [16].

3.3 Permission Implementation

First, we test when iOS enforces the local network permission to gain further in-
sights into its implementation and answer RQ1: Is the local network permission
implemented securely? To do so, we systematically try to access different addresses
through various methods.

3.3.1 Methodology

To gain insights when iOS enforces the local network permission, we developed a
test app. The app tries to contact different broadcast, local network, and multicast
addresses. Additionally, we varied the methods to access the network to see if the
permission is enforced for all network APIs [43].

We installed the test app on an iPhone 8 running iOS 16 (released in 2022)
jailbroken with palera1n [259]. We used tcpdump [329] on the phone to capture
its traffic. Moreover, we connected the phone to a VPN to test the protection of
the VPN address space for which the same security threats apply. To ensure the
jailbreak did not influence our findings and that they still exist in later versions,
we retested them manually on an iPhone SE 2020 that was not jailbroken running
iOS 17.3 (released in 2024).

We tried to cover as many methods to perform local network requests as possible.
Therefore, we consulted Apple’s developer documentation [41]. In total, we identified
16 different methods that allowed us to perform ICMP, TCP, UDP, and QUIC
requests. In addition to the explicitly mentioned protocols in the Frequently Asked
Questions (FAQ) [43] (TCP and UDP), we included ICMP to test a different Internet
layer and QUIC for another transport layer protocol. For each method, we attempted
to contact different addresses: local addresses within and outside the connected WiFi
network mask, IPv4 and IPv6 multicast addresses, IPv4 broadcast addresses, and
local IPv6 addresses. In Section 3.10.1, we provide an overview of tested addresses,
and in Table 3.1 the methods we used.
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Table 3.1: Results of tested methods.  indicates that the app sent the request
without the permission, thus bypassing it. − indicates that Apple intended
that the functionality did not require permission even if it accessed the
local network.  indicates that iOS correctly enforced the permission. No
symbol means that sending such a request was impossible. Local means
the local address was within the connected WiFi’s subnet, and local outside
outside of it.

Protocol Methods Local Local Multi- Broad-
outside cast cast

ICMP SimplePing [50]  

QUIC NWConnection    

TCP

NSURLConnection  
NWConnection  
SendTo  
SFSafariViewController 
UIWebview  
URLSession  
WKWebView  

UDP

AirPlay −
AirPrint −
NetServiceBrowser 
NSBonjourServices 
NWConnection    
SendTo    
ServiceBrowser 

We included local IPv6 addresses in our tests despite the address space of 2128. On
the one hand, scanning the whole address space by contacting each address is not
practical. On the other hand, if an app learns the addresses of connected devices, they
are well suited for user tracking, as different networks likely use different combinations
of addresses. IPv6 could be especially suited for tracking if hosts generate their
addresses using stateless autoconfiguration based on MAC addresses [332]. On local
IPv6 networks, multicasts and neighbor discovery exist to find devices. However, we
could not test sending neighbor discovery messages, as iOS restricts app access to
raw sockets [46].

To identify the tested method in the traffic dump, we performed a GET request
to a remote server under our control, containing a test ID in the URL path before
and after each test case. We executed our test app twice, once granting permission
to ensure the app sends the request and once denying it to observe if it is enforced.

3.3.2 Results

Based on our systematic tests to trigger the local network permission, we not only
found two methods that bypass it (Section 3.3.2), but also that the protected address
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space is insufficient (Section 3.3.2), as well as a lack of rationales (Section 3.3.2).
Table 3.1 summarizes our results.

Permission Bypass

We discovered that iOS does not correctly enforce the local network permission
for two methods that allow including web content in apps (so-called webviews).
Compared to Android webviews, for which security and privacy aspects have been
well studied [66, 65], iOS offers different types of webview components with different
levels of embedding within the host app.
SFSafariViewController. The SFSafariViewController [49] is part of the SafariS-
ervices framework and is similar to a Safari window within the app. Apple advises
using it to visit external websites [33]. The opened website cannot directly send data
back to the app or execute code from the app. However, the website loaded within
those components could scan the local network, retrieve privacy-sensitive data by
communicating with connected devices or attack connected devices [164, 1]. Thus,
the same threat model also applies to websites and their running code [197].
WKWebView. WebViews allow embedding web content directly into an app and
can interact with the app [33]. In iOS 8 (released in 2014), Apple added the
WKWebView [53], to replace the older UIWebView [52]. The UIWebView has been
deprecated since iOS 12 (released in 2016). We found that iOS correctly enforces
the permission for the deprecated UIWebView, in contrast to the recommended
WKWebView. With WKWebViews, apps can load their own JavaScript code from
the app and send the retrieved information back to the app. For example, they could
try to load web content from devices connected to the local network; in the case of the
Philips Hue bridge, this reveals its device type, and, if the path /description.xml is
also accessed, its model and serial number. The behavior directly contradicts Apple’s
developer FAQ, which states that the permission is required for all outgoing traffic,
including WKWebView [43].
Case Study: Browsers. Since Apple required third-party web browsers to build
upon WebKit [268], they also used WKWebView to render web content. Thus,
they can bypass the permission. With Google Chrome [152], Opera [253], Microsoft
Edge [222], and Brave [73], it is possible to observe the WKWebView permission
bypass. To load the web content in the webview, they send a GET request to
/favicon.ico to show an icon in the header bar if a user visits a webpage within
the local network. iOS loads the page before the user allows it, since the web content
loaded with the WKWebView bypasses the permission. The icon request is done
outside the WKWebView and triggers the permission dialogue. Other browsers like
Safari [39] and Firefox [232] bypass the permission too. However, as they do not
perform a request outside the webview, they do not trigger the permission dialogue.

Insufficient Protection

The permission is also insufficient for complex networks and VPNs. We observed
that apps can send messages to local addresses outside the connected WiFi’s subnet
mask without the permission.
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Figure 3.2: Vulnerable local network example. The router of the local network, with
the address 192.168.1.1, forwards packets to the 192.168.0.1/24 network.
The iPhone with the address 192.168.1.10 is also connected to a VPN.
We colored the network protected by the permission green (dashed) and
the addresses not protected red (dotted).

Figure 3.2 shows an example of a vulnerable network: The iPhone running the app
connects to the WiFi network 192.168.1.1/24. The router providing access to the
iPhone is also part of a different local network, 192.168.0.1/24, and forwards traffic
from 192.168.1.1/24. Since the permission only protects the 192.168.1.1/24
address space, apps can access devices on 192.168.0.1/24, for which the same
threats apply. Additionally, if the iPhone connects to a VPN, the address space
of the VPN is also not protected by the permission. Even if a VPN is technically not
a local network, the same security and privacy threat apply: Devices not reachable
from the Internet become accessible.

In general, the permission protects access to addresses within the subnet mask of
the connected WiFi. That means the protected addresses might not be enough in a
complex network setup. In Section 3.4.3, we show that 23 iOS apps tried to access
local IP addresses outside the connected network, highlighting the relevance of this
finding.

Local Network Rationales

According to Apple’s developer documentation, apps must provide a rationale string
(also called usage description) to explain why they want to access a protected re-
source, and if they do not have it, iOS blocks the app’s access [47]. We did not observe
this behavior regarding the local network, even if it is a protected resource [37]. Apps
can acquire local network permission without a rationale. In the documentation
of the local network rationales, Apple weakens the requirement by writing that
rationales should be included when an app accesses the local network. That might be
due to the difference in how to acquire the permission [37]. Other permissions restrict
apps from calling sensitive methods. In contrast, for the local network permission,
there is no sensitive method per se, but the OS detects if an app tries to contact the
local network.
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Bonjour methods are the most similar local network related methods to other
permission-protected methods. We tested these with our test app, as they rely on
multicast messages. Apps need to specify Bonjour services in the Info.plist with
the key NSBonjourServices to use those methods [45]. Bonjour service strings can
be seen as the name of the service to discover. Surprisingly, iOS also does not enforce
a local network rationale string for them.

Responsilbe Disclosure

After our disclosure, Apple ensured us that they are working on fixing the bypass
via web components and the insufficient protection in complex networks (reported
in June 2022), but we have not been updated about a solution (October 2024). For
VPNs (reported in April 2024), Apple did not share our point of view and categorized
it as expected behavior in August 2024.

Takeaways
To answer RQ1: Is the local network permission implemented securely?, we
showed:

• The iOS local network permission is not implemented securely. Apps can
bypass it using SFSafariViewController and WKWebView.

• The protected address space is insufficient for complex local networks and
VPNs.

3.4 Permission Prevalence

After understanding the local network permission, we study the current situation
of local network access of apps. Therefore, we dynamically analyze 10,862 cross-
platform apps each on iOS and Android to answer RQ2: How prevalent is local
network access in apps? In addition to iOS apps, we analyze the same apps on
Android to compare their local network access behavior, which we suspect to differ
due to the lack of comparable permission on Android.

3.4.1 Dataset

To study the prevalence of the local network permission in apps, we analyze iOS and
Android apps. For better comparability, we focused on apps that are available on
both platforms, so-called cross-platform apps, by using the approach from Steinböck
et al. [320], which identifies matching app pairs within iOS and Android datasets
by comparing metadata like app names, and app descriptions. Additionally, they
compare to the matches from Google’s migration API, which we used to find further
app pairs.

For iOS, we tried downloading the 10,000 most popular apps based on user ratings
and 10,000 random apps, resulting in 19,847 successfully downloaded iOS apps. Our
initial dataset for Android consists of 19,333 apps, where we attempted to download
the 9,629 most popular apps based on the number of downloads (at least 10 million
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installations) and 10,000 randomly selected apps. To find out what apps exist, we
used the Androzoo dataset [7]. We downloaded both popular and randomly chosen
apps to get a holistic representation of what users are confronted with in their daily
lives, as well as potential edge cases. We could not download all apps because of
geographical blocking by developers or device constraints [199].

Using the above-mentioned matching approach [320], we identified 11,405 cross-
platform app pairs: 3,047 apps were already within our sample datasets, further 8,358
matching Android apps the migration API identified and we successfully downloaded
7,815 of them. Hence, our final dataset consists of 10,862 app pairs.

3.4.2 Methodology

We decided to use dynamic analysis to study the local network access of apps.
Compared to other permissions, it is not enough to analyze if specific methods are
used, as there is no predefined list of methods that require this permission (see
Section 3.2.3). Apps could use various network functionalities to communicate with
the local network, which can be found in nearly every app. Also, there is a wide
range of possibilities to obtain or use local network addresses, e.g., if apps want to
obfuscate it, they can use numerical values. Since we aim to compare the behavior of
iOS and Android apps, and the static detection of local network access is challenging,
we opted for an approach that works on both platforms. By dynamically executing
apps and observing their network traffic, we can detect access for iOS and Android
apps using the same methodology. This approach is similar to how iOS triggers the
permission prompt, i.e., by checking the destination of outgoing network traffic. For
iOS apps, we further statically extracted the local network permission rationales and
the Bonjour strings required for Bonjour multicast methods to study their usage.
Additionally, we used the extracted rationales in Section 3.5 to analyze the concepts
provided by developers.

For the dynamic analysis, we set up a test infrastructure to run experiments
and automatically interact with apps while capturing traffic to detect local network
accesses.

Test Infrastructure

Our test network consisted of a router (Asus AC750), four IoT devices, mobile
phones, and a Mac mini (M1, 2020) running macOS 12.5. We connected four IoT
devices (Google Chromecast [145], Amazon Alexa speaker [10], Philips Hue [265],
and Ikea Trådfri [178]) to observe if apps try to interact with them. We used the
Mac mini to manage the interaction with the apps.

To capture the traffic and detect local network access, we ran tcpdump [329] on
the phones. We jailbroke four iPhones running iOS 16 (released in 2022) using
palera1n [259] and rooted three Pixel 6a running Android 13 (released in 2022) with
Magisk [138]. If we found any local network access, we performed a second test round
to ensure it originated from the app and that it was no background traffic from the
OS. We only considered apps accessing the local network if they did so consistently.
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Automatic App Interaction

Previous work [283, 89] used Android monkey [26] for dynamic testing to randomly
interact with an app. However, as discussed extensively by related work [78, 288,
287, 346], this might not be sufficient and may not cover relevant code. Therefore,
we use a systematic interaction approach that clicks through the User Interface (UI)
in a Depth-first search (DFS) manner.

We first ran each app for 30 seconds without interaction, after which we performed
25 interactions to obtain more context of the local network access. An app accessing
the local network after an interaction might need it to provide functionality, e.g.,
to send a command to an IoT device or find other players in a game. Accessing
the local network on startup is more suspicious. According to Android’s developer
documentation [15], it is a bad privacy practice to immediately collect privacy-
sensitive data, even if apps potentially require the information later on.

We implemented our app interaction in Python and used Appium [31] to locate
and interact with elements on the phone’s screen. We automatically performed 25
interaction steps with each app; a step is one action, e.g., a button pressed. We
chose 25 steps as a tradeoff between execution time and coverage. The interactions
followed a DFS exploration strategy. The interactor saved information about what
it had already visited and the interactions it performed. If an interaction led to a
new state, the interactor continued there. If it had tried all available interactions,
it attempted to go back to the previous state. A state consisted of the currently
available UI elements.

We accepted all iOS permissions the app asked for, not only in the interaction
phase but also during the non-interaction phase, as we cannot observe local network
access without consenting to the iOS permission. We did not consider the interaction
with system dialogues as an interaction step, as it is not a direct interaction with
the app. This is in line with our approach on Android, for which we granted all
permissions using adb [12] before starting an app.

Rationales and Bonjour Strings

By putting the keyword NSLocalNetworkUsageDescription to the Info.plist and
the localization files called InfoPlist.strings, developers can add their custom per-
mission rationale messages. Also, apps declare the Bonjour service strings required
for Bonjour methods in the property list file (see Section 3.3.2). We developed a
Python script using the plistlib library [133] and regular expressions to extract these
values from the property list. In Section 3.4.3, we use it to study their occurrences.
In Section 3.5, we further analyze the concepts used in the permission rationales.

3.4.3 Results

We evaluate different aspects of local network access. We split them up based on
the type of access: (1) broadcast, (2) directly contacting a local address, and (3)
multicast. We analyze when the access happens, directly after the start or after user
interaction, and show what local network addresses outside the connected WiFi apps
try to contact.
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Local Network Accesses

We found local network accesses in 152 (1.4%) iOS and 117 (1.08%) Android apps.
In Table 3.2, we provide an overview of accesses.
Access Types. The reason why we found more iOS apps accessing the local network
is because of multicast messages. We found them in 117 iOS and 73 Android apps.
In contrast, we found more Android apps contacting broadcast and local addresses.
We encountered 44 iOS and 53 Android apps using broadcasts, while 18 iOS and
24 Android apps directly contacted a local address. A reason why we found more
iOS apps using multicast could be the support for Bonjour multicasts. Evaluating
the multicast types based on the addresses, we found the multicast DNS (mDNS)
address 224.0.0.251 that Bonjour uses in 98 (83.76% of apps using multicasts) iOS
apps, while we found it in 50 (68.49%) Android apps. The multicast address we
observed the most for Android apps is 239.255.255.250, which is related to Simple
Service Discovery Protocol (SSDP). We found it in 38 (32.48%) iOS and 56 (76.71%)
Android apps.

We consider AirPlay as local network access of the OS and not the app. As men-
tioned in Section 3.2.3, it does not trigger a permission request as no sensitive data is
accessible by the app. Further, we found that playing audio or video triggered iOS to
send AirPlay mDNS requests in the background. We also observed similar behavior
in Android, which sent mDNS requests to find Google cast devices. Therefore, we
do not treat this as app traffic but OS related. Consequently, we did not include it
in the local network accesses. Overall, we observed this behavior in 401 (3.69%) iOS
and 308 (2.84%) Android apps.

On iOS, we found 14 apps that triggered the permission, but we could not observe
any local network accesses in the traffic. We manually analyzed them and found that
two apps tried to contact their own WiFi IP address. In that case, the OS does not
forward it to the WiFi interface but only to the loopback interface. Apps might do
this to trigger the permission request, as done by Apple’s example code [51]. One
app is the dictionary app Linguee, which runs a local server and communicates over
the local WiFi IP address, triggering the permission. This could hint at a security
issue, as Tang et al. [326] and Wu et al. [354] showed that apps can be vulnerable
if they run wrongly configured servers accessible from other devices. For neither of
the other 12 apps, we could find local network access in the traffic dump. While
we found reports of requests to remote endpoints with port 10161 triggering the
permission [203], we could not reproduce it on a current iOS version. We do not
include those 14 apps as accesses to the local network as we could not observe any
local network traffic, and the threats we analyze in this paper all require access to
other devices on the local network.
Access Phases. We further analyzed when apps access the local network. More
Android apps (75.21%) than iOS (65.13%) already accessed the local network before
any user interaction. The iOS permission could have influenced those differences
since it makes it transparent when apps access the local network for the first time.
We found 70 apps that access it on both platforms: 13 Android apps (18.57%)
access it before any interaction, while the corresponding iOS apps only do so after
an interaction. In contrast, five iOS apps (7.14%) access the local network upon
opening, while their Android counterparts do so only after an interaction. 42 apps
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Table 3.2: Number of apps that accessed the local network. The Local column
indicates apps that sent a message to another local address, while
Broadcast and Multicast show apps that sent respective messages. The All
column provides the apps that used any of these methods. The numbers
in the Total rows are relative to the dataset size. The �� shows apps that
accessed the local network without any interaction, while those in  only
did so after an interaction. The percentages refer to their total number of
accesses.

All Broadcast Local Multicast


Total 152 (1.40%) 44 (0.41%) 18 (0.17%) 117 (1.08%)
�� 99 (65.13%) 22 (50.00%) 7 (38.89%) 84 (71.79%)
 53 (34.87%) 22 (50.00%) 11 (61.11%) 33 (28.21%)


Total 117 (1.08%) 53 (0.49%) 24 (0.22%) 73 (0.67%)
�� 88 (75.21%) 34 (64.15%) 16 (66.67%) 63 (86.30%)
 29 (24.79%) 19 (35.85%) 8 (33.33%) 10 (13.70%)

(60%) access it on both platforms without interaction, and 10 apps (14.29%) only
after an interaction.

Case Studies. We manually classified the apps that access the local network.
Overall, most apps are companion apps for IoT devices (112, 56.28%), followed by
video apps (17, 8.54%), and apps for events (16, 8.04%). We provide further details
in Section 3.10.2. We found apps from other categories less often, e.g., two shopping
apps, a dating app, and a crypto wallet on Android access the local network. As we
could not think of any use cases for them, we manually analyzed them. We observed
local network access only in the Android version of all four apps and they all have
Alibaba libraries in common. The apps perform an ARP scan of the connected
WiFi after the app launches the first time. While they scan the network when
the user opens them the first time, we did not observe this behavior consistently
afterward. The code responsible for scanning is heavily obfuscated with encryption
and reflection. We could not find any local network information in the traffic. Online
users suspected AliExpress uses it for advertisement [94].

The TanTan dating app’s privacy policy is the only one that relates to access-
ing the local network. They mention collecting “device network information,” and
information about the “device environment” [327]. We translated the policy using
Google Translate, as the original page is Chinese. The fact that we did not find their
counterpart iOS apps accessing the local network could be due to the permission,
which makes the first access transparent, as there were also reports of the iOS
AliExpress app accessing the local network in the past [94].

We performed another case study on the Among Us game app. It uses UPnP to
find other players. The app searches for other players immediately after opening
on both platforms. If it finds any UPnP device in the network, it retrieves more
information about it. In our test network, that were the Philips Hue bridge and
Google Chromecast, which leak sensitive information. For example, the Philips

54



3.4 Permission Prevalence

Hue bridge returns the model name, model number, and serial number. All this
information could be used by apps for ads and tracking.

Rationales and Bonjour Services. In our dataset, we found 727 (6.69%) apps
with permission rationales, and 586 (5.39%) that declared a Bonjour string. Of those,
69 (11.77%) apps did not declare a rationale. Of all the iOS apps we found triggering
the local network permission, 98 (61.25% of triggered permissions) apps declared a
permission rationale, and 62 (38.75%) apps did not.

We discovered 27 apps that sent Bonjour mDNS messages but did not declare a
Bonjour string, contradicting the documentation. We manually analyzed them and
found that 8 (29.63%) apps were published before the string was required or targeted
an older iOS version. We assume iOS does not enforce it for them for backward
compatibility. 17 (62.96%) apps used a library for Google Cast that did not use
any built-in Bonjour method. Instead, they relied on a custom implementation. iOS
checks the Bonjour string only for the system methods. Thus, those apps bypassed
this check. One app (3.7%) tried to communicate with a local domain name (domain
name ending with .local). iOS internally uses Bonjour to find the IP addresses
of local domains, but since the app did not use the Bonjour method, it also did
not require the string. Lastly, the Philips Hue [311] app (3.7%), an IoT companion
app, used a system method that requires the string but did not declare it. The app
received updates frequently and targeted a current iOS version. We were not able
to reproduce this with a test app and reported our findings to Apple in April 2024,
who categorized it as expected behavior in August 2024.

Local Addresses Outside the Subnet

We found a similar number of iOS and Android apps that trying to contact local
network addresses outside the connected local subnet. In total, we found 23 (0.21%)
iOS and 22 (0.2%) Android apps exhibiting such a behavior. Nine apps did it across
the platforms, 14 apps only on iOS, and 13 apps only on Android.

We found different reasons for this behavior: There were IoT companion apps that
tried to contact their corresponding devices at a specific hard-coded address [305].
For example, the Android smart camera apps 4K CAM and Uniden 720 Link tried
to reach their devices at 192.168.1.1 if the user did not input any address. Even
though both apps were from different developers, they shared the same code for
accessing the address, which could be a sign of a rebranded device. In other apps, we
consider the contacted addresses to be development artifacts or bugs. For example,
we observed that the Android app Door Entry CLASSE300X, belonging to a smart
door lock and surveillance system, performed an ARP scan of a /23 network space,
even if connected to a /24 network. The scan of the wrong network space happened
because of a development bug when calculating the network mask. While the Android
app scanned the local network after launch, we did not observe the corresponding
iOS app accessing the local network as it did not access the local network before a
user logged in, which could be due to the permission.
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Takeaways
To answer RQ2: How prevalent is the local network permission?, we showed:

• 117 iOS and 152 Android apps in our dataset access the local network.

• Over half of the apps access the local network on start. iOS apps do this
less often than Android apps, which could be an effect of the permission.

• Apps try to contact local addresses outside the connected subnet, high-
lighting the relevance of our finding regarding the limited protection of
local network addresses in Section 3.3.

3.5 Permission Rationales
After understanding the technical aspects of the permission and the local network
access of apps, we investigate users’ ability to make informed decisions about the local
network permission. When an app requests it, users are presented with a rationale
composed of a system-generated description and a message that developers can set to
explain why the app needs this permission. A default message is shown if developers
do not provide a custom one. These messages are mostly all the information users
get before deciding whether to grant the permission or not [70]. Investigating the
content of these messages helps us understand what information goes into a user’s
decision-making process. Thus, we perform a content analysis on rationales to answer
RQ3: which concepts constitute the permission rationales?

3.5.1 Methodology

As a first step, we automatically extracted rationales from iOS apps in our dataset,
as already described in Section 3.4.2. We filtered these strings to only include the
first rationale in German and English, as these are the languages in which all involved
researchers are proficient. Furthermore, we used the Google Translate library [162]
to translate the default language used by the app to English, leaving us with up to
three rationales.

Next, three researchers independently coded a sample of 100 rationales. We
aimed to identify the concepts rationales contain that we deem crucial for users’
understanding to make an informed decision. One researcher coded all 100, while
the other two coded 50 rationales each, meaning that two researchers coded each
message. After this initial coding round, all researchers compared their codes, merged
codebooks, and discussed potential disagreements.

All involved researchers agreed that most rationales follow a simple structure, often
using similar compositions. Also, all identified concepts are explicitly contained
in the message, meaning that we can use a keyword-based approach to code our
dataset [254]. Hence, we developed a keyword list for each code in our codebook.
If a rationale contained one keyword from the list, we automatically assigned the
corresponding code. Thus, one rationale can have multiple codes assigned. For
example, we labeled the rationale “The app uses the local network to set up and
control your connected devices.” with the codes local network, and device interaction,
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Table 3.3: Our codebook to categorize the rationales. We assigned a code if we found
one of the keywords in a rationale. The column # Apps shows the number
of rationales with the code, related to the total 727 apps with rationales.

Code Keywords # Apps

device interaction device, devices, camera, cameras, gopro,
speaker, speakers, tv, tvs, product, pc,
pcs, iphone, ipad, server, servers, hn-
grynsite, computer, macos, car, vehicle,
smart home, fritzbox, receiver, razor-
link, printer, printers

539 (74.14%)

local network local network, networks you use, lan,
local area network

524 (72.08%)

discovery discover, detecting, detect, discovering,
search, find, finding, searching, scan,
scanning, identify, identifying

371 (51.03%)

your network your network, your wifi, your local net-
work, your wi-fi, your local gateway,
your gateway

348 (47.87%)

casting cast-enabled, cast-capable, stream, cast-
compatible, cast, chromecast-enabled,
chromecast, screen mirroring

294 (40.44%)

WiFi network wifi, wi-fi, wireless lan 275 (37.83%)
development artifact debug, debugging, testing, developer,

proxyman
32 (4.40%)

gaming player, multiplayer, multi-player, in-
game, game, two-player, players

30 (4.13%)

location dependent network in-store, around you, nearby 25 (3.44%)
improve user experience experience, improve, improved, en-

hance, enhanced, optimize, optimized,
optimizing, improving, enhancing, per-
sonalized, personalize, stable connection

24 (3.30%)

network knowledge tcp-network, tcp, udp, dns, voip, bon-
jour

22 (3.03%)

Internet connection internet 4 (0.55%)
network quality testing test the quality 3 (0.41%)

as it contains the keywords local network, and devices. We refined our keyword lists
by looking into rationales for which no matching keyword was found and checking
randomly-selected coded rationales. We iterated the processes of coding and refining
until we found no new terms to add to the keyword lists, and only rationales without
meaningful content remained uncoded. Further, to check that we did not miss
prevailing concepts, we computed a count of each word in the rationale messages,
which yielded no new concepts. We provide the full codebook and final list of
keywords in Table 3.3 along with the number of rationales each code got assigned to.
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We used this codebook as the basis for a content analysis, with the goal of deriving
the concepts constituting the permission rationales.

3.5.2 Results

In our dataset, 727 (6.69%) apps contain a permission rationale. We report the
concepts we identified during the content analysis and their occurrences in rationales
based on our keyword-based approach.
Local Network. The most prominent concept we encountered was that of a local
network. 81.02% of apps with a rationale referred to some form of local network.
We found this across all different types of apps and use cases. Rationales primarily
used the terminology local network or the acronym LAN, while several also referred
directly to the wireless variant, e.g., WiFi or wireless LAN. A large portion of apps,
348 (47.87%), used terminology implying some form of ownership of the network in
question by including the word your, i.e., your network or your WiFi. A smaller
portion, 28 (3.85%), used the phrase networks you use, which might point users
towards the technical reality, where all networks a device is subsequently connected to
are affected by the permission. Finally, 25 rationales (3.44%) employed terminology
referring to physical proximity. Expressions such as around you and nearby suggest
that devices close to the user’s phone are somehow affected by the permission, even
though proximity does not necessarily imply they are part of the same network.
Device Interaction. The second major concept permission rationales contained
was device interaction with 539 mentions (74.14%). This comprises any kind of
communication with another device, e.g., TVs, IoT devices, or phones. The most
common use cases for this interaction were discovering other devices and casting
video or audio. Often, these concepts appeared in conjunction. Other use cases
were generic interactions of transferring data or simply connecting to other devices.
However, if discovering other devices was given as the main reason for requesting the
permission, we also often found that no specific follow-up interaction was described.
That means it was unclear what the app was doing with the gathered information
and users are left to infer the specific use case from the app’s purpose.
Niche Use Cases. We further identified rationales referring to other use cases
without including specific mentions of other devices. None of these use cases was
present in more than 5% of rationales. The most frequent one was gaming (4.13%),
i.e., searching for other players. 3.30% of apps promised an improved user experience
if the permission was granted. Mostly, this was done without explaining how exactly
it was accomplished. Four apps in our dataset stated to require the permission to
access the Internet, which is not correct since iOS does normally not restrict Internet
access. Finally, three rationales gave testing the network quality as their reason for
requiring the permission.
Network Knowledge. 22 apps (3.03%) required some network knowledge to pro-
cess, as they included technical abbreviations such as TCP, or VoIP. By looking at the
provided text, it became apparent that eleven of these messages, along with 21 others,
were artifacts from development. This finding suggests that either the developers
failed to remove these messages from the published version of their software, or that
the app includes a dedicated debugging mode.
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Takeaways
To answer RQ3: Which concepts constitute the permission prompts?, we
showed:

• The most common concept is local network.

• To make an informed decision, users often need to understand what casting
is, as well as which implications discovering other devices (i.e., scanning the
network) can have.

• Alarmingly, the terminology in many rationales can be potentially mislead-
ing by limiting the scope (your network), creating false associations (devices
nearby), or outright fueling misconceptions (Internet access).

3.6 Users’ Permission Comprehension

After establishing the information users are presented with, we need to answer
RQ4: What is the user’s understanding of these concepts? We need to understand
users’ perception of the relevant concepts in order to establish their capability to
make an informed decision. We investigate iOS users’ knowledge of the permission
and draw out their perception of the underlying technology using an online survey.
Furthermore, we measure how widespread selected misconceptions are.

3.6.1 Methodology

As a necessary prerequisite to investigate iOS users’ understanding of the local
network permission, we derive the underlying concepts that are important for a
correct understanding. Furthermore, we compose a list of common misconceptions to
quantify how widespread they are and investigate users’ awareness of common threats
resulting from apps having local network accesses, as we discussed in Section 3.2.2.

Concepts Important for Understanding

We determined the fundamental concepts behind the local network permission through
an expert brainstorming session. Three researchers met and discussed the results
obtained from the content analysis of rationale messages (see Section 3.5.2). Two
had a strong background in mobile security, the other one was experienced with
usable security research. From this session, we derived the following concepts:

• Boundaries: a network’s topology, i.e., which devices belong to the same local
network, which are outside of it.

• Transitivity: the local network of a mobile device can change while it moves
from place to place. The permission is granted once and then applies to all local
networks.

• Proximity: devices physically close to each other are not necessarily part of the
same network.
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Misconceptions

To identify common misconceptions, three researchers independently conducted an
online search on Google for the term “local network permission.” We limited our
search to the most commonly used platforms for tech-related problems: Reddit,
StackOverflow, and X (formerly Twitter). The researchers then combined their
findings into one coherent list. We include every misconception encountered at least
once.

The most frequent beliefs we observed were that apps require the local network
permission for using Bluetooth [237] or to access the Internet via WiFi [289, 182].
Some thought that apps could obtain the WiFi password [281] if granted the per-
mission. Finally, people expressed that denying the permission can prevent other
devices on the network from seeing their phone [284].

Survey Design

We used Qualtrics [272] to create our survey. We opted for a questionnaire consisting
of mostly closed-ended questions. Doing so allows us to cover participants’ knowledge
of all relevant concepts, and to quantify how widespread misconceptions are. All that
while still keeping the survey short to avoid fatigue.
Structure. The final questionnaire can be accessed online.1 We first asked partici-
pants whether they knew what the local network is, and if they confirmed, we asked
them to explain it in their own words. Next, we presented all participants with a
multiple-choice question about the local network. A second multiple-choice question
asked which use cases out of a given list would require an app to request the local
network permission.

After this initial assessment of participants’ general knowledge of local networks
and the corresponding permission, we introduced a brief scenario, which serves as a
reference for the remaining questions. For this, we designed a mock-up screenshot
of a fictional app displaying the local network permission prompt, while showing
the app’s login screen in the background. A short text informed participants about
the scenario, asking them to imagine that they just installed a new video-based
social media app, which prompted them with the given permission request upon first
launch.

We chose this setup as streaming to cast-enabled devices was a prominent use
case in the permission rationales apps provided (see Section 3.5). We designed the
scenario to be as realistic as possible. Hence, our mock-up app mimics a social media
platform used by millions of people daily. We went with a fictional app to avoid biases
towards existing systems, e.g., whether users trust or like an app. We included the
default permission rationale message along with the system-generated description to
establish a baseline.

After outlining the scenario as a reference for the remainder of the survey, we
presented participants with a series of statements, divided into three blocks. For
each statement, participants had to decide whether it is true or false. We also
included an “I don’t know” option, to discourage guessing. Each block began with

1Final survey questionnaire designed with Qualtrics [272] in our artifact: https://github.com/Se
cPriv/local_network/blob/main/survey.pdf
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a short reminder text about the scenario. The survey tool randomized the order of
statements within each block for every participant to mitigate learning or unwanted
side-effects.

The first block had participants imagine themselves in their own homes, connected
to their WiFi. It consisted of nine statements: six covering a different threat model
each, two covering misconceptions, and one filler statement. We made sure to
include a mix of true and false statements to not give away the correct answer
to participants. The second block continued the scenario with the user leaving
their home and walking down the street, not being connected to any WiFi network.
The three statements in this block covered the concepts of boundaries, transitivity,
and proximity, respectively. In the third block we asked participants to imagine
themselves sitting in a café or working in an office, with the phone being connected
to the WiFi networks of these respective places. Of the six statements in this block,
three concerned the concepts of transitivity, and two the concept of boundaries, while
one was a filler statement.

Finally, we measured our participants’ tech-savyness using the Affinity for Technol-
ogy Interaction (ATI) scale [126] and collected demographic information, including
technology background, and the iOS version they use. To ensure the quality of
our dataset, we concluded the survey by asking participants if they had answered
all questions carefully, and if they wanted their data to be included in our study.
We accompanied this with a brief description of the importance of reliable data for
scientific progress and assured participants that they will receive their compensation
regardless of their response. In addition, we used the multiple-choice questions and
the ATI scale as sanity checks, flagging participants who selected “non of the above”
plus other items for the former, or chose 1 or 5 for all items on the latter.

Recruitment

We chose Prolific [270] as a service provider for recruiting participants, as it has shown
to deliver high quality results in related work [323]. Before launching our study, we
refined the survey through pilot testing. First, we asked friends and colleagues to
review our questionnaire and worked out any misunderstandings. In this stage,
we approached both tech-savvy individuals, as well as those without a technical
background. Then, we advertised the study on prolific for a small sample of ten
participants to pilot test in a realistic setting, offering 4£ for compensation. We
did not include these responses in the final data set since we adapted one question
based on the responses we received. We also used this second pilot test to get a
solid estimate of the time it takes to complete. Finally, we opened our study on
Prolific for 150 participants. The number is above 121 participants required for a
99.9% confidence interval assuming 50% of the population knows the correct answers,
considering a 15% margin of error, which is in line with related work [229] on iOS
permissions. We applied the following criteria to participants: (1) above 18 years
of age, (2) uses iOS devices, and (3) currently resides in the US. We advertised
the survey as a study on iOS permissions, without mentioning security or privacy
to minimize selection bias. During our study, two people aborted the study before
completing it. Prolific filled up the quota with additional participants. We offered
2£ of compensation for an estimated duration of 12 minutes.
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Ethics. Our institution’s Ethical Research Board (ERB) approved the study design.
We only collect necessary data, and we store and process them in line with the GDPR.
Before starting the survey, we presented participants with a consent form detailing
all information regarding data collection, their rights w.r.t. consent withdrawal, and
the contact information of a responsible researcher. Only after explicitly providing
consent, participants are forwarded to the survey.

Data Analysis

We evaluated multiple-choice questions by counting the number of correct answers.
For single-choice questions, we counted how many participants answered them cor-
rectly, incorrectly, or responded with “I don’t know.” Some concepts and threats are
covered by multiple questions. In those cases, we counted answers as correct if all
questions were answered correctly, as incorrect if at least one was wrong, and as not
sure otherwise. We evaluated all discrepancies between answers manually.

To draw comparisons, we divided participants into two groups, one with and one
without knowledge of what a local network is. For grouping we used the answers to
the question “Do you know what a local network is?” We asked participants who
responded with “Yes” to briefly describe the concept in their own words. Based
on these descriptions we redistributed participants to the group without knowledge.
Two researchers independently grouped each open-ended response w.r.t. the par-
ticipants’ understanding: one of people with no or an incorrect understanding of
local networks, and the other one with a correct understanding. We used Cohen’s
Kappa [171] to measure the inter-rater agreement. Afterward, we discussed and
resolved disagreements.

To measure the influence of a person’s understanding of what a local network
is on their ability to correctly answer questions about it, we performed a T-test
and calculated the effect size using Cohen’s d. We performed χ2 tests to study the
differences between the groups and their answers regarding concepts, threats, and
misconceptions.

For all tests, we stated the null hypothesis H0 as “There is no difference between
the two groups” and the alternative hypothesis H1 as “There is a difference.” We
rejected H0 for resulting p-values below the significance level of 0.05.

3.6.2 Results
First, we provide a general overview of our participants, followed by insights into
their understanding of the local network and its permissions. We then detail common
threats and misunderstandings. We provide an overview of our results and how they
split up into participants with and without local network knowledge in Table 3.4.

Overview of Participants

We removed two participants from our study, resulting in a total number of 148
participants. One did not wish for their answers to be included, and one chose the
same option for each item on the ATI scale, which indicates careless responding.
On average, it took the participants 9 minutes and 58 seconds to fill out our survey.
Most participants are between 25 and 34 years old (35.14%). The majority are female
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3 Analyzing the iOS Local Network Permission

Table 3.5: Demographics of our final 148 participants, all currently reside in the US.
This is after we excluded two participants from our dataset who did not
want their data to be included or failed attention checks. We recruited
a balanced sample in terms of gender, age, and IT background, with the
majority running the latest iOS versions.

Demographics Participants (%)

Female 89 (60.14%)
Male 57 (38.51%)
Non-binary 2 (1.35%)

18 - 24 years 35 (23.65%)
25 - 34 years 52 (35.14%)
35 - 44 years 35 (23.65%)
45 - 54 years 15 (10.14%)
55 - 64 years 8 (5.41%)
>= 65 years 3 (2.03%)

IT Background 72 (48.65%)
No Background 76 (51.35%)

iOS 17 96 (64.86%)
iOS 16 23 (15.54%)
iOS 15 9 (6.08%)
iOS 14 3 (2.03%)
iOS 13 5 (3.38%)
<= iOS 12 3 (2.03%)
Not Sure 9 (6.08%)

Permission Seen 116 (78.38%)
Permission Not Seen 16 (10.81%)
Not Sure 16 (10.81%)

(60.14%), and almost half declared to have an IT background (48.65%). The mean
ATI score is 3.46 (sd = 0.87), which is around the general population’s average [126].
The most frequently used iOS version among participants is iOS 17 (64.86%), i.e.,
the latest version at the time of our study released in 2023, and 78.38% declared
that they have seen the local network permission before. In Table 3.5, we provide
further details on the demographics of our participants, their background and the
iOS version they are using.

Local Network Understanding

Out of 148 participants, 31 (20.94%) stated that they do not know what the local
network is, while the remaining 117 provided explanations. The inter-rater agreement
on whether an explanation demonstrated a correct understanding of the concept
was 0.82, considered almost perfect [171]. After reaching a consensus, we classified
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3.6 Users’ Permission Comprehension

71 responses as correct, leaving 46 incorrect responses, resulting in 77 participants
without a correct understanding.

We tested whether our classification impacted the answers about local network
knowledge and whether an IT background influenced the classification. With a
one-sided T-test, we found a significant difference between the groups we classified
and their score on the local network control questions (p < 0.001, effect size =
0.88), which supports the validity of our classification. Of the people with an IT
background, we classified 58.33% as having a correct understanding, while for people
without a background, the same was true for 38.16%. The χ2 test shows a significant
difference between the groups (χ2 = 5.24, p = 0.02, φ = 0.18).

Concepts

We observed that the concept of transitivity is the most challenging for users to
understand. First, we asked if a use case is possible at home after granting the
permission, e.g., to discover other devices connected to the network. Later, we asked
similar questions again in the café and office scenarios. We evaluated if people who
correctly answered the question in the home scenario recognized that access would
also transfer to other local networks. We split up the evaluation into two parts, as we
had two use cases for which we repeated the question in the scenarios. As the results
are similar and the second is better suited for χ2 tests, we only refer to those results,
but both are included in Table 3.4 (in the Appendix). 72.97% of the participants
answered the base question correctly. Only 23.85% had the follow-up question in
other locations correct, and 50.46% answered at least one of them incorrectly. Having
a local network understanding did not improve the ability to answer the transitivity
concept correctly. The knowledge helped to get the base question right, 84.51% vs.
63.64% (χ2 = 19.18, p < 0.01, φ = 0.14). However, when comparing the follow-up
questions among those who answered the baseline correctly, both groups answered
similarly. Of the group with knowledge, 25% answered it correctly, 48.33% wrong,
and 26.67% were unsure, compared to 22.45% correct, 53.06% wrong, and 24.49%
unsure in the other group.

More participants understood the concept of network boundaries and the related
proximity concept. Overall, 61.49% answered the question about network boundaries
correctly, while 16.22% answered it wrong. We asked two questions to test the
understanding that devices in physically proximity do not have to be part of the
same network. Both scenarios took place outside on the street, and we asked if the
app could communicate with a smart TV inside a shop or another person’s phone
passing by. 59.46% correctly answered both questions, 22.30% were unsure what
to answer, and 18.24% had at least one of the answers wrong. To improve the
understanding, iOS could ask permission again for every new local network the app
tries to access. This would make it transparent to the users to which local network
the app has access to, allowing them to make individual decisions.

Threats

We asked participants about four threats coming from local network access: (1)
exposing devices, (2) inferring the location, (3) cross-user tracking, and (4) device
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3 Analyzing the iOS Local Network Permission

identification. On a positive note, for each threat, at least half of the participants
displayed some sort of awareness. Most participants knew that devices protected by
a firewall are still reachable from within the network, 56.76% correctly answered the
respective questions, while 29.73% were unsure.

Further, we tested the knowledge about device detection within the local network
with two questions. One question was general, while the other explicitly asked about
sensitive devices, e.g., security cameras or health-related devices. In total, 51.35%
could correctly respond. Additionally, 14.19% knew about the general case but
were unsure about sensitive devices, and 9.46% were not sure about both questions.
Finally, 50.68% correctly identified the possibility to perform cross-user tracking by
linking users together based on local network information, 26.35% did not deem that
possible while the rest were unsure.

We also asked two questions about inferring a users location: one about the
possibility of obtaining the approximate location, e.g., through the router’s MAC
address, and one about inferring location changes based on differences in the con-
nected network. Half of the participants got both questions right, and 25% had
at least one answer wrong. Considering the latter, users seem to be more aware
of the potential to estimate a location based on network information, as 13.51%
correctly responded, but they were unsure about the other. In contrast, only 3.38% of
respondents were unsure about the approximate location but knew of the possibility
of tracking changes.

Device detection is the only threat for which we observed that users with local
network knowledge did significantly better (χ2 = 9.46, p < 0.01, φ = 0.25). 63.38%
of the group with an understanding of the local network were aware of it, compared
to 40.26% of those without. Positively, we observed that even without being able to
explain the local network correctly, participants were aware of threats coming from
apps having access. Even if the consequences might not be that obvious compared
to other permissions, 83.11% of participants knew of at least one threat.

Misconceptions

Despite many of our participants having a technical background and an understand-
ing of the local network, we observed that misconceptions are common. Nearly
everyone (84.46%) had at least one misconception about the permission. The most
common misconception is that apps require local network access to access the Internet
(59.46%), closely followed by the belief that phones are not visible within the local
network if the permission is denied (57.43%). Nearly half of the participants (49.32%)
think that apps require it for Bluetooth communication. The only misconception less
widespread is that the permission allows retrieving the WiFi password (16.22%).

Surprisingly, we observed that the group with local network knowledge did not
perform significantly better. The misconception about Bluetooth was even more
widespread (59.15% vs. 40.26%) among those with local network knowledge, while
all others were similarly common: Internet access 57.75% vs. 61.04%, phone visibility
59.15% vs. 55.84%, and WiFi password 14.08% vs. 18.18%.
Rationales. Malicious apps could exploit misconceptions to trick users into ac-
cepting the permission by mentioning misconceptions in the rationales. However,
exploring the effect requires further user studies. In Section 3.5, we found four
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apps mentioning Internet in their rationales, e.g., one app states “This app requires
an Internet connection to access your account data and vehicle features. Your local
network will be used when cellular data is not available.”, which could trick users into
giving permission. However, it could also be that the app accidentally triggers the
permission, e.g., a library, and developers themselves suffer from the misconception.
To avoid misconceptions, Apple could check if rationales contain keywords hinting
towards misconceptions before releasing the app on the App Store.

Takeaways
To answer RQ4 What is the users understanding of these concepts?, we showed:

• Even participants with a general understanding of the local network did
not know about all the concepts required to make an informed decision.

• Misconceptions about the local network permissions are widespread. De-
velopers could exploit this to trick users into accepting the permission.

We recommend prompting for permission on each distinct WiFi. This
behaviour is more in line with users’ expectations and would allow them to
make better informed decisions.

3.7 Limitation and Future Work

Our work faces limitations and offers opportunities for future work. For the internal
workings of the protected resources for network access, we rely on Apple’s developer
documentation. This might not cover all methods to access the local network and
thus miss other bypasses. Future work could reverse engineer the iOS implementation
of TCC to study the internal permission handling. It is yet unclear how Apple will
handle the local network permission for browsers that are not based on WebKit, after
being required to allow other engines in Europe due to the EU’s Digital Markets
Act [112, 268]. As we have found permission bypasses in webview-related com-
ponents, this and other permissions’ enforcement is worth exploring. Furthermore,
Apple announced the extension of the local network permission in macOS 15 (released
in 2024) [36], prompting questions about its enforcement on this platform as well.

Our large-scale local network access study has limitations inherent to dynamic
analysis. Apps might detect that they are analyzed and behave differently than they
normally would [369, 290]. Our dynamic interactor might not trigger functionalities
that lead to local network access, e.g., functionality available only after login or
verification. Thus, our numbers are a lower bound. We accept all permissions. How-
ever, declining permissions might lead to different behavior regarding local network
accesses [282]. It also remains unclear if and what data apps share with external
parties about the local network and the devices within it. During our manual
analysis, we found apps that we suspect of doing so, but we could not confirm it
due to obfuscation. Future work could leverage data flow analysis to track data
coming from the local network.

Bonjour services, like AirPlay, do not trigger the permission, potentially confusing
users as to why some functionality does not require permission [334]. Also, AirPlay
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can use Bluetooth to discover nearby devices [34] potentially influencing the Blue-
tooth misconception. Follow-up work could study the misconceptions further and
their influences on users’ decisions on granting permission in depth.

Finally, we focused our user study on iOS users. Studying Android users’ under-
standing of the local network could gain further insights into the permission’s impact
and overall effectiveness, as well as on how to design a similar permission for Android.
Finally, our sample of users residing in the US might hinder the generalizability to
other user groups with diverse backgrounds, also in light of regional differences in
terms of privacy regulations and awareness. One complementary direction for future
work is the automated mining of iOS and Android app store reviews, which has shown
promise in providing a broad picture of users’ perceptions of apps’ functionality [117]
and [308].

3.8 Related Work

Local Network Access. Kuchhal and Li [197] performed a large-scale empirical
investigation of websites’ local network accesses. Other work [27, 164, 1] investigated
how websites could scan the local network and attack connected devices. We investi-
gate mobile apps instead of websites. We expect different access behavior for mobile
apps: (1) there are legitimate use cases for it (e.g., companion apps controlling their
IoT devices, or mirroring the screen to a monitor), and (2) in iOS, a permission
guards the access.

Sivaraman et al. [316] demonstrated how forged apps could attack devices on the
local network. Königs et al. [195] showed privacy implications of zero configuration
protocols if they reveal device names by local network communication. In addition
to user information, they can reveal sensitive device information, like the OS version,
which attackers can use to find known vulnerabilities, as shown by Geneiatakis et
al. [132]. Tang et al. [326] identified vulnerable UPnP libraries in 13 apps by analyzing
network services in iOS apps and the reuse of vulnerable libraries. In contrast,
we focus on the preceding step, which is the local network access of apps and the
permission guarding it on iOS.

Girish et al. [135] analyzed how IoT devices and mobile apps communicate via
the local network. By executing Android apps they detected app libraries that
scanned the local network. Further, they showed that household fingerprinting
and cross-device user tracking are possible using multicast protocols, like mDNS
or UPnP. On the contrary, we study the permission on iOS, its impact, and the
users’ understanding of local network accesses.
Permission Analysis. Reardon et al. [283] found Android apps bypassing per-
missions with side and covert channels. To find those, they executed the apps in
an instrumented environment. Yeke et al. [358] and Tileria et al. [333] identified
cross-platform privacy leaks between smartwatches and Android apps for which the
Android permission model is not sufficiently designed. In comparison, we focused on
the local network permission, which does not exist on Android and differs from other
permissions.

Previous work on permission rationales investigated mostly Android apps. Liu
et al. [209] showed that especially permissions which are difficult to understand
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were insufficiently covered by rationales. Elbitar et al. [107] discovered that purpose
messages can assist users with making informed decisions but also highlighted that
the clarity of a message’s content is highly subjective.

Tan et al. [324] studied the effect of developer-provided rationales on iOS in
2014. At the time of their study, most messages (98.3%) informed the users about
benefits when granting the permission. Shen et al. [309] investigated to what extent
permission rationales can help users understand the scope of a permission. They
covered all available permissions on Android and iOS, which at the time did not
include the local network permission. Their results suggest that only a small fraction
of users can correctly infer an app’s capabilities after granting a permission. Most
recently, Mohamed et al. [229] studied the app tracking transparency permission
rationales. They identified so-called dark patterns that apps use to trick users into
granting permissions. In contrast, we study users’ local network understanding and
misconceptions of its permission, a prerequisite to analyzing dark patterns, which we
leave for future work.

3.9 Conclusion
We identified two iOS components that can bypass the permission and that the
protection for complex networks and Virtual Private Network (VPN) is insufficient.
With our dynamic analysis, we showed that the permission potentially influences
when apps access the local network. We found more iOS apps accessing the local
network than Android apps, which is likely caused by Bonjour, a multicast protocol
by Apple. Further, we found apps using Bonjour methods without declaring a service
string, thus bypassing a requirement of their usage. With our content analysis of
permission rationales, we show that it is vital to have an understanding of what
a local network is to make sense of most messages. Building on that, we studied
users’ understanding of the permission, threats coming from local network access,
and misconceptions. Positively, we found that nearly every participant (83.11%) was
aware of at least one threat. However, misconceptions were even more widespread
(84.46% had at least one), which could help malicious apps to trick users into granting
permission.
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3.10 Appendix
3.10.1 iOS Permission Test
We connected our phone to a 192.168.2.1/24 network, and a VPN (10.1.0.1/24)
for the IPv4 tests. For IPv6 tests, we used a stateful fd00::1/24 network. For each
class from Table 3.1, we tested the addresses in Table 3.6.

Table 3.6: Tested IP addresses of our test app.
IPv4 IPv6

Local 192.168.2.1 (Router) fd00::1fa2 (Laptop)
192.168.2.100 (No device) fd00::fa (No device)

Local outside 10.1.0.1 (VPN) fd01::1
10.10.10.10
192.168.1.1

Multicast 224.0.0.69 (Unassigned) ff02::1 (All nodes)
224.0.0.251 (mDNS) ff02::2 (All routers)
239.255.255.250 (SSDP) ff02::18d (Unassigned)

ff02::fb (mDNS)
ff05::c (SSDP)

Broadcast 192.168.2.255
255.255.255.255

3.10.2 App Categories
We manually categorized the apps accessing the local network instead of using the
store categories to be more precise, e.g., there exists no IoT category [185, 305]. In
Table 3.7, we provide the categories and the number of apps.
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Table 3.7: Categories of apps that accessed the local network. We summarized all
categories with two or fewer apps in Other.  and  show the number
of apps that only accessed it on one respective platform, and  ∩  the
apps that accessed the local network on both platforms. The numbers are
in relation to the 199 apps that access it on at least one platform.

Total    ∩ 

IoT 112 (56.28%) 25 (12.56%) 28 (14.07%) 59 (29.65%)
Video 17 (8.54%) 11 (5.53%) 1 (0.50%) 5 (2.51%)
Events 16 (8.04%) 16 (8.04%)
Audio 13 (6.53%) 7 (3.52%) 4 (2.01%) 2 (1.01%)
Games 12 (6.03%) 6 (3.02%) 5 (2.51%) 1 (0.50%)
Network 4 (2.01%) 1 (0.50%) 1 (0.50%) 2 (1.01%)
Fitness 3 (1.51%) 2 (1.01%) 1 (0.50%)
Organization 3 (1.51%) 3 (1.51%)
Shopping 3 (1.51%) 1 (0.50%) 2 (1.01%)
Other 16 (8.04%) 10 (5.03%) 5 (2.51%) 1 (0.50%)
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4 Leaky Apps: Large-scale Analysis of
Secrets Distributed in Android and iOS
Apps

Abstract
Mobile apps store various types of secrets to support their functionalities. These
include API keys, and cryptographic material to authenticate users and access back-
end services. Once distributed, attackers can reverse-engineer the apps, and these
secrets become accessible, posing risks such as data leaks, and service abuse.

In this paper, we conduct a large-scale analysis of 10,331 Android and iOS apps
to study how secrets are embedded in mobile apps. Our methodology involves
extracting and validating credentials from app bundles and comparing the types
and frequency of embedded secrets across Android and iOS to identify systematic
differences between the two ecosystems. To assess temporal dynamics, we re-analyze
apps released in 2023 after their updates in 2024.

Our findings show that apps not only leak secrets required for functionality but
also unintentionally include sensitive information like markdown documentation, and
dependency management files.

We discovered 416 functional credentials across 65 services, including 13 Git cre-
dentials that grant access to 218 public and 2,440 private repositories. Our analysis
reveals that iOS apps are more likely to expose secrets, although information leaks
exist in both Android and iOS apps. Finally, we show that even if developers remove
embedded credentials in later versions, they frequently forget to revoke them, leaving
the credentials exploitable.

Publication The work presented in this Chapter resulted from a collaboration
with Sebastian Schrittwieser, and Edgar Weippl. It has been published at ACM
Conference on Computer and Communications Security (CCS), 2025 [299] where it
has been recogniced with the “Distinguished Paper Award.” I developed the static
analysis, conducted the evaluation, and wrote the paper. Sebastian Schrittwieser
advised the work, gave feedback, and revised the paper. Edgar Weippl also provided
feedback.

4.1 Introduction
Smartphone apps have become essential in daily life, with approximately 6.9 bil-
lion smartphone users worldwide depending on over 8.9 million apps in 2023 [157].
These apps handle our communications, finances, social interactions, and personal
health data, deeply integrating themselves into both our personal and professional
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lives. However, this widespread reliance creates significant security risks, particularly
when it comes to protecting sensitive information embedded within apps. Security
researchers recently uncovered that 13 widely-used mobile apps, some downloaded
millions of times, exposed sensitive cloud credentials [156]. These credentials can
enable attackers to manipulate or steal user data, potentially resulting in severe
privacy breaches.

The issue arises because developers embed sensitive data, such as API tokens
and authentication credentials, directly into the app’s code. While some of these
secrets are intentionally included for necessary functionality, developers also include
sensitive information inadvertently due to oversight or rushed development cycles.
An illustrative example is Snapchat, which unintentionally leaked portions of its
source code through its iOS app [82]. Once an app reaches users’ devices, its
embedded secrets become vulnerable to extraction through reverse engineering, often
referred to as a Man-At-The-End (MATE) threat model [96].

Given the scale of mobile app usage globally, the impact of compromised app
secrets is substantial. This threat is underscored by its inclusion in the OWASP
Mobile Top 10 of 2024, which ranks Improper Credential Usage as the highest security
risk [257].

In the past, researchers studied the exposure of secrets in public code repositories.
Meli et al. [219] performed a large-scale longitudinal analysis on secrets in GitHub
repositories using regular expression-based pattern matching. Jungwirth et al. [188]
analyzed secrets in dotfiles, which are often used as configuration files and hidden
by default in most OSes. Jin et al. [186] scanned GitHub for IoT cloud policies to
identify misconfigured cloud services. Further, several popular rule-based analyses,
such as Gitleaks[141] and TruffleHog [335], help to detect potential leaks of secrets
in code repositories.

Investigating secrets in mobile apps differs from examining code repositories, pri-
marily because repositories are explicitly intended for sharing code, making devel-
opers potentially more cautious about exposing secrets than in apps. Additionally,
repositories contain source code, whereas mobile apps distribute app bundles con-
taining compiled code, making secrets less immediately visible.

Still, the situation of secrets in mobile apps is under-explored. Earlier research
primarily examined the leakage of PII from mobile apps [89, 236, 288, 287] or targeted
specific types of secrets in the app’s executed code [367, 370, 220]. Zhou et al. [367]
employed static data flow analysis to detect AWS and email credentials in Android
apps. Zuo et al. [370] proposed LeakScope, an Android app analysis methodology
based on string VSA to identify wrongly configured AWS, Google, and Microsoft
cloud credentials. Mendoza et al. [220] extracted app-to-web communication to
detect vulnerabilities like web API hijacking. However, these works did not consider
the wide range of potentially shared information in mobile apps or information
unintentionally included in app bundles.

Our study differs from prior research in three important aspects: (1) We do not
limit our analysis to the app’s executable code. Snapchat previously leaked source
code by accidentally packaging it with the iOS app bundle. Such unintentionally
included data might hold secrets undetectable through code analysis methods. (2)
Android is not the only widely used mobile OS. Despite iOS having a 58% market
share in the US [170], large-scale studies of secret exposure within iOS apps remain
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notably absent in the literature. (3) Earlier studies typically provided only a snap-
shot, lacking an understanding of how secrets evolve over time, for example, whether
developers later remove or revoke them.

To get a complete picture, we first study the content of app bundles, addressing
RQ1: What files do mobile apps contain?. Those can range from binaries and
configuration files to unintentionally included items, like build scripts.

After understanding what files developers distribute in their apps, we focus specifi-
cally on their contents. We use a regular expression-based detection approach, similar
to those successfully used to identify secrets in code repositories. Through this, we
answer RQ2: What secrets do developers distribute in mobile apps?

Next, we investigate platform-specific differences by performing a large-scale, com-
parative analysis across 10,331 Android and iOS apps. This allows us to answer RQ3:
How does the situation differ between Android and iOS apps?

Developer responses significantly affect the security impact when secrets become
public. Effective responses include revoking compromised tokens and releasing up-
dates. To understand how developers handle such exposures over time, we updated
our original 2023 dataset in 2024 and investigate RQ4: How did the situation change
between 2023 and 2024?

In summary, we make the following key contributions:

• We performed a comprehensive analysis of files distributed within 10,331 An-
droid and iOS apps, and were able to show that developers share sensitive
information, e.g., dependency files, and documentation, by accident in the apps;

• We identified 416 valid credentials across 65 services, including highly critical
findings such as 13 valid Git credentials;

• To the best of our knowledge, we conducted the first large-scale analysis,
specifically examining secrets in both Android and iOS apps. Our results
underscore the importance of studying apps on both platforms, as we frequently
identified issues exclusive to one platform;

• We were able to highlight that even after developers remove credentials from
apps, they often neglect to revoke them, leaving these credentials exposed to
misuse.

Artifacts We publish our code and analysis artifacts to make our study reproducible
and to enable future work: https://github.com/CDL-AsTra/leaky_apps.

4.2 Threat Model, Secret Definition, and Mitigation

Threat Model Attackers may analyze downloaded apps to extract embedded se-
crets in a MATE attack scenario. Once an app containing secrets is published,
developers must assume that attackers can discover them. Malicious actors might
download and analyze a vulnerable version while it is available. Further, older
app versions remain accessible through third-party stores [28, 29], the Androzoo
dataset [7], or even directly from the Google Play Store [60] or Apple App Store [6].
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Figure 4.1: Overview of our methodology. We performed a large-scale analysis of
10,331 Android and iOS apps, collected twice, once in 2023 and in 2024.
We validated the identified credentials and automatically disclosed them
responsibly.

Secret Definition In our paper, we consider following information as secret: (1)
Information whose exposure might result in financial loss for app creators, e.g.,
API tokens with usage-based billing or proprietary source code; (2) Information
compromising user privacy, e.g., tokens granting access to online databases; (3)
Information exploitable by attackers to target users or developers, like documentation
containing internal URLs useful for social engineering.

Mitigation Our research aims to identify and responsibly disclose secrets found in
apps. We also aim to provide insights that help developers detect security issues
before publishing their apps.

When developers include tokens in apps, they must consider that attackers might
extract them. Thus, tokens should have access strictly limited to the required scope.
Further, app developers should monitor tokens closely and react immediately to any
misuse, such as unintended use of Google Map tokens that could lead to costs due
to pay-per-use charges.

If secrets are exposed or misused, developers should revoke them promptly and
assess whether more secure alternatives to embedding them in their apps exist. They
should review the scope of the credentials and investigate previous activities to detect
malicious usage. Developers must also have an update strategy prepared beforehand,
as without proper planning, revoking credentials could disrupt older app versions.

Applying code obfuscation might make discovering secrets more difficult, but it
does not prevent manual analysis. Therefore, developers should never rely solely on
obfuscation to protect sensitive data, especially when exposure could cause significant
harm.

4.3 Methodology

We designed a static analysis methodology for large-scale analysis of Android and
iOS apps to gain insights into the files and data they distribute. Figure 4.1 provides
a high-level overview of our approach.
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4.3.1 Large-scale Analysis
Our analysis pipeline includes three components written in Python: (1) file meta-
data extraction, (2) file reference detection, and (3) secret extraction using regular
expressions.

Metadata Extraction To study the contents of Android and iOS apps, we ex-
tract data from APK (Android) and IPA (iOS) files, both of which are bundled as
archives [273]. This allows for a unified processing approach across both platforms.
We also analyze split APK files, which Android uses to package language resources,
screen densities, and native libraries [24]. We process them the same way as the
main APK.

For each file within an app, we store its size, name, file path, suffix, and MIME
type. This metadata supports downstream analyses, such as identifying files that
may have been included unintentionally.

Reference Detection We identify filenames referenced within other files to infer
their potential use in the app. When a filename appears in other files, e.g., the app’s
binary, it typically indicates the file is accessed at runtime. This allows us to estimate
how different files are used based on these references.

To streamline this analysis step, we exclude media files and general configuration
files such as manifests or UI layouts since their usage is implicitly managed by the
OS.

Pattern Matching Pattern matching offers two key advantages over other ap-
proaches. First, it allows a unified methodology across Android and iOS, facilitating
direct comparison across platforms. Second, it enables the detection of secrets in
files not actively used by the app, as well as those written in other programming
languages such as JavaScript (JS) or code from cross-platform frameworks.

We use TruffleHog [335] to detect secrets, adapting it from its original purpose
of scanning code repositories. After reviewing its detection patterns, we extended
TruffleHog with seven additional rules sourced from Gitleaks [141] to enhance its
detection coverage. We include the complete list of rules as part of our artifact [303].
To improve efficiency, we separated secret verification from the initial detection
process. This prevents repeated and unnecessary validation requests when the same
secret appears across multiple apps. The decoupled approach allows us to pre-filter
results before verification, as detailed in Section 4.3.2.

As a preprocessing step to pattern matching, we run strings [127] on all non-text
files to extract printable strings. For Android apps, we additionally use JADX [137],
a decompiler that converts DEX bytecode into Java source code, which aligns more
closely with code found in public repositories.

4.3.2 Verification and Disclosure
Secret Validation

We developed our analysis methodology with attention to ethical standards and re-
sponsible disclosure practices. Validating detected secrets is necessary to avoid False
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Positive (FP) reports that could cause unnecessary effort for developers. Remote
validation introduces the risk of incurring costs if a service charges per request.
However, since we issue only one request per token and most services bill by volume,
we considered the practical risk to be low. Further, it aligns with validation strategies
done by related work of secret detection [106, 370].

We further reduce requests by eliminating FPs before remote validation through
rule-based heuristics. We discard results if a single detection rule flags 15 or more
potential secrets in one file. This threshold is based on our observation that some
rules may match unrelated patterns, such as hash values. We determined this cutoff
empirically and discuss the link between detection frequency and actual credentials
in Section 4.5.1.

We only perform remote validation after this filtering step. We selected endpoints
that return distinct status codes depending on token validity, see [303] for the list of
services. All validation requests do not alter data on remote servers. Further, we do
not retain any response content. Only status codes and error messages are used to
assess whether a credential is valid.

Responsible Disclosure

We responsibly disclosed all findings by contacting developer email addresses listed on
the Google Play Store, which we retrieved along with app packages. For reporting of
findings in iOS apps, we also used the corresponding Google Play developer addresses
as the Apple App Store did not offer explicit developer contact information until
February 2025 (we disclosed our findings in January 2025), and our dataset links
each iOS app to a matching Android version, see Section 4.3.3.

For each finding category, we used a template message to ensure clarity and con-
sistency. These templates include a description of the issue and proposed mitigation
steps (see Section 4.11 for an example). When a finding affected both the Android
and iOS versions of the same app, we combined the results into one report. However,
we did not merge findings across different apps, even if they were linked to the same
developer account. All reports were sent via our university’s mail server.

4.3.3 Cross-platform Dataset

To study both Android and iOS apps at scale, we used an updated version of the
cross-platform dataset introduced by Schmidt et al. [297]. Their dataset includes
both popular and randomly chosen apps. Using the matching method of Steinböck
et al. [320], and the Google migration API, they identified 10,862 iOS apps with
corresponding Android versions.

Since our analysis requires decrypted iOS apps and the original dataset included
encrypted versions, we used frida [8] to decrypt their dataset. We executed frida
on an iPhone 8 running iOS 16, which we had jailbroken with palera1n [259]. This
step reduced the usable set of iOS apps to 10,331 as decryption failed due to anti-
debugging protections [290, 369] and iOS version mismatch. We refer to this set of
apps as 2023 dataset, as the apps were downloaded from the Play Store and App
Store in 2023.
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To capture how the inclusion of secrets in mobile apps evolves over time, we re-
downloaded the latest app versions from the dataset in October 2024 from the official
stores. Of the original set, 8,702 Android apps and 9,212 iOS apps were still available.
We refer to the updated version as 2024 dataset.

4.3.4 Data Analysis

Significance Test To measure the significance of differences between Android and
iOS versions of the same app, as well as differences between app versions from 2023
and 2024, we perform dependent t-tests and calculate effect sizes using Cohen’s d.
For t-tests comparing 2023 and 2024, we include only apps that remained available
in 2024. For all statistical tests, we define the null hypothesis H0 as “There is no
difference between the two groups”, and the alternative hypothesis H1 as “There is a
difference”. We reject H0 when the resulting p-value is below the significance level
of 0.05.

Case Studies We select case studies manually based on factors such as the apps
relevance, revealing names, e.g., file or directory.

4.4 App Content

All numbers in this section refer to the 2023 dataset, which was chosen for better
comparison due to its equal number of Android and iOS apps. We provide insights
into the changes between the datasets from 2023 and 2024 in Section 4.7.

To understand what types of files apps contain, we categorized files based on their
suffix, see Table 4.1. We derived these categories by merging two existing GitHub
projects [104, 100] and manually reviewing the 500 most frequently used suffixes that
had not yet been categorized. In total, we mapped 876 suffixes to 17 file categories.

As expected, all successfully analyzed apps contained binary code, configuration
files, and system files. The overall percentage is slightly lower than 100% due to
analysis failures in 31 Android and five iOS apps caused by corrupted app bundles.

In the following, we report on file types that are typically not bundled with Android
or iOS apps but still appeared in our analysis.

4.4.1 Binaries

Windows

We found .exe and .dll binary suffixes, which are typically associated with Win-
dows, in 321 Android and 228 iOS apps. Manual analysis showed that 266 of these
apps were built using Microsoft’s cross-platform framework Xamarin [226]. These
Windows-related files contain Ahead-of-time (AOT) and Just-in-time (JIT) compiled
code designed for execution on mobile devices [224, 225]. Similarly, we discovered
.aspx files in 1,450 Android apps (14.04%) and one iOS app. All occurrences on
Android were linked to the Mono project [230], which is designed for cross-platform
development and also used by Xamarin [224].
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Table 4.1: File categories found in mobile apps. We categorized files based on their
suffix. The File columns show the number of files per category, while the
App columns indicate the number of apps containing at least one file of
the category. Note that, although every app requires a binary, the relative
number is below 100%, as our analysis failed for 31 Android and 5 iOS
apps due to corrupted archives.

 

File App File App

ai model 3,293 755 (7.31%) 2,772 491 (4.75%)
archive 17,634 7,977 (77.21%) 20,395 1,767 (17.11%)
audio 196,420 9,710 (93.99%) 219,218 5,309 (51.39%)
backup 9,333 67 (0.65%) 7,294 46 (0.45%)
binary 3,194,424 10,300 (99.70%) 965,111 10,326 (99.96%)
code 171,413 2,989 (28.93%) 238,994 2,574 (24.92%)
config 10,969,802 10,300 (99.70%) 2,905,998 10,326 (99.96%)
cryptography 10,770 1,801 (17.43%) 12,098 2,293 (22.20%)
database 46,120 4,922 (47.64%) 161,343 4,803 (46.50%)
game 220,644 3,484 (33.72%) 292,021 3,456 (33.46%)
image 7,927,423 10,297 (99.67%) 3,138,408 10,319 (99.89%)
split 87,939 1,066 (10.32%)
spreadsheet 26,208 347 (3.36%) 11,311 372 (3.60%)
system 494,928 10,249 (99.21%) 2,145,176 10,326 (99.96%)
text 258,319 7,631 (73.87%) 178,725 5,683 (55.01%)
video 68,333 2,734 (26.46%) 70,015 1,992 (19.28%)
web 281,587 7,004 (67.80%) 247,478 6,724 (65.09%)
other 751,212 8,628 (83.51%) 690,166 3,333 (32.26%)

In other cases, the binaries came from cross-platform libraries and included Win-
dows executables alongside the mobile versions.

Android and Java on iOS

We found .apk, .dex, and .jar files not only in Android apps but also in 57 iOS
apps (0.55%). None of these are directly executable on iOS [88]. Of these apps, 43
used MobiVM [228], a framework that allows Java-based development for iOS via
AOT compilation. Among the remaining 14, we found .dex and .jar files added by
libraries in 11 apps. In two apps, the included .apk files contained animation assets
rather than compiled code. The last app included a gradle-wrapper.jar file.

We also searched in Android apps for files with the MIME type x-mach-binary,
which typically indicates binaries for Apple platforms. We found them in 196 Android
apps (1.90%). Libraries included these files to run on multiple OSes.

Case Study: PayPal Business The PayPal business iOS app [263] contained the
file gradle-wrapper.jar belonging to a project that used gradle to generate Java
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code files with default values. Comments hinted that they also used the resulting
code files to generate Swift files for iOS.

The project also contained URLs of their internal Git and artifactory. Additionally,
it revealed a bug-tracking URL. Attackers could use that information for targeted
social engineering attacks.

4.4.2 Source Code and Scripts

App Code

We found source code files in 28.93% of Android and 24.92% of iOS apps. However,
not all code files are equally relevant. We distinguished between potential app code,
e.g., Java, Kotlin, Swift, or C++, and scripts, e.g., Python or Shell. To focus
on developer-authored code rather than libraries, we excluded files appearing in
more than two apps. We chose this threshold because our dataset contains both
Android and iOS versions. Further, we only considered code from programming
languages with at least ten files per app. We empirically determined this threshold
after observing that apps with fewer files generally include them as components of
libraries or package management systems. For instance, we found apps containing
Package.swift, which we separately discuss in Section 4.4.2.

We found code files meeting our criteria in 73 Android (0.71%) and 34 iOS apps
(0.33%). Java source files were the most common on Android, appearing in 63
Android apps (0.61%). Additionally, one iOS app (0.01%) also contained Java code
files. On iOS, Swift files were most prevalent, found in 23 apps (0.22%).

Case Study: Audible In the Audible app [58], we found Swift code labeled AlexaKit,
used to integrate Amazon Alexa. Notably, it included debugging code that sent error
logs to two email addresses. This code was removed in the version we downloaded
in 2024.

Case Study: Banking App The iOS banking app of Raiffeisen Romania [277]
included 152 Swift files containing the code of app features. This exposed code
could aid in reverse engineering and increase the risk of targeted social engineering
attacks, as files included developer names in their header comments.

Scripts

We separated web related scripts, e.g., JavaScript or TypeScript, as these are com-
monly used in mobile apps to render content via WebViews or similar components.
Beer et al. [65] reported that 80% of Android apps use Custom Tabs, another form
of in-app browsing. We found web-related files in 7,004 Android (67.80%) and 6,724
iOS apps (65.09%). The numbers may be lower than expected because apps can load
web resources directly from the Internet without bundling them in the app package.

Lua, Python, and Shell Scripts We found scripts in 144 Android (1.39%) and 294
iOS apps (2.85%). The most common scripts were shell scripts, which we discovered
in 40 Android (0.39%) and 158 iOS apps (1.53%), followed by Lua scripts in 70
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Android (0.68%) and 91 iOS apps (0.88%), and Python scripts in 24 Android (0.23%)
and 50 iOS apps (0.48%).

Developers often use shell scripts during development and sometimes forget to
remove them before release. For example, we found build scripts in the iOS versions
of the iRobot [181] and Microsoft Whiteboard [223] apps. These scripts did not
contain credentials, as they loaded secrets via environment variables, a best practice
to prevent leaks in code repositories [63]. As these cases show, this approach also
helps prevent secret exposure in mobile apps. Unlike public code repositories, where
code is shared intentionally, these script leaks likely happened unintentionally.

We found similar cases involving Python scripts. For instance, the Android version
of the Expedia app [114] included github_utils.py, used for opening pull requests,
and to retrieve domain information fetch_site_configs.py.

On iOS, the Firefox app [232] bundled a SyncIntegrationTests directory containing
six Python test scripts. The game JellyBlast [336] included Python scripts used to
enable debug features for users.

Unlike Python and shell scripts, Lua scripts are often part of the app’s core code, as
they are used by mobile development libraries such as MoonSharp for Unity [231] and
Corona SDK [91]. In addition to previously reported Lua usage, we found compiled
Lua scripts in 174 apps, 80 Android apps (0.77%) and 94 iOS apps (0.91%).

The role of these scripts becomes clearer when comparing their presence across
platforms. Of the 181 apps that included shell scripts on at least one platform, only
17 (9.39%) had them on both. For Python, 63 apps included scripts on at least
one platform, but only 11 (17.46%) did so on both. In contrast, 51 apps (46.36%)
included Lua scripts on both platforms, and 71 apps (68.93%) had compiled Lua
scripts on both. This pattern indicates that, typically, Lua scripts are intentionally
included as part of the app’s functionality, while Python and shell scripts are more
likely to have been bundled unintentionally during development.

Dependency Management

We found dependency management files in 372 Android apps (3.6%) and 697 iOS
apps (6.75%). An overview of these results is shown in Table 4.2.

These files can reveal the specific versions of libraries used, which helps attackers
identify outdated components with known vulnerabilities [101, 274]. They may also
reference internal repositories. If these references are misconfigured, they can enable
dependency confusion attacks in which an attacker publishes a package with the
same name to a public repository, such as NPM [249]. If the dependency manager
prioritizes public sources, it may fetch the malicious package instead of the intended
internal one. This can lead to remote code execution as the attacker is able to include
a pre-installation script in the package [68].

CocoaPods CocoaPods [85] is a popular dependency management system for Swift
and Objective-C [295]. In our analysis, we identified three file types that disclose
dependency details: Podfile files appeared in 92 apps (0.89%), Podfile.lock in 24 apps
(0.23%), and *.podspec files in 110 apps (1.06%). The Podfile defines which libraries
(pods) the app uses, their versions, and the repositories from which they should
be fetched. During installation, CocoaPods generates a Podfile.lock to store the
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Table 4.2: Number of dependency management files in our dataset. We summarized
all file types that occurred in fewer than 25 apps and label them as Other.
The number of findings in 2024 is related to the reduced number of 8,702
available Android and 9,212 iOS apps. We uploaded the full table [302].

2023 2024

   

C/C++/C# 7 (0.07%) 91 (0.88%) 5 (0.06%) 69 (0.75%)
CMakeLists.txt 3 (0.03%) 56 (0.54%) 2 (0.02%) 43 (0.47%)
Other 4 (0.04%) 40 (0.39%) 3 (0.03%) 32 (0.35%)
Dart 12 (0.12%) 9 (0.09%) 16 (0.18%) 18 (0.20%)
Go 3 (0.03%) 3 (0.03%)
Java 233 (2.26%) 7 (0.07%) 172 (1.98%) 6 (0.07%)
build.gradle 4 (0.04%) 6 (0.06%) 2 (0.02%) 6 (0.07%)
pom.xml 229 (2.22%) 1 (0.01%) 169 (1.94%)
Other 1 (0.01%) 1 (0.01%) 3 (0.03%)
Python 3 (0.03%) 4 (0.04%) 2 (0.02%) 7 (0.08%)
Ruby 6 (0.06%) 13 (0.13%) 5 (0.06%) 12 (0.13%)
Swift 3 (0.03%) 256 (2.48%) 4 (0.05%) 263 (2.85%)
Package.swift 3 (0.03%) 28 (0.27%) 4 (0.05%) 52 (0.56%)
Podfile 92 (0.89%) 78 (0.85%)
*.podspec 110 (1.06%) 100 (1.09%)
Other 48 (0.46%) 28 (0.30%)
Web 121 (1.17%) 336 (3.25%) 117 (1.34%) 234 (2.54%)
bower.json 50 (0.48%) 55 (0.53%) 40 (0.46%) 43 (0.47%)
package.json 107 (1.04%) 320 (3.10%) 104 (1.20%) 222 (2.41%)
package-lock.json 21 (0.20%) 25 (0.24%) 16 (0.18%) 24 (0.26%)
Other 20 (0.19%) 22 (0.21%) 19 (0.22%) 18 (0.20%)

Total 372 (3.60%) 697 (6.75%) 310 (3.56%) 588 (6.38%)

exact versions used, ensuring consistent builds. The .podspec files describe individual
libraries, specifying their name, version, source, and dependencies.

To assess the risk of dependency confusion attacks, we checked whether pod names
used in analyzed apps were unclaimed in the public CocoaPods repository. We found
that 81 iOS apps (0.78%) referenced at least one of 97 available pod names. Attackers
could register them, enabling the execution of malicious code on developer devices
or build servers when installing or updating dependencies.

Carthage and SwiftPM Carthage [75] and SwiftPM [321] are alternative package
managers for Swift and Objective-C. Unlike CocoaPods, they do not rely on a central
dependency repository which makes them immune to dependency confusion attacks.
However, other risks remain, e.g., attackers might use library and version information
to identify outdated libraries with known vulnerabilities.
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We found Package.swift files in 3 Android (0.03%) and 28 iOS apps (0.27%). More
apps contained Package.swift files than were flagged as including Swift source code.
This discrepancy results from our classification method, which requires at least ten
unique files in a single programming language to consider an app as containing source
code, which not all of these apps had.

Similar to Podfile.lock, the Package.resolved file records the dependency versions
which we found in 7 apps (0.07%). Further, 17 iOS apps (0.16%) contained Cartfiles
and 4 (0.04%) Cartfile.resolved.

Gradle and Maven We also discovered Android-related package management files,
including pom.xml, build.gradle, and gradle.lockfile. Specifically, pom.xml appeared in
229 Android apps (2.22%) and 1 iOS app (0.01%), build.gradle in 4 Android (0.04%)
and 6 iOS apps (0.06%), and gradle.lockfile in 1 Android app (0.01%).

The Maven pom.xml files contained only library descriptions of well-known li-
braries, while the build.gradle files mostly included automation scripts rather than
dependency declarations. As a result, their potential to expose sensitive information
was limited.

Web Unlike Java and Swift-related package managers, which we mostly found
on a single platform, package managers of various web technologies appeared on
both platforms. As discussed in Section 4.4.2, apps frequently embed web code
to streamline cross-platform development, reducing the need to implement features
twice. Still, we observed a higher prevalence of web-related dependency management
files in iOS apps, for example, package.json was found in 107 Android (1.04%) and
320 iOS apps (3.10%).

To assess the risk of dependency confusion, we analyzed npm package names and
found 17 that were unregistered in the public repository, spanning six apps. These
included three finance apps, two from Disney, and one health-related app.

4.4.3 Misc

Dotfiles and Dotdirectories

Hidden dotfiles are often used for configuration data in development environments
but are rarely needed in production apps. Jungwirth et al. [188] found that 73.6%
of code repositories leak potentially sensitive data through dotfiles.

Dotfiles In contrast to code repositories, dotfiles in released apps likely result from
oversight. Still, we found them in 126 Android apps (1.22%) and 869 iOS apps
(8.41%). The most frequent were .gikeep (701 files across 21 Android and 202 iOS
apps), .DS_Store (378 files in 33 Android and 161 iOS apps), and .gitignore (300
files in 21 Android and 202 iOS apps).

Dotdirectory We found dotdirectories in 8 Android apps (0.08%), containing a
total of 1,401 files, and in 922 iOS apps (8.93%), containing 3,190 files. The most
common was .AppLovinQualityService, present in 768 iOS apps. AppLovin is
a monetization library available for both Android and iOS [55]. This directory
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consistently included two files, called: AppLovinQualityService.json and AppL
ovinServiceRanges.json. Despite their suffix, these files contain binary data with
high entropy (e.g., 7.9), indicating encryption.

Other dotdirectories included .monotouch (found in 61 iOS apps), .vscode (2
Android and 29 iOS apps), and .swiftpm (19 iOS apps).

Case Study: Epic Seven In an iOS game app [317], we found an Apache subversion
directory .svn, which contained metadata about previous code changes.

Markdown

Markdown is a popular markup language for formatting text [213]. We found
Markdown files in 840 Android (8.13%) and 1,004 iOS apps (9.72%). These files
appeared for three main reasons: (1) apps used them to store text that they render at
runtime; (2) they were included as part of third-party dependencies—e.g., Markdown
files in the node_modules directory were present in 30 apps; (3) developers used them
for internal documentation but forgot to exclude them from production builds. We
classified these cases based on file location and whether the files were referenced in
binaries or resources.

Most Markdown files originated from third-party dependencies, found in 734 An-
droid apps (7.10%) and 636 iOS apps (6.16%). Files likely included unintentionally
were found in 91 Android apps (0.88%) and 398 iOS apps (3.85%).

Case Study: Decathlon Connect In the Decathlon Connect app [97], we found
Markdown files used for internal documentation, including component descriptions
and onboarding materials. These files pose a security risk, as they contained de-
veloper names, email addresses, and internal URLs, information that could aid in
reverse engineering or targeted social engineering attacks.

Case Study: Scan & Translate+ In the Scan & Translate+ [2] app, we found
general documentation that included a link to an internal repository, as well as a
Markdown file named REMOTE_SERVICES.md. This file listed various services along
with their credentials, including those used for premium features. If abused, these
credentials could allow unauthorized access to paid services, resulting in financial
costs for the app provider.

AI assets

The rise of AI and machine learning has introduced new security risks, like model
stealing, where attackers extract and reuse trained models [148, 176]. While running
AI tasks on-device improves privacy by avoiding data transmission to remote servers,
extraction of models bundled with an app is straightforward. We found AI-related
files in 755 Android apps (7.31%) and 491 iOS apps (4.75%). Not all of these are
sensitive, many are publicly-available, pre-trained models offering specific features.
For example, a Google model for barcode scanning [149] appeared in 347 apps, and
a face detection model [150] in 160 apps. However, we found unique models in 262
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Table 4.3: Coded content of responses to the responsible disclosure. Two researchers
manually coded the responses. Afterwards, they compared their code-
books, merged them, and discussed disagreements. We received 77 non-
automated responses, 37 about the app content, and 40 about secrets.

Responses Files Secrets Total

Aware of issue 2 (5.00%) 2 (2.60%)
Collaboration 1 (2.50%) 1 (1.30%)
Fixed 5 (13.51%) 8 (20.00%) 13 (16.88%)
Fix to expensive 1 (2.70%) 1 (1.30%)
Forward to team 16 (43.24%) 21 (52.50%) 37 (48.05%)
No critical issue 1 (2.70%) 1 (2.50%) 2 (2.60%)
No issue 1 (2.70%) 1 (2.50%) 2 (2.60%)
Old version/legacy 4 (10.00%) 4 (5.19%)
Questions 9 (24.32%) 3 (7.50%) 12 (15.58%)
Resubmit 4 (10.81%) 4 (5.19%)
Security address 6 (16.22%) 1 (2.50%) 7 (9.09%)
Will fix 3 (8.11%) 6 (15.00%) 9 (11.69%)

apps, which may include custom-trained ones. For apps available on both platforms,
we counted each model only once.

4.4.4 Responsible Disclosure

We contacted developers when their apps contained source code (in January 2025) or
dependency management files (in March 2025). We did not automatically report the
presence of markdown files, scripts, and dotfiles, as manual inspection showed that
these rarely contained sensitive data. If any of these files included valid credentials,
we disclosed them as described in Section 4.5.3. Additionally, we did not report
pom.xml and build.gradle files, as manual review indicated they carried minimal
risk (see Section 4.4.2). Nevertheless, even though such files might not be sensitive,
their inclusion increases app size and storage use on the user’s devices.

In total, we sent 661 disclosure emails on findings in the 2024 dataset: 117
regarding exposed source code, 535 about dependency management files, and 9
covering both. We received mail delivery failures for 69 messages. Within two
weeks, 37 developers replied with non-automated responses. In Table 4.3, we pro-
vided an overview of the responses. These were evaluated by two researchers who
independently analyzed their content. Overall, we had a positive impression of the
responses: five (13.51%) stated that they had already fixed the issue, and three
(8.11%) mentioned that they plan to fix it. However, one developer responded that
implementing a fix would be too expensive (2.7%), another argued that the issue was
not critical enough (2.7%), and one stated that it posed no issue in their case (2.7%).
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Table 4.4: Number of valid and invalid credentials in context of the number of
credential candidates of the same type detected per file. To minimize
validation requests, we did not attempt to validate credentials when we
found 15 or more credentials of the same type in a single file.

# Credential-type per File Valid Invalid Valid Ratio

1 327 5,374 5.74%
2 55 1,393 3.80%
3 11 611 1.77%
4 16 501 3.09%
5 3 262 1.13%
6 2 284 0.70%
7 162
8 126
9 2 181 1.09%

>9 & <15 854

Takeaways
To answer RQ1: What files do mobile apps contain?, we found:

• Mobile apps include numerous file types, including unexpected ones, e.g.,
Windows binaries and shell scripts;

• Files likely included unintentionally, such as source code, dependency
management files, or internal documentation written in Markdown. Those
files can expose sensitive security and privacy-related information;

• Even when these files do not pose security risks, they increase app size and
storage usage on user’s devices.

4.5 Secrets

After examining what types of files mobile apps include, we now address RQ2: What
secrets do developers distribute in mobile apps?

In this section, all credential counts refer to the combined datasets from 2023 and
2024. We include both years to capture all valid credentials present at the time of
analysis. A separate breakdown by year is provided in Section 4.7 to explore temporal
trends.

4.5.1 Hardcoded Credentials

Our rule-based detection identified 26,380 potential credentials. We applied a heuris-
tic that discards any file containing 15 or more credentials of the same service type, as
we observed that rules producing numerous findings within a file typically represent
FPs, e.g., hash values mistakenly matching token patterns. To minimize unnecessary
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Table 4.5: Number of valid and invalid credentials discovered for selected services.
We summarized the other 55 services for which we found at least one valid
credential as Other. We provide the full table online [304].

Valid Invalid Valid Ratio

AWS 58 85 40.56%
Alibaba 10 9 52.63%
Azure 1 52 1.89%
FTP 1 100%
GCP 1 24 4%
GitHub 9 15 37.5%
RazorPay 3 30 9.09%
Squareup 3 100%
Stripe 4 4 50%
Yelp 1 16 5.88%

Other 325 1.546 17.37%

validation requests for ethical reasons, we explored different thresholds by incremen-
tally increasing the cut-off and manually reviewing files containing potentially valid
secrets that would have been excluded. This reduced the number of candidates
to 10,164. Table 4.4 summarizes the distribution of valid and invalid credentials
based on the number of same-type credentials found per file. The majority of valid
credentials (327) came from files containing only one instance of a specific credential
type. In contrast, only 23 valid credentials were found in files with more than three
of the same type, demonstrating our heuristic’s effectiveness in filtering out FPs.

The 10,164 potential credentials identified came from 258 different categories.
After completing the validation requests, we confirmed 416 as valid (4.09%), spanning
65 services. In Table 4.5, we provide details for 10 services with confirmed valid
credentials. The FP rate varied significantly by credential type. This has three
reasons: (1) Some credential types are rarely used in mobile apps compared to code
repositories (for which TruffleHog was originally developed). For instance, none of
the 46 Dockerhub tokens were valid, while all three Squareup tokens were. Squareup
provides financial services for mobile payments. Thus, its scope aligns with mobile
apps. (2) All Squareup tokens used a consistent prefix (sq0idp-), making them
easier to detect accurately. (3) Some tokens consist of multiple parts, as seen with
YouTube and AWS credentials. For both, one part can be identified easily due to its
prefix, while the other lacks a clear pattern, leading to misclassification of unrelated
strings.

The valid credentials stem from 200 Android (1.94%) and 292 iOS apps (2.83%).
These totals do not match the overall number of valid credentials because 29 cre-
dentials appeared in multiple apps (x̄ = 1.12, sd = 0.56, max = 8). Android
and iOS versions of the same app were counted only once. In addition, we found
106 credentials in 117 apps across both platforms, often due to developers reusing
the same credentials. Overall, 67 apps contained more than one valid credential
(x̄ = 1.18, sd = 0.52, max = 5).
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Table 4.6: Number of apps with valid credentials. We categorized the apps by
their Android installation count and grouped categories below 1,000
installations into 0-1,000. Further, we show in  ∪  the number of
apps where we found a credential in the Android or iOS app.

   ∪ 

1,000,000,000+ 1 (0.01%) 1 (0.01%) 2 (0.02%)
500,000,000+ 0 (0.00%) 4 (0.04%) 4 (0.04%)
100,000,000+ 8 (0.08%) 8 (0.08%) 11 (0.11%)
50,000,000+ 7 (0.07%) 12 (0.12%) 14 (0.14%)
10,000,000+ 26 (0.25%) 50 (0.48%) 59 (0.57%)
5,000,000+ 18 (0.17%) 31 (0.30%) 38 (0.37%)
1,000,000+ 29 (0.28%) 48 (0.46%) 60 (0.58%)
500,000+ 14 (0.14%) 22 (0.21%) 30 (0.29%)
100,000+ 35 (0.34%) 44 (0.43%) 59 (0.57%)
50,000+ 11 (0.11%) 10 (0.10%) 15 (0.15%)
10,000+ 12 (0.12%) 16 (0.15%) 22 (0.21%)
5,000+ 1 (0.01%) 3 (0.03%) 3 (0.03%)
1,000+ 14 (0.14%) 17 (0.16%) 21 (0.20%)

0 - 1,000 24 (0.23%) 26 (0.25%) 35 (0.34%)

Total 200 (1.94%) 292 (2.83%) 373 (3.61%)

Popular Apps In Table 4.6, we break down our findings by the number of downloads
reported on the Play Store. Each app was counted only once, even if the finding
occurred in both its Android and iOS versions. Since the App Store does not
provide installation data, we used Play Store downloads as a proxy for iOS apps.
The median minimum installation count of apps with secrets was 1 million (MAD
990,500). Notably, two apps had over 1 billion installs, showing that even widely
used apps are affected by credential leaks.

Git Credentials

For Git credentials, we additionally performed a GET request to check repository
access and assess the potential impact. Valid tokens could allow attackers to push
malicious code, regardless of whether the repository is public or private. Private
repositories pose an additional risk by exposing internal company data, enabling
cloning and republishing of apps.

We identified 13 valid Git credentials: nine for GitHub, three for BitBucket, and
one for Gerrit. We also found nine GitLab tokens matching the prefix glpat-, but
none were valid. This may be due to their use in self-hosted GitLab instances.
However, we found no private GitLab URLs in the files containing the identified
tokens.

These 13 valid tokens granted access to 218 public and 2,440 private repositories.
One token alone had access to 1,140 private and 17 public repositories. Another

89



4 Leaky Apps: Large-scale Analysis of Secrets Distributed in Android and iOS Apps

Table 4.7: File categories of valid credentials. Web indicates that we found credentials
in JS files. Resources refers to credentials found in Info.plist, Manifest,
or Android resource files. Cross-platform denotes files related to cross-
platform or game libraries. Note that we found two Android and two iOS
credentials in two file categories each. Overall, we found 106 credentials
on both platforms.

   ∪ 

 Binary 133 (61.86%) 184 (59.93%) 277 (66.59%)
 Config 26 (12.09%) 15 (4.89%) 33 (7.93%)
 Cross-platform 17 (7.91%) 22 (7.17%) 25 (6.01%)
 Resources 5 (2.33%) 30 (9.77%) 35 (8.41%)
 Unintended 11 (3.58%) 11 (2.64%)
 Web 36 (16.74%) 47 (15.31%) 50 (12.02%)∑

Credentials 215 307 416

appeared particularly sensitive, providing access to six private repositories belonging
to a bank.

We manually investigated the causes for including Git credentials in mobile apps.
The two main reasons were: (1) leftover code in the app intended to trigger contin-
uous integration workflows, and (2) the inclusion of dependency management files.

Files Containing Credentials

Table 4.7 presents an overview of the file categories in which we identified hardcoded
credentials. We used the categoryWeb when we found credentials in JS files; Re-
sources for those located in Info.plist, AndroidManifest.xml, or other Android
resource files; Config for configuration files not tied to the operating system, such
as .json or .xml; Cross-platform for files associated with cross-platform or game
libraries; Binary for common compiled Android or iOS binary files; and Unintended
for files that are typically not expected in released apps, such as .gitlab-ci.yml,
.xcconfig, or shell scripts.

We found the majority of credentials in binary files, 133 on Android (61.86%) and
184 on iOS (59.93%). However, the second most frequent category is Web, with 36
credentials found in Android (16.74%) and 47 in iOS apps (15.31%).

This result highlights limitations in traditional static analysis methods, such as
VSA, which would usually overlook credentials embedded in web assets or require
substantial customization to detect them. The situation is similar for credentials
in cross-platform libraries, as each library may require a tailored analysis approach.
Moreover, we found 11 credentials (3.58%) in files likely included unintentionally,
making them especially difficult to detect using standard approaches.

We also identified 106 credentials shared across both platforms, with 93 (87.74%)
located in the same file category. For the remaining 13 (12.26%), discrepancies in
file locations were observed. For example, a Twitter consumer key was found in a
Prototype.xcconfig on iOS, while on Android, it was stored directly in the app’s
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bytecode. Similarly, an Infura key appeared in an Android bytecode but in a JS
file on iOS. The other differences were limited to binary, resource, and config file
categories.

4.5.2 JSON Web Tokens (JWTs) and Private Keys

Unlike hardcoded credentials discussed in the previous section, we did not test the
validity of found JSON Web Tokens (JWTs) and private keys. The presence of
private keys in mobile apps inherently violates their purpose, which is to remain
confidential. The security impact depends on how the key is used in the app. For
example, in a payment app [264], the private key was solely used for obfuscation, e.g.,
encrypting payloads before transmission. While knowing the key simplifies protocol
reverse engineering, it does not have further security implications.

We identified 212 private keys across 433 Android (4.19%) and 180 iOS apps
(1.74%). Among these, 29 keys appeared in more than one app, and six were found
in over 100 apps. These frequently recurring keys originated from default or test
values included in libraries such as the Google HTTP Client Library [146]. For this
evaluation, we counted findings in the Android and iOS versions of the same app as
a single instance.

The situation for JWTs is similar. These tokens are commonly used for user
authentication and authorization, and leaking them can enable unauthorized access.
In total, we found 1,378 tokens across 1,018 Android (9.85%) and 569 iOS apps
(5.51%).

A significant portion of this discrepancy stems from a single token in the 2024
dataset, included by the Unity library [337], which appeared in 645 Android apps.
Excluding this token, the number of affected Android apps drops to 385 (3.73%),
while the iOS count remains unchanged, resulting in more iOS apps with at least
one token. We also identified 75 tokens present in multiple apps, primarily due to
reuse by the same developer.

To further analyze the JWTs, we parsed their contents. Of the 1,378 tokens, 859
(62.34%) did not have an expiration date set, 69 (5.01%) were still valid for more
than ten years, and 392 (28.45%) were expired. We also searched for the keyword
admin and found it in 202 tokens (14.66%), only 11 of which were already expired.

In some cases, the credentials appeared unused, suggesting they may have been
unintentionally included for debugging or legacy reasons. Nonetheless, their pres-
ence can aid manual analysis and help uncover potential security or privacy issues.
Automatically determining the purpose of a private key or JWT is challenging, as it
requires understanding or executing the surrounding code, which we leave to future
work, see Section 4.8.

4.5.3 Responsible Disclosure

We automatically sent 422 emails to developers in January 2025 to report hardcoded
credentials. Of these, 12 messages (2.84%) failed to deliver. In total, we received 40
non-automated responses.

We provided insights into the responses in Table 4.3. Positively, eight (20%)
responded that they fixed it already, and six (15%) that they will fix it. Interestingly,
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four (10%) answered that the issue comes from legacy code or an old app version,
and two (5%) mentioned that they are aware of the issue.

Takeaways
To answer RQ2: What secrets do developers distribute in mobile apps, we
showed:

• We found valid credentials for 65 different services, including unexpected
ones such as GitHub;

• Credentials appeared not only in app binaries but also in files likely included
unintentionally. We identified 11 such cases;

• Developers embedded private keys and JWTs in their apps. Only 27.16%
of the tokens had already expired, and 18.52% contained indications of
administrator privileges.

4.6 Platform Differences
To answer RQ3: How does the situation differ between Android and iOS apps?,
we compare the contents of the apps and the credentials found. We highlight key
differences and explore potential factors contributing to discrepancies.

4.6.1 Files

As shown in Table 4.1, Android and iOS apps share similar distributions across
most file categories. However, archives and text categories deviate from this trend,
appearing more frequently in Android apps than in iOS apps (77.21% vs. 17.1%;
p < 0.01, d = 1.16 and 73.86% vs. 55%; p < 0.01, d = 0.33, respectively). The higher
prevalence of archive files in Android is primarily due to the OkHttp3 library which
includes the file publicsuffixes.gz present in 72.75% of Android apps. Similarly,
the increase of text files results from the presence of the androidsupportmultidexv
ersion.txt in 47.13% of Android apps.

Source Code, Scripts, Markdown As detailed in Section 4.4.2, our analysis iden-
tified 73 Android apps (0.71%) and 34 iOS apps (0.33%) containing source code files
that may reveal app code (p < 0.01, d = 0.04). In contrast, a greater share of
iOS apps included potentially unintended files: scripts (1.39% vs. 2.85%, p < 0.01,
d = −0.09), markdown files (8.13% vs. 9.72%, p < 0.01, d = −0.05; non third-
party 1.64% vs. 4.09%, p < 0.01, d = −0.11), dotfiles (1.22% vs. 8.41%, p < 0.01,
d = −0.25), and dotdirectories (0.08% vs. 8.92%, p < 0.01, d = −0.31). We observed
similar trends in the 2024 dataset, as we discuss in Section 4.7.

Factors Contributing to Platform Differences Two main factors explain these
differences. First, Android apps are more accessible for analysis, e.g., due to the
distribution of app bundles via third-party platforms such as APKPure [29] and
APKMirror [28]. As a consequence, previous research primarily focused on Android.
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Table 4.8: Comparison of valid credentials found in Android and iOS apps. We
display services with large differences separately.  ∩  indicates
credentials discovered on both platforms. We also report the p-value of a
dependent t-test and the effect size (d) calculated using Cohen’s d. We
provide the complete table online [301].

Services with
Major Differences    ∩  p d

AWS 31 47 20 <0.01 -0.02
Flickr 10 5 2 0.29 0.01
Github 4 6 1 0.41 -0.01
Infura 5 12 4 0.02 -0.02
OpenAI 1 13 0 <0.01 -0.02
OpenWeather 5 13 3 <0.01 -0.02
SlackWebhook 17 49 13 <0.01 -0.03

Other 142 162 63 0.01 -0.02

Second, Apple encrypts iOS app binaries [350], which may cause confusion among
developers about the encryption status of additional files in the app bundle. One
developer responding to our disclosure was surprised that Apple did not take any
measures to protect dependency management files that had been unintentionally
bundled with their app.

However, even if Apple would encrypt all files, they must be decrypted at runtime.
This makes it still possible to extract and analyze the content using jailbroken iOS
devices.

4.6.2 Hardcoded Secrets

Overall, fewer Android apps contained valid credentials compared to iOS apps (1.94%
vs. 2.83%, p < 0.01, d = −0.04). This difference is also reflected in the absolute
number of valid credentials found: 230 in Android and 352 in iOS apps. We identified
106 credentials shared across platforms, originating from 117 apps that included at
least one common credential in both their Android and iOS versions.

We identified fewer credentials than apps that share them across the platforms
because developers use the same credentials in multiple apps, see Section 4.5.1.

Services When we look at the services with valid credentials, we learn that a signif-
icant difference results from five services. iOS apps contained more valid credentials
for AWS, Infura, OpenAI, OpenWeather, and SlackWebhook. In contrast, Android
apps included more valid credentials for Flickr. The remaining services yielded 142
valid credentials in Android apps and 162 in iOS apps. We provide an overview in
Table 4.8. The table also shows the number of credentials found on both platforms,
underscoring the importance of analyzing both Android and iOS apps. For instance,
of the nine valid GitHub credentials, five were found exclusively in iOS apps and three
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Table 4.9: Comparison of valid credentials found in apps with at least 100 million
installations from 2023.  ∩  indicates credentials discovered in an app’s
Android and iOS version.

100,000,000+ in 2023    ∩ 

AWS 3 3 2
Alchemy 2
BrowserStack 1
Infura 1 3 1
LaunchDarkly 1
PubNubSubscriptionKey 1 1 1
SlackWebhook 1
TwitterConsumerkey 1 3
URI 1
Total 6 16 4

only in Android apps. Consequently, we would have missed a significant number if
we had only analyzed a single platform.

The most pronounced difference occurred with SlackWebhook credentials. We
identified 49 such credentials in iOS apps, 13 of which also appeared in the Android
version, while only four were exclusive to Android (p < 0.01, d = −0.03). SlackWeb-
hooks allow apps to send messages to Slack channels, with the severity of exposed
credentials depending on the channel’s purpose. In general, we consider this a lower-
risk issue. The AWS findings also showed a notable difference across platforms. We
found 11 credentials exclusively in Android apps, 27 exclusively in iOS apps, and 20
shared between both (p < 0.01, d = −0.02).

Files with Credentials A comparison of the file types containing credentials revealed
two key differences between the two OSes. On Android, credentials were more
frequently found in configuration files (12.09% vs. 4.89%), whereas on iOS, they
appeared more often in system resource files (2.33% vs. 9.77%). Additionally, we
identified 11 credentials in files likely included unintentionally in 9 iOS apps. These
included files such as .gitlab-ci.yml, *.xcconfig, and shell scripts. We provide a
detailed breakdown in Table 4.7.

Popular Apps In 2019, Google launched a bug bounty program for Android apps
with over 100 million installations [276], including third-party apps. However, the
program was discontinued in August 2024, just before we collected our dataset in
October [276].

We report the number of valid credentials found in the 2023 dataset for apps with at
least 100 million installations in Table 4.9. With two findings exclusively in Android
apps, 12 only in iOS apps, and four in both, the platform difference is significant
(p = 0.02, d = −0.1). Two of the iOS findings resulted from unintentionally included
files. In one case, we discovered a SlackWebhook token within a commented-out
block of a Swift file in a game app [238]. In another, a BrowserStack token appeared
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in a Java test file included with the Wattpad app [348] as part of test automation
code.

Discussion At first glance, Android apps seem to exhibit fewer credential exposures.
However, we also found several instances where credentials were present only in the
Android version. One likely reason is the better accessibility of Android app bundles,
which makes them easier to analyze and thus has historically received more research
attention. Additionally, Google’s bug bounty program likely had a positive impact
on popular apps. In Section 4.7, we revisit this topic to examine how findings shifted
after the program ended in 2024. Another explanation for platform-specific issues
is that different development teams may be responsible for each version, resulting
in inconsistencies in secure coding practices. Overall, our research underscores the
importance of analyzing both platforms, as many findings were exclusive to a single
platform.

Takeaways
To answer RQ3: How does the situation differ between Android and iOS apps?,
we showed:

• Unintentionally included files were more common in iOS apps. A potential
explanation is Apple’s closed environment, which limits accessibility and
complicates external security analysis;

• The pattern extended to credential exposures, with more valid credentials
identified in iOS apps;

• Despite identifying more issues in iOS apps, the situation on Android is only
slightly better. We also found cases where findings appeared exclusively in
the Android version of the app.

4.7 Changes in 2024
To answer RQ4: How did the situation change between 2023 and 2024?, we examine
shifts in the inclusion of files such as code and scripts, and highlight differences
related to credentials. To ensure comparability of relative values, we normalize the
results based on the updated 2024 dataset sizes of 8,702 Android and 9,212 iOS apps.

4.7.1 Files

A comparison of file categories between the 2023 and 2024 datasets revealed no
major overall changes. However, we observed a notable increase in iOS apps flagged
for potentially including source code: from 62 in 2023 (0.67%) to 156 in 2024 (1.51%).
This increase was more pronounced on iOS (p < 0.01, d = −0.04), while numbers
for Android remained relatively stable (p = 0.62, d = 0.01), with 66 in 2023 (0.76%)
and 76 in 2024 (0.74%).

Similarly, the occurrences of dotfiles and dotdirectories increased more notably in
the iOS dataset. In 2023, we identified dotfiles in 126 Android (1.22%) and 869
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Table 4.10: Comparison of files included in mobile apps across platforms and col-
lection years. The findings in 2024 are relate to the reduced number of
8,702 Android and 9,212 iOS apps.

2023 2024

   

Dotdirectory 8 (0.08%) 922 (8.92%) 11 (0.13%) 979 (10.63%)
Dotfile 126 (1.22%) 869 (8.41%) 122 (1.40%) 1,006 (10.92%)
Code 73 (0.71%) 34 (0.33%) 66 (0.76%) 62 (0.67%)
Markdown 840 (8.13%) 1,004 (9.72%) 918 (8.89%) 1,071 (10.37%)
Scripts 144 (1.39%) 294 (2.85%) 129 (1.48%) 232 (2.52%)

iOS apps (8.41%). In 2024, the relative number on Android slightly rose to 122
(1.40%, p = 0.54, d = −0.01), while it did clearly on iOS to 1,006 (10.92%, p < 0.01,
d = −0.07). Dotdirectories increased from 8 (0.08%) to 11 in Android apps (0.13%,
p = 0.25, d = −0.01), while on iOS, the number grew from 922 (8.92%) to 979
(10.63%, p < 0.01, d = −0.04), as detailed in Table 4.10.

For dependency management files, the number of findings stayed mostly constant,
as shown in Table 4.2. The most notable change concerned package.json files, which
dropped on iOS from 330 in 2023 (3.1%) to 222 in 2024 (2.41%, p < 0.01, d = 0.05).
In contrast, the numbers for Android remained relatively constant, with 107 in 2023
(1.04%) and 104 in 2024 (1.2% p = 0.47, d = −0.01).

4.7.2 Hardcoded Credentials

In Figure 4.2, we present the number of hardcoded credentials that were valid at the
time of testing. Notably, we identified 95 credentials in the 2023 dataset that, despite
their removal from the app version downloaded in 2024, remained valid. For example,
in the 2023 dataset, the Android version of the app com.viber.voip included AWS
credentials within a native library. Although these were removed in the 2024 version,
the credentials themselves remained valid. This finding is particularly concerning
given the app’s large user base, with over one billion installations. A possible expla-
nation for this practice is legacy support. Developers may remove credentials from
newer app versions but refrain from revoking them to prevent breaking functionality
in older versions, which could otherwise become non-functional.

Further, we found 99 credentials newly introduced in the 2024 app versions. The
total number of valid credentials remained nearly constant, with 317 valid credentials
in 2023 and 321 in 2024 (p = 0.01, d = −0.02). However, relative to the number of
apps analyzed, the numbers slightly increased in 2024, as 1,629 Android and 1,119
iOS apps were not available anymore at the time of the dataset update. The number
of valid credentials on Android decreased from 175 in 2023 to 161 in 2024, but the
relative share increased from 1.69% to 1.85% (p = 0.01, d = −0.03). We observed a
similar trend for iOS: 236 valid credentials in 2023 and 230 in 2024 (2.28% vs. 2.5%,
p = 0.17, d = −0.01). In general, we assumed a slight increase as we expected some
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developers to remove or revoke leaked credentials from newer builds. Still, others
also introduce new credentials that have not yet been revoked.

Credential Types We observed an increase in OpenAI credentials, rising from three
in 2023 to 11 in 2024 (p = 0.03, d = −0.67). The reason is likely the increased
popularity of generative AI [205].

The number of valid Git credentials also increased from 7 in 2023 to 12 in 2024
(p = 0.01, d = −0.2). The percentage of valid Git credentials rose from 25% to
36.36%. One possible reason could be that developers tend to revoke Git credentials
once they become aware of their exposure.

End of Google’s Bounty Program To examine the impact of the end of Google’s
bug bounty program in August 2024, we compared the number of valid credentials
found in apps with over 100 million installations across both years.

In the 2023 dataset, we identified valid credentials in 5 Android and 11 iOS apps
exceeding 100 million installations. In 2024, the number of affected iOS apps slightly
decreased to 8, while the number for Android increased to 7. The difference between
platforms in 2023 was statistically significant (p = 0.02, d = −0.1), but this was no
longer the case in 2024 (p = 0.29, d = −0.05).

Takeaways
To answer RQ4: How did the situation change between 2023 and 2024?, we
showed:

• The types of files included in mobile apps remained mostly constant across
both years;

• Even if developers removed credentials from apps, it does not necessarily
mean they also revoked them;

• We observed a slight increase in credential exposure in popular Android
apps, possibly linked to the termination of Google’s bug bounty program.

4.8 Limitations and Future Work
Our analysis faces limitations inherent to static analysis. For example, we are
unable to detect encrypted credentials or files that are dynamically downloaded
during runtime. Future work could address such limitations by triggering decryption
routines in apps, e.g., with VSA or dynamic forced code execution. Also, pattern-
based secret detection faces limitations. Basak et al. [62] reported a high number of
FPs and False Negatives (FNs). We eliminate all FPs from our pattern matching
results by remotely validating our findings. Thus, our results represent a lower bound,
highlighting the severity of our findings.

Developer responses to our findings regarding dependency management and in-
cluded source code revealed a lack of awareness that such files could be packaged with
production apps. One developer expressed surprise that Apple does not obfuscate or
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Figure 4.2: Valid credentials discovered in Android and iOS apps. The numbers
above the bars indicate the amount of credentials discovered. The
removed bar represents credentials present exclusively in the 2023 app
version. Conversely, the new bar highlights credentials detected solely in
2024.

encrypt these files. This suggests that future research should investigate developers’
mental models related to file inclusion in mobile apps and explore strategies to
improve their awareness.

We did not attempt to detect misconfigurations related to information that de-
velopers intentionally include in apps. Prior work has demonstrated the risks of
misconfigured services, such as publicly accessible AWS S3 buckets [90]. Detect-
ing such misconfigurations typically requires knowledge of resource identifiers, e.g.,
bucket names and regions, which mobile apps may reveal. Similarly, Jin et al. [186]
showed that improperly configured IoT access policies can lead to data leakage. They
identified such issues through analysis of online code repositories. Future work could
extend this by inferring misconfigurations from app content.

Future research could target context-dependent secrets, such as JWTs. For these
cases, dynamic analysis or AI-based methods could be used to interpret application
logic and better understand the context in which values are used.

4.9 Related Work

Secrets in Git Repositories In previous research, pattern-matching approaches
have been frequently used to detect secrets in Git repositories [313, 115, 219, 188,
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349]. Meli et al. [219] conducted a large-scale longitudinal analysis of public GitHub
repositories to identify secrets and private key leaks. Koishybayev et al. [193] high-
lighted the security risks of CI/CD pipelines executing arbitrary code from untrusted
sources and proposed an early warning system to detect security risks, including the
exposure of secrets in Git repositories.

Moreover, researchers have explored machine learning techniques to improve secret
detection in Git repositories [292, 119, 210, 175, 248]. For instance, Saha et al. [292]
used machine learning to reduce false positives and expand the range of detectable
secrets.

Others focused on developers’ perspectives by analyzing why secrets leak, the
challenges developers face in preventing exposure, and mitigation techniques [196,
275, 63].

Analyzing mobile apps for secrets comes with two major differences compared to
analyzing code repositories: (1) The analyzed code format differs. While repositories
primarily contain source code, mobile apps are distributed in compiled binary form,
making extraction and analysis more complex. (2) The purpose of these platforms
differs. Repositories facilitate collaboration among developers, whereas apps are built
for end-users.

Researchers have also applied regular expression-based detection beyond code
repositories. Yadmani et al.[106] employed this method to uncover secrets stored
on cloud storage servers. Similar to our work, they validated detected credentials
and responsibly disclosed their findings. Dahlmanns et al.[95] applied this approach
to Docker container images. However, as with code repositories, the purpose and
format of data shared through cloud storage services and container images differ
significantly from those of mobile apps.

Mobile Analysis Previous work often focused on privacy aspects of mobile apps, in
particular leaks of PII [89, 236, 288, 287] or permission models to protect personal
data [283, 297, 358, 209]. In contrast, our study takes a different direction, we focus
on secrets embedded in released mobile apps instead of privacy aspects.

Previous work on mobile app analysis researched the threat of hardcoded crypto-
graphic keys and credentials in mobile apps [347, 118, 124, 220, 142]. Schrittwieser
et al. [307] identified authentication bypass vulnerabilities in popular messenger apps
based on protocol analysis. Zhou et al. [367] used data flow analysis to find email
and Amazon AWS credentials in Android apps. Mendoza et al. [220] developed a
methodology to identify credential misuse in two iOS SDKs and showed their real-
world impact by analyzing 100 apps. Zuo et al. [370] analyzed Android apps to find
potential data leaks of cloud APIs due to authentication and authorization issues.

In contrast to existing work, we studied Android and iOS apps to compare the
situation on both platforms. Furthermore, we adopted a broader perspective rather
than limiting our analysis to specific credentials or those strictly required by the app
to function properly. This allowed us to identify sensitive information in files that
developers likely included unintentionally, such as source code or documentation, and
to examine files originating from cross-platform libraries and embedded web content.

Baskaran et al. [64] and Zhang et al. [362] studied secrets included in so-called
super-apps which support third-party mini-programs to extend their functionality.
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In contrast, we conducted a large-scale analysis of Android and iOS apps without
restricting our scope to the ecosystem of individual super-apps.

4.10 Conclusion
Our analysis revealed that mobile apps often contain unintentionally added files,
exposing security- and privacy-sensitive information. These files included markdown
documentation, source code, and dependency management files. In particular, de-
pendency management files can pose a critical risk by enabling remote code execution
on developer machines or build servers. We identified this threat for 114 dependencies
declared in 87 apps (0.84%).

We also uncovered 416 valid credentials spanning 65 different services. Notably,
this included 13 Git credentials that provided access to 218 public and 2,440 private
repositories. These issues were not limited to niche apps: We identified two apps
with over one billion installations, and the median installation count across affected
apps was one million.

Overall, our findings showed a higher prevalence of such issues in iOS apps.
However, we also documented findings exclusive to either the Android or iOS version
of the same app. This underlines the importance of analyzing apps from both OSes.

In some cases, developers removed hardcoded credentials or unintended files from
newer app versions. However, this alone does not eliminate the risk. Attackers may
have already downloaded earlier versions or still have access to them. Developers
should, therefore, carefully audit app bundles before release, and when removing
credentials, they must also revoke them. However, this does not always happen. We
found 95 credentials that had been removed from the 2024 app version but remained
valid.

4.11 Appendix

Dear {Developer_Name } ,

We are s e c u r i t y r e s e a r c h e r s from the U n i v e r s i t y o f Vienna studying Android and
↪→ iOS apps . During our research , we d i s c o v e r e d in your { plat form } app ({
↪→ app_name}) the f o l l o w i n g f i n d i n g :

∗∗ Hardcoded C r e d e n t i a l s ∗∗ We found hardcoded AWS c r e d e n t i a l s ( a c c e s s and
↪→ s e c r e t key ) {CREDENTIALS} ( removed par t s o f the key from the mail ) in the
↪→ f o l l o w i n g f i l e {FILE } . The c r e d e n t i a l s can g ive a t t a c k e r s unauthor ized AWS
↪→ c loud r e s o u r c e a c c e s s and might l ead to data breaches on AWS. We recommend
↪→ revok ing the keys and us ing Amazon Cognito i n s t e a d .

Despite bes t e f f o r t s , some f i n d i n g s might be f a l s e p o s i t i v e s or a l r eady f i x e d
↪→ in the l a t e s t v e r s i o n .
I f you have any f u r t h e r q u e s t i o n s or comments , p l e a s e contact us .
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5 Supply Chain Insecurity: Exposing
Vulnerabilities in iOS Dependency
Management Systems

Abstract
Dependency management systems are a critical component in software development,
enabling projects to incorporate existing functionality efficiently. However, miscon-
figurations and malicious actors in these systems pose severe security risks, leading
to supply chain attacks. Despite the widespread use of smartphone apps, the security
of dependency management systems in the iOS software supply chain has received
limited attention.

In this paper, we focus on CocoaPods, one of the most widely used dependency
management systems for iOS app development, but also examine the security of
Carthage and Swift Package Manager (SwiftPM). We demonstrate that iOS apps
expose internal package names and versions. Attackers can exploit this leakage
to register previously unclaimed dependencies in CocoaPods, enabling remote code
execution (RCE) on developer machines and build servers. Additionally, we show
that attackers can compromise dependencies by reclaiming abandoned domains and
GitHub URLs.

Analyzing a dataset of 9,212 apps, we quantify how many apps are susceptible to
these vulnerabilities. Further, we inspect the use of vulnerable dependencies within
public GitHub repositories. Our findings reveal that popular apps disclose internal
dependency information, enabling dependency confusion attacks. Furthermore, we
show that hijacking a single CocoaPod library through an abandoned domain could
compromise 63 iOS apps, affecting millions of users.

Finally, we compare iOS dependency management systems with Cargo, Go mod-
ules, Maven, npm, and pip to discuss mitigation strategies for the identified threats.

Publication The work presented in this Chapter resulted from a collaboration with
Gabriel Gegenhuber, Edgar Weippl, and Sebastian Schrittwieser. It is currently
under submission and a preprint is available online [300]. For this work, I developed
the analysis, conducted the evaluation, and wrote the paper. Gabriel Gegenhuber
revised the paper and Edgar Weippl provided feedback. Sebastian Schrittwieser
advised the work, gave feedback, and revised the paper.

5.1 Introduction
Libraries and dependency management systems form the backbone of software devel-
opment by allowing developers to integrate existing functionality efficiently. Public
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dependency repositories host millions of packages [355]. Due to transitive dependen-
cies, installing a single library can implicitly introduce dozens of additional pack-
ages [368]. Each included dependency expands the attack surface, as demonstrated
by incidents such as the event-stream compromise [125] and the XZ Utils backdoor [3].
Therefore, a single malicious library can compromise all dependent projects and any
device running software that integrates the malicious package.

These attacks exploit the trust developers place in the software supply chain.
Supply chain attacks are difficult to detect because they originate from sources that
developers inherently trust. For instance, in the SolarWinds compromise, attackers
infiltrated the update server and distributed malicious code to over 18,000 customers.
The breach remained undetected for at least nine months [352].

Researchers have investigated software supply chain risks through dependency
management systems in the past. Zimmermann et al. [368] analyzed the npm ecosys-
tem and demonstrated the cascading impact of vulnerable and malicious libraries
through direct and transitive dependencies. Zahan et al. [360] identified weaknesses
in npm, such as abandoned domains used for maintainer email addresses, which can
facilitate supply chain attacks. Ohm et al. [250] discovered 174 malicious libraries
distributed across npm, PyPI, and RubyGems. Birsan [68] showed that package
names can leak through GitHub repositories and websites, enabling dependency
confusion attacks that result in RCE. Furthermore, Gu et al. [154] identified twelve
threats to dependencies hosted on five package repositories and their mirror servers.

Prior work has not analyzed software supply chain risks in the context of iOS apps,
despite the deep integration of mobile apps in our daily life [299] and the dominant
iOS market share of 58.68% in the United States [319]. Such attacks could impact
millions of users worldwide.

Mobile apps are distributed to end-user devices. Thus, attackers can reverse
engineer them, revealing insights into an app’s supply chain, a scenario known as the
MATE threat model [96]. We leverage this property to show that iOS apps expose
dependency information, enabling RCE on developer machines and build servers.
Moreover, the exposed information creates opportunities for targeted dependency
hijacking attacks.

To the best of our knowledge, we are the first to study supply chain attacks on iOS
apps. To do so, we evaluate attack surfaces on dependency management systems,
focusing on technical issues instead of social engineering techniques, and answer
RQ1: Which supply chain issues do iOS dependency management systems face?
After gaining an understanding of supply chain attacks, ranging from dependency
confusion to dependency hijacking attacks, we measure the impact of the discovered
vulnerabilities on a dataset of 9,212 iOS apps and open-source projects on GitHub
to answer RQ2: How many iOS apps are vulnerable to supply chain attacks? Finally,
to better understand existing defense mechanisms against the discovered vulnerabil-
ities, we evaluate the security properties of five additional dependency management
systems and answer RQ3: How can dependency management systems protect against
the identified vulnerabilities?

In this paper, we show that iOS apps reveal internal library names, which can lead
to RCE on developer machines and build servers. We demonstrate this attack and
responsibly disclosed the vulnerability in mobile apps from nine companies.
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We further highlight the risks posed by abandoned domains and GitHub names-
paces. Attackers can exploit these to hijack iOS dependencies used by at least 162
apps in our dataset, potentially affecting millions of users globally.

By expanding our study to five additional dependency management systems: Cargo,
Go modules, Maven, npm, and pip, we discuss potential mitigation strategies and
highlight that the identified issues are not confined to the iOS ecosystem.
In summary, we make the following key contributions:

• We show that iOS apps reveal their internal dependency names and versions,
which can lead to RCE on developer machines and build servers when dependency
management files are misconfigured;

• We demonstrate that dependencies are vulnerable to hijacking attacks, affecting
162 apps (1.76%) in our dataset.

• We analyze five additional dependency management systems to evaluate how they
address the identified vulnerabilities. Our findings further show that Go and npm
share similar conceptual weaknesses.

5.2 Dependency Management and Attacks
In this section, we describe the recurring properties of dependency management
systems and provide an overview of attack scenarios analyzed in this paper.

5.2.1 Dependency Management Systems

Dependency management systems have two aspects that are crucial for the attacks
we study in this paper: (1) the location where dependencies are hosted and (2) the
mechanisms used to manage library ownership.

Dependency Location

Dependency management systems follow two models for hosting libraries: centralized
or decentralized. In the centralized model, dependencies reside in a central repository.
For instance, CocoaPods [85] provides a GitHub repository that enables developers to
discover and integrate libraries by specifying their names. In contrast, SwiftPM [321]
implements a decentralized model that requires developers to define the location of
each dependency explicitly. These locations can be given as URLs to Git repositories,
such as those hosted on GitHub, or as local file paths.

Since not every dependency should be publicly accessible, dependency manage-
ment systems with a central repository typically provide mechanisms to host private
dependency repositories or specify dependency locations.

Dependency Ownership

The second key aspect is the ownership model of the dependencies.
In centralized systems, the management system is responsible for the ownership,

making security dependent on the correctness and robustness of its implementation.
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In decentralized systems, ownership is determined by control over the URL that
hosts the dependency. When dependencies are hosted on GitHub, for example,
ownership depends on GitHub’s URL resolution.

5.2.2 Attack Scenarios
In this section, we present supply chain attack scenarios targeting dependency man-
agement systems.

Dependency Confusion

Dependency confusion attacks were introduced by Birsan [68], who demonstrated
that pip [266], and npm [249] are vulnerable. In this attack scenario, an adversary
registers a package in a central dependency repository using the same name as a
dependency hosted in a private repository.

If the dependency management system prioritizes public packages over private
ones or is misconfigured, it resolves the dependency to the attacker-controlled version
instead of the intended internal one. As a result, attackers can achieve RCE on build
servers or developer machines that install the dependency, provided the dependency
manager supports code execution during dependency installation.

Typo Squatting and Social Engineering

Typo squatting attacks exploit typographical errors that developers make when
specifying dependency names [368, 239, 328]. Attackers register packages with names
that closely resemble other library names, tricking developers into installing malicious
packages instead of intended ones.

Similar strategies include grammatical substitutions and semantic modifications of
package names, as shown by Neupane et al. [239].

In contrast to dependency confusion, which exploits technical issues, typo squat-
ting relies on human errors. Thus, it is similar to social engineering, which was also
used in the past to hijack dependencies. For example, the XZ Utils backdoor [3]
and the event-stream incident [125] succeeded through social engineering. Attackers
convinced maintainers to transfer ownership, allowing them to inject malicious code
into the packages.

We consider typosquatting and direct social engineering attacks out of scope for
this paper, as they exploit human behavior rather than technical vulnerabilities.

Package Hijacking

Another threat is dependency hijacking attacks, in which attackers gain ownership
of existing libraries. The feasibility and execution of these attacks depend on the
library’s hosting location. In centralized repositories, the security depends on the
repository’s ownership implementation. In decentralized settings, the critical factor
is control over the URLs that host the dependencies.
Abandoned GitHub URLs. An attack vector for hijacking dependencies stems
from URL ownership [154]. Since dependencies are frequently hosted on GitHub,
their URL management plays a critical role.
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GitHub allows users to rename or delete their accounts. When a user renames
an account, GitHub redirects the old repository URL to the new one. For ex-
ample, if a user called conference2025 owns the repository proceedings and re-
names the account to conference2026, then https://github.com/conference2025
↪→ /proceedings automatically redirects to https://github.com/conference2026
↪→ /proceedings. GitHub refers to the username as a namespace and the repository
name as the image-name. We use this terminology throughout the paper for consis-
tency.

This redirect remains active until another user registers the previously abandoned
namespace conference2025 and creates a repository with the same image-name
proceedings. At that point, the URL https://github.com/conference2025/
↪→ proceedings resolves to the repository owned by the other user.

If a dependency management system uses this URL to fetch the library, the new
user can inject malicious code into the package. From a usability perspective,
the redirect mechanism prevents broken links and supports seamless transitions.
However, from a security standpoint, it obscures dependency hijacking attacks by
preserving apparent functionality even after the namespace has changed.

To mitigate this risk, GitHub recommends updating all URLs after renaming a
namespace. Additionally, GitHub permanently retires, and thereby blocks the reuse
of specific namespace and image-name combinations. In 2018, GitHub announced it
would retire namespaces linked to repositories that had received at least 100 clones
within a week [139]. In 2023, this policy was extended to retire any namespace and
image-name combination where the associated image has more than 5,000 down-
loads [140].

Abandoned Domains. Dependencies can be hosted on custom domains. If such a
domain expires and becomes available, also referred to as an abandoned domain, an
attacker can register it and take control of the dependencies.

Unlike GitHub URL hijacking, where redirects preserve repository availability,
dependencies hosted on custom domains become temporarily unavailable during the
period between domain expiration and hijacking. This unavailability increases the
likelihood that developers or automated systems detect the issue, which could make
such attacks easier to identify.

5.3 iOS Dependency Management

In this section, we provide an overview of dependency management systems used by
iOS apps, and study attack scenarios which we evaluated on toy examples to answer
RQ1: Which supply chain issues do iOS dependency management systems face?

5.3.1 CocoaPods

CocoaPods, launched in 2011, uses a central dependency repository and is used in
over 3 million apps [85].

105



5 Supply Chain Insecurity

source 'https :// cdn. cocoapods .org/'
source 'https :// github .com/Artsy/Spec '
use_frameworks !

target : MyApp do
project 'MyApp .xcodeproj '

pod 'GoogleAnalytics '
pod 'OCMock ', '~>2.27 '
pod 'Aerodramus ', '2.1.4 '
pod 'Artsy +UIFonts ', '2.1.4 '

end

Listing 5.1: A Podfile that is vulnerable to dependency confusion attacks due to
the inclusion of both public and private dependencies. The example
is adapted from the CocoaPods Podfile guide, which we identified as
vulnerable [84].

Dependency Confusion Attacks

CocoaPods supports the use of both internal and external dependency repositories.
Combined with the possibility of executing arbitrary code during installation, it is
vulnerable to dependency confusion attacks once developers mix dependency repos-
itories without explicitly specifying dependency locations.

In Listing 5.1, we show a vulnerable Podfile, CocoaPods’ dependency file, based
on the official CocoaPods documentation [84]. Notably, the documentation is itself
susceptible to dependency confusion attacks.

Line one specifies the public CocoaPods repository, and line two adds an internal
dependency repository. The order of these entries is critical, as it determines the
precedence for resolving dependencies. Lines seven and eight declare two dependen-
cies from the public repository, followed by private dependencies retrieved from the
internal repository.

If an attacker registers private dependencies in a public repository and includes
malicious code that executes during installation, any developer updating dependen-
cies risks compromising the device. To succeed, the attacker must publish matching
version numbers corresponding to those specified in the Podfile.

Podfiles can also use wildcards for versions. In Listing 5.1, no version is specified
for the library GoogleAnalytics, so it downloads the highest version available.
In contrast, the wildcard for OCMock ’∼> 2.27’ leaves the third (patch) version
undefined, resulting in the highest matching patch version being downloaded. Al-
ternatively, versions can be restricted using >, >=, <, and <=, or by explicitly
specifying the version, as done for Aerodramus, and Artsy+UIFonts.

After the initial installation, CocoaPods generates a Podfile.lock file that records
the versions and sources of the downloaded dependencies. Subsequent installation
commands rely on this file rather than resolving dependencies again. To update this
information and potentially confuse CocoaPods into downloading a library from a
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public repository instead of the intended one, the update command must be used
instead of the install command.

Dependency confusion attacks enable attackers to gain RCE on developer machines
and build servers via the prepare_command, which allows the execution of arbitrary
shell code. To directly compromise the mobile app’s code through dependency con-
fusion, an attacker must publish a malicious version of a functional dependency. This
malicious package must implement all expected functions to ensure that the build
process completes successfully and the app exhibits identical behavior. Otherwise,
bugs and missing functionality could lead to the detection of the attack.

Since dependency confusion typically occurs when internal dependency repositories
are used, it is unlikely that the source code of these libraries is publicly available.
Consequently, attackers must first obtain the code, for instance, through RCE, or
reverse engineer it from the app’s binary. However, accurately reverse engineering a
complex dependency is inherently difficult and error-prone.

Finding Internal Dependencies. Compared to other ecosystems, attackers tar-
geting iOS apps benefit from the MATE setting. A key information needed for
dependency confusion attacks is the internal dependency name and version. Both
can be extracted from published apps.

In previous attacks on npm or pip, Birsan [68] identified such names by analyzing
leaked dependency management files in public code repositories or by detecting
dependency management files embedded in JS. In contrast, iOS apps directly leak the
dependency names and versions through their directory structure and configuration
files.

If a Podfile includes the use_frameworks keyword, CocoaPods builds each de-
pendency as a separate framework. These frameworks appear in the app bun-
dle under the Frameworks directory, following the naming scheme framework_-
name.framework [101]. Typically, the framework name matches the library name,
although libraries may override it using the module_name or header_dir fields in
their specification file (.podspec). As we show in Section 5.4, only a small fraction
of libraries use these overrides.

The second critical piece of information for dependency confusion attacks is the
version of an internal library, which iOS apps also reveal. Within each .framework
directory, CocoaPods includes an Info.plist file that contains the fields CFBundle
Version and CFBundleIdentifier. By default, unless explicitly set by the library
developer, the CFBundleVersion shows the version of the dependency. Moreover,
the CFBundleIdentifier can reveal the use of CocoaPods, as it adds the prefix or
g.cocoapods to the library name.

This metadata can help attackers identify vulnerable apps and reconstruct the
dependency names and versions necessary for dependency confusion attacks.

Mitigation. In Listing 5.2 we provide an updated Podfile that is no longer
vulnerable to dependency confusion attacks. Developers can address the issue in
two ways. First, by changing the order of the sources, which determines the priority
CocoaPods uses when resolving dependencies. Second, by explicitly specifying the
location of the internal dependency, as done in line 10.
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source 'https :// github .com/Artsy/Spec '
source 'https :// cdn. cocoapods .org/'
use_frameworks !

target : MyApp do
project 'MyApp .xcodeproj '

pod 'GoogleAnalytics '
pod 'OCMock ', '~>2.27 '
pod 'Aerodramus ', '2.1.4 '
pod 'Artsy +UIFonts ', :git => 'https :// github .com/artsy
↪→ /Artsy - OSSUIFonts .git ' :tag => '2.1.4 '

end

Listing 5.2: A modified version of Listing 5.1 that prevents dependency confusion
attacks. By changing the order of sources, CocoaPods resolves
dependencies from the internal repository first. An alternative mitigation
is to specify the source of internal dependencies explicitly.

Since our example builds on the Podfile from the official CocoaPods documenta-
tion, we reported their example as vulnerable and recommended updating it accord-
ingly.

Dependency Hijacking

CocoaPods implements its own user management, which requires authentication and
authorization to create and update dependencies. No password is required to log in
to CocoaPods. Instead, CocoaPods sends a confirmation link to the registered email
address. As a result, accounts associated with email addresses from abandoned
domains become vulnerable to hijacking attacks.

This threat is further amplified by the fact that publishing new versions can occur
silently, even when multiple accounts own a dependency. Typically, all dependency
owners receive a notification email when a new library version is published or an old
version is deleted. However, neither removing nor adding an account as a library
owner triggers any notification. Consequently, attackers could remove other owners
from a library, introduce malicious changes, and later re-add the original owners
unnoticed.

Moreover, CocoaPods does not directly host libraries. Instead, they forward
requests to the URLs that hosts them. As a consequence, attackers can hijack
libraries if they manage to hijack their URLs, e.g., through abandoned GitHub
namespaces or abandoned domains.

Once a dependency is installed, the Podfile.lock stores the library version and
the checksum of its specification. Since the checksum is calculated over the spec-
ification file [86], and not the entire library, attackers can hijack the URL and
silently inject malicious code. CocoaPods caches libraries locally, thus malicious
modifications are fetched from the URL only if a developer downloads the dependency
for the first time or explicitly clears the cache.

108



5.3 iOS Dependency Management

To mitigate this attack scenario, CocoaPods supports specifying the commit hash
for Git sources or, in the case of archives, the archive’s hash [83]. Thus, in those cases,
attackers can only hijack existing library versions by hijacking the owner account
of the library, e.g., through an abandoned email domain. An attacker with such
access can modify the specification file of an existing library version, for instance, by
removing the checksum and pointing to a new source URL. Since this change alters
the specification, the checksum in the Podfile.lock also changes. However, it is
unclear whether developers would recognize this as an attack or ignore the change.
Alternatively, attackers can publish new versions of the library. As these versions are
only downloaded when developers update their dependencies, a checksum change is
expected and therefore less likely to raise suspicion.

A central dependency repository offers the key advantage of providing developers
with an overview of existing libraries. We use this in Section 5.4 to measure the
number of libraries vulnerable to hijacking attacks.

5.3.2 Carthage and SwiftPM

Carthage [75] and SwiftPM [321] are two decentralized dependency management
systems for Swift. Carthage has been available since 2014, whereas Apple introduced
SwiftPM in 2017 [295]. Because neither system maintains a central repository,
developers must explicitly specify the paths or Git URLs for each dependency.

The decentralized design prevents dependency confusion attacks. However, it shifts
dependency ownership entirely to the hosting site. As a result, attackers can hijack
dependencies hosted on abandoned domains or abandoned GitHub namespaces.

It is possible to use libraries published to CocoaPods with Carthage and SwiftPM
if they are published in a Git repository. Therefore, by analyzing whether any
dependencies published in the central CocoaPods repository can be hijacked via
an abandoned URL, we also gain insights into Carthage and SwiftPM dependencies
(see Section 5.4).

Carthage and SwiftPM maintain a file documenting the versions used after the first
installation. For Carthage, this file is Cartfile.resolved, which, unlike CocoaPods,
only records the used versions and does not include a checksum unless the commit
hash is explicitly specified. Consequently, modifications to existing versions can
happen unnoticed. In contrast, SwiftPM’s Package.resolved contains the commit
hash of every dependency.

Unlike in CocoaPods, owning the URL is sufficient to provide new updates as
the dependency system is decentralized and thus has no separate ownership model.
Furthermore, it is unclear how developers would behave once a dependency version
becomes unavailable, for example, if they would attempt to update or investigate the
issue in depth, potentially uncovering the attack.
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Takeaways
To answer RQ1: Which supply chain issues do iOS dependency management
systems face?, we showed:

• that information about internal dependency names and versions included
in iOS apps can enable dependency confusion attacks when dependency
management files are misconfigured;

• the CocoaPods authentication is insecure and enables silent hijacking of
libraries, if owners are registered with email addresses from abandoned
domains;

• abandoned GitHub namespaces can also lead to dependency hijacking
attacks.

5.4 Measurement of Vulnerable iOS Apps

After discussing supply chain attacks on iOS apps, we measure the number of
vulnerable apps, and answer RQ2: How many iOS apps are vulnerable to supply
chain attacks?

5.4.1 Dataset

To analyze the usage of vulnerable libraries, we use a dataset of 9,212 iOS apps
downloaded in 2024, introduced by Schmidt et al. [299]. We refer to this dataset as
2024. Their dataset also contains the matching Android version for each iOS app.
We leverage this matching information together with the Android installation count
as a proxy for the popularity of the iOS version, since the iOS App Store does not
provide comparable download metrics [299].

In addition, we manually collected 279 iOS apps that participate in responsible
disclosure programs to demonstrate the feasibility of dependency confusion attacks.
These apps belong to 105 companies listed on platforms such as HackerOne [158],
Bugcrowd [74], and Intigriti [180], as well as well-known companies like Microsoft [221]
and Google [147] with their own responsible disclosure programs. We refer to this
dataset as disclosure 2025.

5.4.2 Dependency Confusion in CocoaPods

Methodology

To identify apps vulnerable to dependency confusion attacks, we implemented an
analysis in Python that extracts all framework names from iOS apps and retrieves
their version and identifier from the corresponding Info.plist files. Then, our anal-
ysis compares the extracted information against the publicly available CocoaPods,
which we obtained from the CocoaPods Spec repository [87] hosted on GitHub.

The specification repository also reveals naming practices of CocoaPod libraries,
such as whether developers override default framework directory names using head
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Table 5.1: Overview of analyzed candidates. Vulnerable refers to candidates affected
by the vulnerability, whereas targets denotes the number of vulnerable
CocoaPods.

Candidates Vulnerable Targets

Dependency Confusion 24,838 9,866 (39.72%)
Owner Hijacking 8,243 107 (1.30%) 213
Source Hijacking 1,969 83 (4.22%) 127
GitHub Hijacking 83,632 5,056 (6.05%) 5,137

er_dir or module_name. Thus, it indicates if our approach to extract dependency
names from the framework directory is effective.

To demonstrate the feasibility of dependency confusion attacks and to responsibly
disclose them, we used apps that participate in responsible disclosure programs and
permitted the demonstration under their test policies. We automatically published
the libraries with email addresses of our university. Further, each published library
contained a README file, explaining the research purpose of our analysis, stating that
we will remove the library two weeks after deployment and will delete all collected
data within 31 days, as well as including our contact information.

In the event of a successful dependency confusion attack, we collected the host-
name, installation directory, dependency name, and external IP address via DNS
lookup queries during the installation process. We gathered this data to confirm
that the installation originated from a company environment. We relied on DNS
lookups to reduce the likelihood of firewalls blocking the requests [258, 68]. This
mechanism allowed us to automatically remove the library after receiving callbacks,
which helps avoid disrupting build processes. Subsequent updates then downloaded
the legitimate internal version of the dependency, ensuring normal functionality. For
more details on our ethical considerations, see Section 5.9.

Results

We first present an overview of whether libraries override their default Framework
names, quantify the usage of public and private CocoaPods libraries, and discuss
insights obtained from our Proof of Concept (PoC).
Names of Frameworks. To examine framework naming practices, we analyzed if
libraries specified a header_dir or module_name in at least one version.

Both fields overwrite the default directory name, which otherwise matches the
pod name. We found that 95,741 libraries (96.45%) did not specify either, 3,155
libraries (3.18%) used only module_name, and 234 libraries (0.24%) specified only
header_dir. In addition, in 131 libraries (0.13%), both were present.

Even fewer libraries actually changed the default name. In total, only 1,689
libraries (1.70%) specified a name different from their library name. All remaining
libraries used the library name as their module_name or header_dir. These findings
underline that, in most cases, the Framework names within iOS apps directly reveal
the corresponding CocoaPod library names.
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Table 5.2: Number of apps using vulnerable dependencies. We use the Android
installation count as a proxy for app popularity. The table does not
include a row for abandoned source hijacking because no app in our dataset
depends on a vulnerable version affected by this issue.

Installations

# Apps Median MAD Max.

Dependency Confusion 2,084 (22.62%) 500,000 499,900 1,000,000,000
Owner Hijacking 97 (1.05%) 500,000 499,990 100,000,000
GitHub Hijacking 80 (0.87%) 500,000 499,945 100,000,000

CocoaPod Usage. In 7,981 apps (86.64%), we identified at least one framework
directory, while 5,097 apps (55.33%) included frameworks with identifiers prefixed
by org.cocoapods. This identifier suggests that these frameworks were built using
CocoaPods. Therefore, we further analyzed their framework names to detect libraries
originating from private dependency repositories.

The comparison of discovered frameworks with CocoaPods identifiers to the public
specification repository reveals that 9,866 frameworks from 2,084 apps (22.62%) are
not registered in the public repository. Thus, they are potentially vulnerable to
dependency confusion attacks.
Proof of Concept (PoC). From the apps with explicit disclosure programs (disc
losure2025 dataset), 116 (41.58%) contained frameworks with CocoaPod identifiers.
Those apps belonged to 60 companies (54.04%). 764 frameworks were not registered
in the central repository, originating from 67 apps (24.01%) of 34 companies (30.63%).

We selected libraries from 33 companies for our PoC. We excluded one as the dis-
covered library name is a sub-library name of an existing dependency in CocoaPods
and, therefore, a FP.

Overall, our PoC succeeded on libraries from nine companies. Of our submitted
reports, three companies classified them as critical, three as high, and one as medium.
The remaining two companies did not provide a classification. Notably, in all cases,
companies requested evidence confirming that the installation originated from within
their environment, underscoring the importance of collecting installation data during
our tests.

We expect additional apps from our test set also to be vulnerable. However,
dependency confusion only triggers when executing a CocoaPods update command
within an affected project, which likely did not occur during our two weeks testing
period. This may explain why our attack succeeded primarily against apps from
larger companies, as these companies presumably update their dependencies more
frequently.
Discussion. After we launched our PoC at the end of February 2025, we observed
someone else deploying CocoaPods targeting dependency confusion by the end of
March 2025 [102]. We contacted the user via the email address associated with the
published library to clarify their intentions, and identity, as they had used a newly
created pseudonym. Additionally, we informed them that we conduct measurements
and perform a coordinated disclosure.
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Figure 5.1: GitHub displays whether the repository is available or has been retired
before creating it. Since we do not create the repository, the URL
forwarding remains functional.

In response, the user stated that their motivation was to earn bug bounties and
referenced a video on dependency confusion attacks [244] which explained the attack
on npm and pip dependencies demonstrated by Birsan [68]. We are unaware of any
other malicious or non-malicious exploitation in the CocoaPods ecosystem.

Positively, this contributed to the CocoaPods developers’ decision to reject new
libraries containing prepare_commands [331] in May 2025, thereby mitigating the
threat of RCE during dependency installation via dependency confusion attacks.
However, attackers could still infect devices if they have access to the dependency
code or can successfully reverse engineer it to provide a functional, but malicious
dependency.

5.4.3 Dependency Hijacking
We evaluated the feasibility of hijacking attacks using hand-crafted examples instead
of real libraries. We are not aware of any responsible way to conduct such tests on ex-
isting libraries. Hijacking real libraries could affect numerous apps and permanently
disable the current forwarding mechanism, potentially breaking build processes. We
provide more details on ethical considerations in Section 5.9.

Methodology

To assess the risk of dependency hijacking attacks due to abandoned domains and
GitHub namespaces, we extracted (1) the list of available libraries and (2) their
associated dependency hosting locations, and their integrity verification checks, from
the CocoaPods specification repository.

We obtained the email addresses of all library owners to analyze the potential
for hijacking CocoaPod libraries through abandoned email addresses. Since this
information is not available in the specification repository, we queried the API,
accessible via https://trunk.cocoapods.org/api/v1/pods/{name}, to obtain
the library owners and their email addresses.

We subsequently verified the availability of email domains using the bulk domain
search services provided by GoDaddy [144] and Namecheap [234], employing both
services to cross-validate results. If a domain appears available on one service only,
we manually assessed its availability.
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Table 5.3: Number of GitHub repositories using vulnerable dependencies. The
column vulnerable indicates where the vulnerability resides, that is, in the
owner domain, the source domain, or the GitHub URL. For CocoaPods,
we searched for the dependency names within dependency files on GitHub,
whereas for Carthage and SwiftPM, we searched for vulnerable URLs.

Stars

System Vulnerable # Repos. Avg. Std. Max.

CocoaPods Owner 121 169.06 867.39 7,129
CocoaPods Source 4 1.25 2.17 5
CocoaPods GitHub 671 25.69 222.26 3,805
Carthage GitHub 11 2.82 2.62 7
SwiftPM GitHub 43 43.26 210.48 1,400

Total 834 42.25 370.71 7,129

To identify abandoned hosting locations, we differentiated between dependencies
hosted on GitHub repositories and those hosted on custom domains. Similar to the
approach for abandoned email domains, we again checked the availability of each
hosting domain. For libraries hosted on GitHub, we initially queried the GitHub
API to verify the existence of each namespace. If a repository redirected to a new
URL, we also recorded the number of stars for the redirected repository.

In a second step, for abandoned GitHub repositories, we manually registered
available GitHub namespaces and entered the matching image-names upon repos-
itory creation. Since we did not create the repository, this step did not break the
dependency forwarding, see Figure 5.1. However, it allowed us to evaluate whether
GitHub has retired the URL.

Further, we extracted the commit hashes and archive hashes listed in the spec-
ification repositories. Both could prevent malicious modifications of the library if
attackers hijack the associated URLs.

Finally, we utilized our analysis, as described in Section 5.4.2, to identify vulnerable
libraries used in iOS apps.

Results

We studied whether owners of libraries registered with abandoned email domains
and provide insights into dependencies referencing abandoned URLs.
Abandoned Email Domains. Out of a total of 99,261 CocoaPods, we extracted
8,243 domains of owner email addresses, of which 107 were abandoned (1.30%)
owning 213 libraries, see Table 5.1. In our dataset, we identified 97 apps (1.05%)
that utilized at least one vulnerable dependency.

The most frequently observed vulnerable library was DZNEmptyDataSet, used by
63 apps (0.68%). It was followed by SlackTextViewController, found in 15 apps
(0.16%), and DTTJailbreakDetection, found in eight apps (0.09%). Further, we
detected seven other vulnerable libraries, each appearing in at most three apps.
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Those usages differ from what we observed in GitHub repositories. We found 121
repositories that relied on vulnerable libraries, as detailed in Table 5.3. The library
SlackTextViewController was the most prevalent, appearing in 15 repositories,
followed by UIColor-HexString in 14 repositories, and DTTJailbreakDetecti
on in 13 repositories. Notably, DZNEmptyDataSet, the most common vulnerable
dependency in apps, ranked ninth on GitHub with six occurrences. Also, popular
open-source repositories used vulnerable dependencies, as the average star count was
169, and one repository even had 7,129 stars.

To mitigate the threat of available domains, we proactively registered the two
abandoned email domains associated with the three most frequently encountered
dependencies in iOS apps. Since DZNEmptyDataSet and DTTJailbreakDetection
share the same owner. We did not alter library specifications or ownership and
registered the domains only to prevent malicious hijacks.

We responsibly disclosed our findings to both CocoaPods developers and affected
apps. As of writing, we have not received any update from CocoaPods. However, they
plan to transition the public repository to a read-only repository in 2026, which will
mitigate the issue of hijacking attacks due to abandoned maintainer email addresses.

Abandoned Source Locations. Unlike the previously discussed issue of aban-
doned email domains, which only affects CocoaPods, dependencies hosted on aban-
doned domains or GitHub repositories also impact apps built using Carthage and
SwiftPM. Both dependency management systems support direct dependency refer-
encing by specifying an URL pointing to a Git repository.

Of the total 99,261 CocoaPods libraries, we found that 1,354 libraries (1.36%)
specify an integrity check in at least one version, either through a commit hash or
the hash of the library archive in the specification file. Even fewer, 781 libraries
(0.79%), applied these checks consistently across all versions.

We extracted 1,969 unique domains from the CocoaPods specifications, of which
83 were abandoned (4.22%). 127 libraries referenced these abandoned domains.
Notably, libraries occasionally changed hosting locations across their versions. For
example, some were initially hosted on GitHub but migrated to hosting the library
on a domain associated with the project.

25 vulnerable libraries referenced multiple hosting locations. Thirteen libraries
used vulnerable domains for their earlier versions, whereas seven libraries transitioned
from secure domains in earlier versions to abandoned domains in their recent ones.

Of the 25 vulnerable libraries, only one applied an integrity check. Nevertheless,
it does not mitigate the issue, as none of the versions that can be hijacked specify a
check.

We identified three libraries that included at least one vulnerable version. How-
ever, none of the apps used an actually vulnerable version. On GitHub, we found
four repositories that referenced vulnerable CocoaPods versions, while no vulnerable
domain references appeared in SwiftPM or Carthage configuration files.

Further, we analyzed the GitHub URLs referenced by CocoaPod libraries. From
83,632 unique repositories, we discovered that 5,056 (6.05%) were abandoned. We
manually verified the possibility to register the namespace and image-name of ev-
ery dependency that forwarded to an image with at least 100 stars (236), and all
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remaining URLs used by libraries discovered in an app of our dataset (31). Of the
repositories with at least 100 stars, we would have been able to register 186 (78.81%).

Alarmingly, among vulnerable GitHub URLs, we identified 42 repositories with
over 1,000 stars. We would have assumed that these repositories had reached the
5,000-download threshold required for retirement. A plausible explanation for this
is that they were renamed before reaching the required number of downloads.

With a total of 5,137 CocoaPods libraries, we discovered even more vulnerable
libraries than abandoned GitHub URLs. This is because 93 vulnerable URLs were
referenced by multiple CocoaPods libraries. We did not observe any malicious intent
behind this behavior. Instead, library authors renamed the library or used different
library names to reference specific branches and builds, for example, production and
debug versions. Of the vulnerable libraries, 49 (0.95%) specified in at least one
version a commit hash, while 33 (0.64%) did so across all versions.

In our dataset, 80 apps (0.87%) relied on vulnerable CocoaPod libraries, including
three apps with over 100 million installations: two fitness apps, and one antivirus
app. In total, we identified the use of 49 distinct vulnerable libraries. With seven oc-
currences, JTMaterialSpinner is the most popular one, followed by JXPageControl
with six uses. Remarkably, we did not find a single app using an abandoned GitHub
URL where the library is protected through specifying its commit hash.

We detected insecure CocoaPods dependencies in 671 GitHub repositories. In
two additional cases, the library referenced an abandoned GitHub URL, but the
specification of the library version included a commit hash, and thus, the dependency
was not vulnerable. Additionally, we identified references to abandoned GitHub
URLs in 11 Carthage repositories and 43 SwiftPM repositories, as summarized in
Table 5.3. Upon analyzing these repositories, we discovered that three repositories
(over 100 stars) are actively maintained, with commits made in the past year. One
project used SwiftPM, and two used CocoaPods.

Disclosure. We reported the attack scenario and the vulnerable repositories to
GitHub. In their response, they highlighted that the forwarding mechanism is an
intentional design decision. Additionally, they mentioned that they mitigate it for
popular repositories through the described retirement strategy (see Section 5.2.2).
They also mentioned that they show warning messages to users when they delete or
rename their namespace.

However, as our results show, this is not sufficient. To mitigate this attack
vector, all previously used image-names should be retired for the namespace. Al-
ternatively, removing the forwarding to the new namespace could help. This would
cause dependencies to break after renaming, which library owners might notice, for
example, through user complaints, and could ultimately lead them to update existing
references.

We sent 154 disclosure emails to app developers that use vulnerable dependencies.
Following the approach by Schmidt et al. [299], we used the contact information from
the Google Play Store to obtain the corresponding email addresses. We merged all
reports with a common email address to avoid sending multiple emails to the same
developer.
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Takeaways
To answer RQ2: How many iOS apps are vulnerable to supply chain attacks?,
we:

• showed that in our dataset 2,084 apps (22.62%) are potentially vulnerable
to dependency confusion attacks. We successfully demonstrated the attack
on apps from nine companies with disclosure programs;

• discovered 213 CocoaPod libraries that are vulnerable to hijacking attacks
because their owners registered with email addresses belonging to aban-
doned domains;

• identified 5,056 vulnerable abandoned GitHub URLs whose dependencies
were used by 80 apps (0.87%). This highlights that GitHub’s retirement
policy is insufficient.

5.5 Defense Mechanisms in Other Systems

After analyzing the number of iOS apps vulnerable to dependency confusion and
hijacking attacks, we answer RQ3: How can dependency management systems protect
against the identified vulnerabilities?. To do this, we study cargo, Go modules,
Maven, npm, and pip, as these ecosystems are widely used and implement four
slightly different approaches to dependency management.

5.5.1 Cargo

The Cargo package manager for Rust [330] has a central repository, namely crates
.io.
Authentication. To publish packages, crates.io uses GitHub for authentication.
Even if the GitHub namespace hosting the package is renamed or deleted, hijacking
the published package remains impossible because the authentication on crates.io
is still bound to the original GitHub account. Unlike CocoaPods, crates.io stores
the dependencies directly on their servers instead of forwarding requests to hosting
locations [271]. Consequently, to hijack a library owner account, an attacker needs
to hijack the corresponding GitHub account.

Since March 2023, GitHub requires 2FA for all users contributing code [136].
Consequently, attackers cannot hijack GitHub accounts, and therefore their corre-
sponding crates.io accounts, solely through abandoned domains. When strong 2FA
is enforced, dependency hijacking becomes significantly more challenging, as domain
takeover alone is no longer sufficient. In this case, an attacker must also compromise
the second-factor device or exploit a vulnerability in the 2FA implementation.

A potential attack scenario arises when projects reference dependencies directly
via Git URLs. If the referenced URL is hijackable, an attacker can gain control of
the repository and inject malicious code. This threat can be partially mitigated by
specifying commit hashes or checksums. However, the risk persists during updates,
where changes are expected and can be used to introduce malicious modifications.
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module example .com/ mymodule
go 1.14
require (

example .com/ thismodule v1 .2.3
github .com/ myuser /mydep v1 .0.0

)

Listing 5.3: Example Go dependency file. One dependency is linked to the
domain example.com, and the other points to the GitHub image
myuser/mydependency.

Private Dependencies and Code Execution. Cargo requires developers to ex-
plicitly specify the dependency registry when using any source other than crates.io.
This requirement ensures that Cargo does not misinterpret dependencies when a
package name exists in both the private and public registries. Furthermore, in
contrast to CocoaPods, Cargo does not support arbitrary code execution during
library installation.

5.5.2 Go Modules

Listing 5.3 shows a sample go.mod dependency file.

Authentication. At first glance, the system appears decentralized because devel-
opers specify dependency URLs. However, this impression is misleading. By default,
the Go proxy [143, 183] caches retrieved libraries, and once cached, the proxy serves
the library directly instead of fetching it from the original URL. Consequently, the
system behaves as a centralized one and therefore, it is essential to analyze the
requirements for publishing new library versions.

The Go proxy does not enforce authentication directly. Instead, it relies on
the authentication mechanisms of the platform hosting the library, most commonly
GitHub. Gu et al. [154] demonstrated that attackers can hijack dependencies when
the dependency hosting URL on GitHub becomes available. In their study, they
identified 11,788 dependency URLs available on GitHub. If attackers register an
abandoned namespace and image-name, they can publish new, malicious versions.
Once the proxy caches these versions, existing projects may unknowingly update to
the compromised version and thus become vulnerable. Since developers can reference
other third-party URLs, hijacking libraries also becomes possible once the hosting
domain expires.

As discussed in Section 5.2.2, GitHub retires namespace and image-name com-
binations after they exceed 5,000 downloads to mitigate supply chain attacks since
2023. While this mechanism reduces the likelihood of namespace hijacking, it does
not fully eliminate the threat, as demonstrated by our analysis of iOS dependencies.
Thus, the question arises whether the caching behavior of Go dependencies further
undermines this mitigation. Once a dependency is cached, the proxy serves all
subsequent downloads rather than GitHub, potentially preventing the dependency
from reaching the required download threshold for URL retirement. Additionally,
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the caching mechanism masks the fact that the original account was deleted or the
domain abandoned because the dependency continues to function through the proxy.

In Section 5.5.6, we measure the number of dependencies vulnerable to hijacking at-
tacks to understand better how Gos caching mechanism influences the abandonment
of GitHub URLs, and to quantify how many dependencies are hosted on abandoned
domains. Previous work [154] did not examine either aspect.
Private Dependencies and Code Execution. Developers can configure private
proxies for private repositories [143, 183]. However, an attacker would still need to
hijack the internally used URL to register a private dependency. In addition, Go
modules do not support arbitrary code execution during installation [143]. Conse-
quently, Go is not vulnerable to dependency confusion attacks.

5.5.3 npm

For npm, the popular package manager of Node.js, several security analyses ex-
ist [368, 68, 239, 227].
Authentication. When a dependency is retrieved from the central npm registry,
protection against hijacking attacks relies on npm’s authentication mechanisms. In
addition to standard username and password authentication, npm recommends en-
abling 2FA. However, the second factor is delivered via email by default, which does
not provide protection if the associated domain is abandoned. If maintainers do not
configure a robust 2FA setup, their packages become vulnerable once the associated
domain is abandoned [200, 81]. It is also possible to reference a dependency directly
via an URL. In that case, the security responsibility shifts to the platform hosting
the dependency, as is the case with Go and Cargo.
Private Dependencies and Code Execution. Developers can mix public and
private dependencies. Further, combined with the possibility of executing arbitrary
code during dependency installation, it enables the potential for dependency confu-
sion attacks [68, 154]. Npm allows disabling the script execution during dependency
installation through a parameter [318]. However, per-default script execution is
enabled.

Similar to the leakage of private CocoaPods dependencies, we observed that the
directory structure of iOS apps can expose the npm packages in use. Unlike typical
browser-based applications, where the node_modules directory resides on the server
and remains hidden from the client, this directory may be included in distributed
mobile apps. Consequently, analyzing the app package can reveal dependency names
potentially leading to dependency confusion attacks. In Section 5.5.6, we analyze the
private npm packages included in our iOS dataset to gain further insights.

5.5.4 pip

The Python pip package manager uses similar architectural concepts to those of npm.
Authentication. Hijacking attacks through abandoned email addresses associated
with library owners have been documented [255]. To mitigate this risk, pip be-
gan enforcing 2FA in 2024 for all accounts that publish or modify packages [122].
Moreover, starting in 2025, they implemented daily scans for abandoned domains
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associated with account owners. Once a domain is classified as untrustworthy due
to expiration, the system no longer sends password reset emails [123]. This measure
reduces the likelihood that an attacker can log in and hijack a library after registering
an expired domain.

Similar to other dependency management systems, pip supports installing packages
directly from Git repositories or by specifying a URL. In such cases, attackers can
again hijack the referenced URLs to inject malicious code.
Private Dependencies and Code Execution. It is also possible to install
dependencies from a private repository by specifying it through a command-line
parameter. However, this configuration remains vulnerable to dependency confusion
attacks, as demonstrated by prior work [68].

5.5.5 Maven

The standard dependency management systems for Java and Kotlin are Maven and
Gradle, which typically resolve dependencies through Maven Central [217, 153, 252].
Other public repositories also exist, such as JitPack [187].
Authentication. Dependencies follow the format groupId:artifactId:ver
sion. To publish a package under a specific groupId, for example com.google,
the publisher must prove the ownership of the corresponding domain by adding a
DNS record. When publishing packages via source code management platforms like
GitHub, the dependency repositories also require proof of ownership [218].

On Maven Central, this verification process is performed automatically or handled
by support staff. Consequently, it remains unclear whether previously registered de-
pendencies could be hijacked by acquiring control of an abandoned domain or GitHub
namespace, or whether the human verification step prevents such attempts [218, 256].
We refrained from testing the hijacking due to ethical concerns.

Because multiple public dependency repositories coexist, some projects integrate
more than one. Attackers can exploit dependencies that do not exist in all repositories
with a groupId vulnerable to hijacking. They can publish a malicious version of
such a dependency to a repository where it was previously absent. Depending on the
resolver configuration, the dependency management system may select and download
the malicious artifact instead [154, 256].
Private Dependencies and Code Execution. Similar to Go dependencies, even
when private and public repositories are combined, attackers must still gain control
of the corresponding hosting URL to publish a malicious dependency in a public
dependency repository. Additionally, Maven does not offer the ability for code
execution during installation.

5.5.6 Go and npm Measurements

We measure the number of vulnerable open-source projects on GitHub to understand
how Gos caching mechanism influences the abandonment of GitHub URLs and
whether dependencies are hosted on abandoned domains. Prior work [154] did
not analyze these aspects. Understanding the effectiveness of GitHubs mitigation
strategies in the Go ecosystem and assessing whether abandoned URLs threaten
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Table 5.4: Vulnerable Go dependencies. Dependency shows the dependency name. #
Proj. indicates the total number of GitHub projects using the dependency,
while Avg. and Max. refer to the average and maximum number of stars
of dependent projects.

Dependency # Proj. Avg. Max.

adigunhammedolalekan/registry-auth 9 839.44 2,582
deniswernert/go-fstab 11 826.36 5,175
deniswernert/udev 3 706.33 2,119
go-spectest/imaging 1 2259.00 2,259
gosidekick/migration 8 548.38 4,373
longbridgeapp/assert 17 111.35 1,729
smartystreets-prototypes/go-disruptor 8 340.62 1,404
tf-controller/terraform-exec 2 725.00 1,450
tmz.dev 209 49.63 3,936
Vernacular-ai/godub 5 340.60 1,698

the ecosystem are essential to evaluate the robustness of Gos design and to develop
effective mitigation strategies.

In addition, we study npm dependencies included in mobile apps, a previously
unexplored attack surface for dependency confusion and targeted hijacking attacks.

Effectiveness of GitHub Mitigation for Go Dependencies

We present our methodology for finding vulnerable Go dependencies, followed by the
results of our measurements, and recommended mitigation strategies.

Methodology. To identify abandoned Go dependencies, we automatically collected
all go.mod files from public repositories with over 1,000 stars using the GitHub API.

Using regular expressions, we automatically extracted each dependency’s URL and
applied our analysis from Section 5.4 to identify abandoned domains and GitHub
namespaces. To eliminate FPs caused by GitHub’s namespace retirement mech-
anisms, we again manually attempted to register each identified namespace and
checked whether the image-name is retired, as illustrated in Figure 5.1. In the second
step, we searched all public repositories for usages of vulnerable dependencies via the
GitHub API.

Results. In total, we downloaded 5,848 go.mod files from 2,811 repositories be-
longing to 2,076 GitHub namespaces in March 2025. From these dependency files,
we extracted dependencies hosted on 4,520 GitHub namespaces and 219 domains.
Among them, 30 namespaces (0.66%) and one domain (0.46%) were available for
registration.

Our manual verification revealed that seven of the available GitHub namespaces
(23.33%), encompassing nine image-names, were vulnerable to hijacking attacks.
GitHubs mitigation strategy of retiring URLs effectively prevented hijacking attacks
for the remaining ones.
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In Table 5.4, we provide an overview of the vulnerable dependencies and the
number of projects that would become vulnerable if the dependency were hijacked.
The results show that popular projects are also affected. For instance, cubefs,
a cloud storage software project with 5,175 stars (as of July 2025), is vulnerable.
Projects from well-known companies were also impacted, such as aws/amazon-ecs-
agent in the case of deniswernert/udev, or kubernetes/ingress-gce and kuber
netes/test-infra in the case of the abandoned domain tmz.dev.

If attackers hijack any of these libraries, they could compromise the affected
projects and potentially all devices running them. Our analysis only covers public
GitHub projects, yet private projects are also likely to use these vulnerable dependen-
cies. We suspect that the Go module caching mechanism partly undermines GitHubs
URL retirement strategy, leading to popular projects being vulnerable.
Mitigation and Disclosure. As an immediate mitigation, we registered the names-
paces of all vulnerable image-names and the abandoned domain. This registration
does not interfere with any forwarding. Its only purpose is to prevent attackers from
performing hijacking attacks.

The mitigation only addresses the attack at a single point in time and only
for dependencies used by the most popular Go projects. For a more sustainable
solution, we propose two long-term mitigation strategies: (1) Introduce an ownership
mechanism within the Go proxy, similar to how Cargo enforces authentication via
GitHub. This mechanism would ensure that only legitimate owners can publish
new dependency versions, thereby preventing unauthorized hijacks. (2) Strengthen
GitHub’s namespace retirement policy by permanently retiring all previously used
namespace and image-name combinations, rather than relying on popularity metrics.
However, this will not mitigate the issue of abandoned domains and relies on the
third-party hosting provider.

We responsibly disclosed the issue and the affected dependencies to Google in April
2025. Google acknowledged the report and opened two bug tickets: one concerning
abandoned domains and another regarding GitHub namespaces. At the time of
writing, Google closed the issue of abandoned domains as “[...] It is unfortunate,
but working as intended. [...]”, while they left the issue about abandoned GitHub
namespaces open.

npm Dependencies in Mobile Apps

In the following, we present our methodology for discovering vulnerable npm depen-
dencies, followed by our measurement results.
Methodology. Similar to our analysis of CocoaPods, we investigated whether
package names, leaked through the app directory structure, are available in the npm
repository.

We extracted all file paths from each app bundle and filtered for paths containing
either node_modules/ or www/plugins/. Then, we extracted the directory names
immediately following these path segments, as they correspond to npm package
names. If a directory name started with @, indicating an organizational namespace,
we also extracted the name of the subdirectory within that namespace.

We excluded all identified names containing a dot or uppercase character, as npm
does not allow such characters, making these names FPs. We then queried the
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availability of each extracted name using a GET request to https://registry.np
mjs.org/{npm_name}. This approach can yield FPs for organizational namespaces,
since some may be registered solely to prevent dependency confusion or are used
for private packages. To eliminate FPs, we manually attempted to register each
available namespace. This process does not interfere with existing name resolution
if the corresponding package name remains unregistered. Positively, it proactively
prevents attackers from claiming the namespace.

We extracted the associated owner email address for existing packages to determine
whether it pointed to an abandoned domain. We then again used the methodology
described in Section 5.4 to identify abandoned ones.
Results. Overall, we extracted 671 npm package names from 808 iOS apps (8.77%).
Among these, 79 package names were not registered in the public npm registry and
vulnerable to dependency confusion attacks if the dependency management file is
misconfigured. These vulnerable packages appeared in 27 distinct iOS apps. The
median number of installations per app was 500,000 (mad = 499, 500), with one
app exceeding 50 million installations. Positively, we did not identify npm packages
linked to accounts with abandoned email addresses.
Responsible Disclosure. We sent responsible disclosure emails using the contact
addresses listed on the Google Play Store. Each message described the attack
scenario, explained potential consequences, and included mitigation strategies.

5.5.7 Discussion

As shown by Cargo and recent changes in npm and pip, requiring 2FA for authen-
tication is a recommended strategy to mitigate hijacking attacks stemming from
abandoned URLs. Active scanning, as performed in our work and also by pip enables
the proactive detection of abandoned domains, thereby reducing the likelihood of
attacks.

Our measurements of CocoaPods and Go dependencies vulnerable to hijacking on
GitHub reveal that GitHub’s account retirement policy alone is insufficient. This
is particularly evident for Go dependencies, where the caching behavior of the Go
proxy may counteract GitHub’s mitigation strategies. From a security perspective,
it is preferable for dependency management systems to host dependencies directly
rather than forwarding requests to external hosting URLs. Direct hosting allows the
system to enforce authentication policies independently of third-party platforms. As
illustrated by the Go ecosystem, this approach is only effective if the hosting platform
implements a reliable authentication and authorization mechanism.

To prevent dependency confusion attacks, dependency management systems should
require developers to explicitly specify private dependency sources, as enforced by
Cargo. Additionally, they should disable code execution by default during package
installation to reduce the attack surface.

Although we recommend requiring developers to directly specify URLs for internal
dependencies, applying this practice to public URLs reintroduces reliance on external
platforms’ security. Therefore, such configurations should only be used if unavoid-
able. In these cases, developers should specify immutable references, such as commit
hashes, and carefully review code changes in updated versions. Otherwise, attackers
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may hijack the referenced URL and inject malicious code into newly published
versions.

Takeaways
To answer RQ3: How can dependency management systems protect against the
identified vulnerabilities?, we conclude that dependency management systems
should:

• require developers to explicitly specify private dependencies and disable
code execution by default to prevent dependency confusion attacks;

• enforce 2FA and host dependencies themselves to mitigate hijacking at-
tacks;

• mandate commit hashes or checksums for dependencies referenced by their
URLs.

5.6 Limitations and Future Work

Our analysis of dependency confusion and the use of libraries vulnerable to hijacking
provides a lower bound of vulnerable apps. Since we analyzed the contents of
the Frameworks directory to identify private dependencies and their versions, our
measurement misses libraries not included in the Frameworks directory when the
flag use_framework! is not set. In such cases, the library is linked directly into the
app’s binary. Consequently, vulnerable libraries are likely even more widely used,
indicating that our findings are more severe than our measurements show.

Similar to the Frameworks directory, .bundle directories that typically contain
resources [40] could reveal internal dependency names and versions. However, we
found this information to be FP prone, as it often did not match the dependency
names.

A longitudinal study could reveal whether the overall situation improves or deterio-
rates over time. However, such data is best collected actively over an extended period
rather than retrospectively, as certain information, e.g., the ownership of CocoaPod
libraries, is only available at the time of collection. Therefore, we consider this as
part of future work.

While we focused on analyzing security aspects of dependency management sys-
tems, particularly CocoaPods, we did not examine the use of outdated public libraries
or attempt to detect malicious packages within these ecosystems. Because we con-
centrated on technical flaws in dependency management systems, we consider both
aspects out of scope, but recognize them as interesting directions for future work.

Another research direction could investigate the developers’ perspective using
qualitative research methods to gain insights into the defense mechanisms developers
employ and their reactions to attacks.

In November 2024, CocoaPods announced that the central dependency repository
will become read-only by the end of 2026 [331]. Additionally, after we demonstrated
the feasibility of dependency confusion attacks, CocoaPods announced that they will
reject new libraries containing a prepare_command, thereby mitigating the risk of
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RCE during dependency installation. Once the repository enters read-only mode,
the threat of dependency hijacking attacks through abandoned owner domains will
disappear. Even if an attacker successfully hijacks the account of a dependency
owner, they will no longer be able to publish new malicious versions of the library
to CocoaPods.

5.7 Related Work

Detection of Malicious Packages. Related work explored the detection of ma-
licious packages published to dependency repositories [250, 103, 174, 366, 172, 361,
160, 296, 251]. Guo et al. [155] examined the behavior of malicious pip packages,
while Vu et al. [341] interviewed developers to understand their needs regarding
approaches to detect malicious Python packages. Taylor et al. [328] developed
defenses against typosquatting attacks prior to installation. Neupane et al. [239]
explored syntactic and semantic variants related to typosquatting designed to trick
developers into installing malicious packages. Andreoli et al. [11] analyzed known
supply chain attacks, while Martínez and Durán [214] examined the SolarWinds
breach.

In contrast, we focus on identifying new attack vectors within the iOS app ecosys-
tem, rather than detecting attacks.

Dependency Confusion and Hijacking Attacks. Zimmermann et al. [368]
studied the npm ecosystem and highlighted threats arising from dependency hi-
jacking attacks through transitive dependencies. Birsan [68] demonstrated that
leaked internal dependency names can enable RCE when package managers prioritize
public repositories. Ladisa et al. [202] analyzed remote code execution vulnerabilities
in seven dependency management systems by differentiating between install-time
and run-time code execution. Zahan et al. [360] discovered that 2,818 maintainer
domains in npm are available and that 2.2% of packages execute install scripts.
Wyss et al. [356] proposed Latch, a system that prevents code execution during
npm dependency installation. Gu et al. [154] identified twelve threat categories for
packages hosted across six repositories and mirrors, including dependency hijacking
attacks in Go. We extend this line of research to the iOS ecosystem and demonstrate
that widely used apps were vulnerable to dependency confusion and hijacking attacks.

Moreover, we extend the analysis by Gu et al. on Go dependencies to evaluate
the effectiveness of GitHubs mitigation strategies in the context of Gos dependency
caching, and also assess the extent to which Go dependencies are exposed when
hosted on abandoned domains.

Ladisa et al. [201] summarized the risks associated with supply chain attacks
and proposed mitigations, including enforcing 2FA, reviewing merge requests, and
disabling install-time code execution. Other studies examined the security practices
of open-source contributors [192] and investigated software signing procedures [189]
to reduce attack surfaces in supply chains. Sammak et al. [294] collected insights
from 18 developers on the practical challenges of securing the software supply chain.

In contrast, our study directly addresses the mitigation of concrete attack vectors
we identified and demonstrated in iOS dependency management systems.
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Alternative Supply Chain Targets. Researchers have also explored alternative
supply chain attack surfaces such as backdoored machine learning models [343] and
compromised hardware components [325].

These directions, however, lie outside our scope, as we focus on software supply
chain attacks enabled through dependency management systems and the dependency
information leaked by mobile apps.

5.8 Conclusion

In this paper, we demonstrated that the leakage of library names and versions in iOS
app bundles can enable dependency confusion attacks, effectively granting attackers
RCE on build servers and developer devices. We further showed that attackers can
exploit abandoned domains and GitHub namespaces to hijack iOS libraries.

Our measurement study of 9,212 iOS apps revealed that dependencies of 162
apps (1.76%) could be affected by hijacking attacks, including popular apps with at
least 100 million installations. Moreover, we practically demonstrated dependency
confusion attacks on apps from nine well-known companies.

Additionally, we analyzed the security of five additional dependency management
systems: Cargo, Go modules, Maven, npm, and pip, to highlight countermeasures like
2FA and disabling code execution during installation. However, we also demonstrated
that these systems face similar conceptual issues.

5.9 Ethics considerations

5.9.1 Dependency Confusion

We practically demonstrated dependency confusion attacks on dependencies from
apps with responsible disclosure programs that explicitly permitted tests through
their policies. To verify that the installation originated from the targeted company,
we collected the following information: (1) external IP address, (2) hostname, and (3)
installation directory. This approach is consistent with previously reported work on
dependency confusion attacks [68]. Further, we were asked by disclosure programs for
evidence of potential compromise of the company’s infrastructure, which we could
provide with the collected information. We removed all data once the report was
processed or at the latest 31 days after its collection.

We included our contact details, linking to our university email address, and a
brief explanation in the .podspec file and a README for each deployed library. Before
conducting our PoC, we assessed the risk of unintentionally targeting unrelated
apps and found it minimal for two reasons. First, package names usually follow
organization or product-specific naming conventions, which reduces the likelihood
of overlap with apps from unrelated companies. Second, the library description
explicitly stated that we were performing an experiment, and the library itself
exposed only two trivial methods, one returning true and one returning false,
both derived from CocoaPod example code and unrelated to any realistic library
functionality.
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We strongly believe that it is important to demonstrate such attacks practically
to highlight their exploitability and potential impact. Further, it raises awareness
of the vulnerability and supports fixing insecure implementations before malicious
actors can exploit them. As a result, our findings contributed to the CocoaPods
maintainers’ decision to reject new libraries containing a prepare_command as of
May 2025 [331], effectively mitigating the threat of RCE via dependency confusion.

5.9.2 Dependency Hijacking
To demonstrate the feasibility of dependency hijacking, we first validated our ap-
proach using handcrafted examples. We did not hijack real libraries or modify other
owner accounts of a vulnerable library, as doing so could affect numerous apps and
cause lasting damage.

We reported all identified issues to GitHub and the maintainers of vulnerable
dependency management systems (CocoaPods and Google in the case of Go). In ad-
dition, we disclosed our findings to potentially affected apps to raise their awareness.

To prevent attackers from registering abandoned domains and namespaces, we
proactively claimed the most critical ones ourselves without interfering with their
functionality. We did not register all of them due to the manual effort required for
namespace creation and the cost of domain registration.
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The overall goal of this thesis was to identify weak links in the mobile app ecosystem
at scale to improve its security and privacy through responsible disclosure. To this
end, we analyzed four aspects of the ecosystem: (1) IoT devices through companion
apps, (2) the iOS local network permission, (3) secrets distributed in mobile apps, and
(4) iOS dependency management systems. Therefore, we designed scalable analysis
techniques, applied them to thousands of apps, and used the resulting data for further
security and privacy relevant evaluations and measurements.

First, we developed a static analysis based on VSA and DFA to study the network
communication of IoT companion apps. By analyzing 9,889 companion apps, we
uncovered multiple security and privacy issues, including MQTT brokers that allowed
unauthenticated access, abandoned domains that could enable attackers to take over
IoT devices, the use of broken encryption algorithms, and the exposure of PII.

Second, we analyzed the iOS local network permission from both a technical
and a user perspective. We uncovered two iOS components that can bypass the
permission and showed that the protected address space was insufficient for complex
networks and VPNs. Moreover, we identified local network permission rationales
that contained misleading concepts or misconceptions, which could trick users into
granting the permission. On the positive side, our user study showed that nearly
every participant was aware of at least one threat arising from local network access.
However, misconceptions about the permission and the granted access were even
more prevalent.

Third, we analyzed unintentionally shared secrets in mobile apps, ranging from
internal documentation and source code to embedded credentials. Our results high-
lighted the importance of studying both Android and iOS apps, as we observed
inconsistent credential leaks across Android and iOS versions of the same app. A
plausible explanation for this behavior is that different development teams work
on apps for different platforms. Overall, we discovered more issues in iOS apps,
potentially because Android apps are easier accessible and historically received more
research attention.

Finally, we analyzed dependency management systems used by iOS apps and
uncovered issues that enable supply chain attacks. We identified dependency hi-
jacking and dependency confusion attacks as concrete threats, and we demonstrated
dependency confusion attacks against nine apps from companies with responsible
disclosure programs. Such attacks can enable adversaries to gain RCE on developer
devices and build servers when dependency management files are misconfigured.
In addition, we highlighted the attack potential of dependency hijacking through
abandoned email address domains and GitHub namespaces. Moreover, we measured
the number of vulnerable libraries and affected apps on a dataset of 9,212 iOS apps.

Looking forward, several opportunities for future work emerge. In this thesis,
we focused on improving the security and privacy of the mobile app ecosystem
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(a) <= iOS 17.7 dialog. (b) >= iOS 18 dialog.

Figure 6.1: iOS local network permission dialog. The left side shows the dialog
design at the time of our study, see Chapter 3. The right side shows
the updated dialog, which displays a map of local networks the phone
previously connected to.

by identifying and reporting vulnerabilities at scale. Although our analyses can
operate on apps before release to detect issues early, we did not study this use
case from a developer perspective. Future work should therefore investigate how
to integrate app analysis techniques into development workflows. Mobile apps and
their ecosystems also continuously evolve, for example, Android recently introduced
the local network permission [23]. As our study of iOS local network permissions
demonstrates, systematically analyzing newly introduced components is important
to identify security issues associated with them.

Another interesting direction concerns the local network permission dialog. Apple
updated this dialog and now highlights that once a user grants the permission, the
app receives access not only on the currently connected network but also on other
local networks, see Figure 6.1. This behavior reflects a concept we called transitivity,
which participants in our user study found difficult to understand. Future work
should therefore examine whether the updated dialog improves users’ understanding
of this concept.
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